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FOREWORD

Foreword
The strength of the special operations forces (SOF) enterprise 

rests not only on advanced capabilities and exceptional people, 

but also on its ability to anticipate change, challenge conventional 

thinking, and translate innovation into operational advantage. 

As the strategic environment grows more complex, SOF must 

continue to adapt to emerging threats, integrate new technologies, 

and strengthen its ability to enable theater special operations 

commands (TSOCs) and the joint force in advancing national 

security objectives.

In Academic Year (AY) 2025, the Joint Special Operations 

University (JSOU) launched its inaugural Call for Special Operations 

Papers to capture innovative ideas, operational insights, and 

practical solutions from across the SOF enterprise. The response 

demonstrated a strong appetite for intellectual engagement, with  

43 submissions and 15 papers selected for publication.

Building on that success, JSOU focused its AY2026 Call for 

Special Operations Papers on technology and its implications 

for special operations. Contributors were challenged to examine 

how emerging technologies are changing the character of 

competition and conflict. The response exceeded expectations: 82 

submissions—a resounding success that reflects the enterprise’s 

commitment to advancing the profession through intellectual inquiry.

Of those submissions, 47 were selected for publication. Eighteen 

are featured in this first volume, The Tactical Edge and Strategic 

Horizon. Collectively, these papers explore next-generation 

intelligence, surveillance, and reconnaissance; the SOF nexus; digital 

force protection; rapid all-domain fusion; and unmanned systems. 

Each addresses challenges and opportunities with direct implications 

for SOF readiness, operational reach, decision advantage, and the 

ability to integrate effectively with the joint force.
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These contributions are particularly important as SOF operates 

across increasingly contested, complex, and interconnected 

environments. Technology offers significant potential to improve 

situational awareness, accelerate decision-making, enhance 

force protection, and strengthen the integration of capabilities 

across domains. Realizing that potential, however, requires 

more than acquiring new tools. It demands an understanding of 

operational requirements, the ability to integrate capabilities into 

existing formations and processes, and the capacity to translate 

technological advances into practical solutions that support TSOC 

missions and joint force objectives.

We encourage readers to consider not only the individual 

arguments presented in these papers, but also how their insights can 

inform operational planning, capability development, professional 

military education, and force integration. 

The future of special operations will be shaped not simply by 

the technologies we develop, but by how effectively we integrate 

them, employ them, and prepare our people to turn innovation into 

operational advantage.

Command Sgt. Maj. Justin Johnson
Command Senior Enlisted Leader
Joint Special Operations University 

Paul D. Brister, PhD
President
Joint Special Operations University 
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CHAPTER 1: OPTIMIZING DRONE USE AND COUNTER-UAS STRATEGIES

The rapid proliferation of unmanned aircraft systems (UAS) 
is transforming the character of conflict. This creates new 

opportunities for SOF, but it also introduces unprecedented 

operational challenges. Tactical reconnaissance and low-cost drone 

swarms are reshaping how military power is projected and contested 

across domains.

The papers in this section explore how SOF can harness 
these capabilities to enhance operational effectiveness while 

developing resilient counter-UAS approaches. Contributors examine 

advances in autonomous logistics and air-ground teaming, the 

growing role of proxy drone warfare, and the use of uncrewed 

systems as instruments of strategic competition. Collectively, 

these studies assess how SOF can integrate, adapt, and innovate 

to maintain operational advantage in increasingly contested and 

dynamic environments.

CATEGORIES

AY26 Call for Special Operations Papers 

Categories 

Optimizing Drone Use and Counter-
Unmanned Aircraft Systems Strategies

Chapter 1
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Abstract
Special operations forces (SOF) planning has long rested on a 

working assumption: that air or ground support will be available 

at the critical moment. Operational reality, however, consistently 

exposes the fragility of that assumption. When a mission exceeds its 

ideal scenario and a team finds itself isolated in denied territory—cut 

off by an adversary’s integrated defense architecture—conventional 

extraction methods become catastrophically inadequate. In 

conditions where the enemy maintains layered anti-access 

capabilities, dispatching any piloted platform, whether aircraft or 

heavily armored ground vehicle, places its crew at mortal risk. Armor 

can absorb rounds; it cannot absorb the political and human cost of 

losing the people inside it.

This research analyzes the operational dead end created by 

that dependency and proposes a paradigm shift: a move away from 

piloted heroic rescuers toward autonomous expendable systems. 

The argument is that the solution is not better armor but the 

systematic replacement of human operators with robotic platforms 

capable of functioning in GPS-degraded environments, and whose 

destruction does not constitute mission failure.

Introduction: The Operational Impasse and the 
Survival Paradox

The history of special operations is written in tactical brilliance, 

but its most painful chapters record the moments when Plan A 

failed. When a small team is encircled deep in enemy territory, 

the immediate demand is for emergency resupply or extraction. 

Conventional doctrine responds with the deployment of Quick 

Reaction Forces (QRF). In modern conflicts where adversaries field 

high-precision targeting systems, however, the act of sending a 
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rescue force frequently generates a larger tragedy than the crisis it 

was dispatched to resolve.

The historical precedents are unsparing. In June 2005, during 

Operation RED WINGS in Afghanistan’s Kunar Province, the QRF 

dispatched to reach four encircled operators was carried by an MH-

47 Chinook—call sign Turbine 33. A single RPG-7 round brought it 

down, killing all 16 special operations personnel aboard.1 A decade 

earlier, in the October 1993 Battle of Mogadishu—the Black Hawk 

Down engagement—the ground convoys sent to recover downed 

pilots and isolated soldiers found themselves channeled into kill 

zones in the city’s narrow streets. Despite operating in armed high 

mobility multipurpose wheeled vehicles (HMMWVs), the convoy 

suffered serious casualties; the lead vehicle’s driver being hit was 

enough to stall the entire column and convert it from a rescue force 

into a stationary target.2

These cases share an underlying failure mode. They reveal a 

systemic flaw in how logistical and casualty-evacuation doctrine 

has been constructed: a structural dependency on piloted platforms 

that, once inserted into a denied environment, become liabilities 

rather than assets. When a situation deteriorates, commanders face 

a choice between two bad options: abandon the isolated force or 

send additional crewed platforms into the same threat environment. 

Armor offers no escape from this paradox. The most protected 

vehicle on the battlefield still carries people inside it, and a precisely 

delivered weapon can kill them regardless of the steel surrounding 

The most protected vehicle on the battlefield still carries 
people inside it, and a precisely delivered weapon can kill 
them regardless of the steel surrounding them. 
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them. One hit does not merely destroy the machine; it creates new 

casualties and demands a new rescue operation.

The logical conclusion, which this research develops at length, 

is that the only durable solution is the removal of human beings 

from the last mile of logistics and evacuation. SOF units must 

transition to multifunctional, modular robotic systems—platforms 

in the class of the THeMIS unmanned ground vehicle (UGV)—

capable of operating without satellite navigation in degraded 

electromagnetic environments.

These platforms should not be conceived narrowly as carriers. 

They are, properly understood, autonomous combat units whose 

functional portfolio includes:

Logistics and evacuation: delivering heavy cargo and extracting 

wounded personnel from complex terrain without exposing human 

operators to direct fire.

Fire support: remote-controlled weapon stations mounting 

heavy machine guns or grenade launchers, enabling an isolated 

team to generate suppressive fire without breaking cover.

Multi-domain strike: the ability to launch loitering munitions or 

deploy ground assault robots directly from the forward position, 

converting a survival situation into an active offensive posture.

The primary advantage of this architecture is not technological 

but ethical and strategic. When a robot is destroyed, the mission 

loses metal and circuitry, not elite soldiers. That distinction is the 

only sustainable path through the constraints the golden hour 

imposes and through the far more demanding constraints that a 

peer-competitor threat environment now creates.
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Part I: The Historical Imperative—An Anatomy  
of Failure

Contemporary SOF doctrine rests on the premise that 

technological superiority and professional excellence can 

compensate for numerical disadvantage. Three decades of 

operational data, however, consistently show that this equation 

breaks down when the operational environment shifts into denied-

access territory. The heaviest SOF casualties across that period 

have accumulated not during the objective phase of operations but 

during logistical support, exfiltration, and—most alarmingly—during 

the rescue operations triggered by those failures. The two cases 

examined below are not merely historical curiosities; they are the 

foundational evidence for the argument. 

The Tyranny of Terrain: Operation RED WINGS and the 
Communications Vacuum

Operation RED WINGS, conducted in June 2005 in Afghanistan’s 

Kunar Province, is a precise illustration of how mountain terrain 

dismantles high-technology advantage. A four-man reconnaissance 

team was inserted onto the steep, fractured ridgelines of the Hindu 

Kush at elevations approaching 3,000 meters above sea level.3 

The first and decisive failure was the line-of-sight problem. 

The team’s primary communications equipment, Army/Navy 

Portable Radio Communications (AN/PRC)-148 radios and satellite 

phones, proved useless in the shadow of the rock massifs. The 

terrain physically blocked radio frequency signal propagation 

to the operations center and to orbiting satellites. To attempt 

communications, the team was forced to abandon their concealed 

position and move to an exposed, elevated location. That movement 

was the act that led to their compromise and eventual encirclement. 
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The tragedy compounded when standard rescue protocols were 

activated. The QRF dispatched aboard MH-47 Chinooks encountered 

an adversary that possessed the high-ground advantage, used 

terrain for concealment, and needed only a shoulder-fired rocket-

propelled grenade (RPG)-7 to bring Turbine 33 down. The slow, 

acoustically conspicuous approach of a heavy helicopter into a 

confined mountain landing zone is among the most predictable and 

targetable events in modern warfare.

The outcome: a rescue mission launched to reach four men 

resulted in the deaths of 16 more. Operation RED WINGS is 

evidence of what happens in the absence of autonomous relay and 

logistics systems. Operators are forced to risk their lives simply 

to establish communications, and commanders are compelled 

to commit aviation into environments where the probability of 

survival is minimal.

The Urban Trap: The Mogadishu Lesson and the 
Vulnerability of Convoys

Where Red Wings illustrates the dangers of mountain terrain, 

the Battle of Mogadishu on October 3 and 4, 1993—the Black 

Hawk Down engagement—reveals the logistical nightmare of 

urban operations. The downing of two UH-60 Black Hawks 

converted a tactical raid into a large-scale rescue operation in 

a matter of minutes.4

Operators are forced to risk their lives simply to establish 
communications, and commanders are compelled to commit 
aviation into environments where the probability of survival 
is minimal.
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Urban environments create what analysts call “urban canyons”—

corridors between high buildings that restrict maneuver and create 

ideal conditions for vertical ambush from rooftops and upper floors.5 

The ground relief convoy, commanded by Lt. Col. Danny McKnight 

and composed of armed HMMWVs and cargo trucks, moved into 

these corridors and found itself in exactly that situation.

Despite being mechanized, the convoy was critically dependent 

on its human crews. Drivers and gunners were the primary targets. 

When the lead vehicle’s driver was hit, the entire column stopped—

transforming a moving force into a stationary one—and casualties 

multiplied. The logistical convoy dispatched to save lives became 

itself a generator of mass casualties.

Mogadishu exposes a fundamental paradox: in urban combat, the 

attempt to evacuate casualties using crewed vehicles, even armored 

ones, frequently costs more in resources and lives than the original 

loss. Crews experience performance degradation under fire, make 

navigational errors (as happened repeatedly that night), and require 

protective armor at a level that reduces the vehicle’s mobility and 

compounds its problems in confined streets.

The Blood Price and the Negative Feedback Loop

Despite their geographic and operational differences, both cases 

reveal the same statistical anomaly: the casualty multiplication effect 

in rescue operations. Data from U.S. Department of Defense after-

action reviews, dating from Vietnam through the conflicts of the 

post-9/11 era, show that combat search and rescue (CSAR) and QRF 

operations consistently produce losses among rescuers alongside or 

in addition to those among the people being rescued.6

In the hybrid conflict environment of today, where adversaries 

routinely field inexpensive but effective anti-tank guided missiles 

and man-portable air defense systems (MANPADS), the use of 
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piloted platforms for logistics and evacuation generates what can be 

characterized as a negative feedback loop:

•	 An isolated team requests assistance.

•	 A piloted platform—helicopter or armored vehicle— 

is dispatched.

•	 The platform is destroyed on approach.

•	 A second rescue operation is required, this time to recover  

the rescuers.

This cycle continues until the supporting force commits 

overwhelming firepower or abandons the operation. The golden 

hour—a standard from trauma medicine describing the window 

of maximum intervention effectiveness—becomes a tactical trap. 

The existing record makes the conclusion unambiguous: as long 

as last-mile logistics and evacuation depend on human physiology 

and crewed platforms, SOF operations in denied environments 

will remain perpetually exposed to catastrophic loss. What is 

required is not an incremental improvement but a structural 

replacement: a system whose loss is measured in procurement 

budgets, not in body bags.

Part II: The Denied Environment and Its 
Technological Constraints

Part I examined cases in which failure was driven principally by 

terrain complexity and tactical miscalculation. This section addresses 

a categorically different and more severe problem: technological 

and strategic blockade. The term “denied environment” has become 

a term of art in contemporary military doctrine. It describes a 

combat space in which coalition forces lack air superiority and 

freedom of maneuver—not because of bad decisions but because 

the adversary has fielded systems specifically designed to deny 
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them. In the era of Great Power competition, where potential 

adversaries possess sophisticated integrated defense architectures, 

reliance on conventional air assets or even aerial drones is not 

merely ineffective; it constitutes operational self-defeat. The three 

factors examined below explain why any approach built around air 

dependency is without prospect.

The Anti-Access/Area-Denial Canopy and the Closure  
of Airspace

The most consequential development in modern conflict is the 

mass proliferation of anti-access/area denial (A2/AD) strategies. 

Russian S-400 and Chinese HQ-9 type integrated air defense 

systems generate layered defensive envelopes within which any 

non-stealth aircraft becomes an immediate targeting solution. 

Detection ranges, engagement altitudes, and response times have 

been transformed to a degree that makes traditional CSAR platforms 

operationally irrelevant.

In such conditions, the MH-60 Black Hawk and CH-47 Chinook—

the workhorses of SOF extraction—lose their functional value 

entirely. These are large, slow platforms with high radar and infrared 

signatures. In local conflicts, the dominant threat is short-range 

MANPADS; in an A2/AD environment, the threat begins at hundreds 

of kilometers’ distance. When a special operations team is operating 

deep in denied territory, dispatching a helicopter for extraction is 

impossible without first conducting a large-scale suppression of 

enemy air defenses—an operation that requires hours or days, which 

the crisis does not permit. The conclusion is direct: aerial evacuation, 

as a reliable capability, is not available in a denied environment.
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Physics and Energy: The Limits of Aerodynamics

A common rejoinder to this problem is that piloted aviation can 

be replaced by unmanned aerial systems of small or medium scale. 

The laws of physics and thermodynamics impose strict limits on the 

validity of that argument.

Payload deficit: Overcoming gravity continuously is energetically 

expensive. A vertical take-off and landing drone capable of 

evacuating a single combat-loaded soldier—carrying approximately 

90-100 kg of equipment—requires large rotors and powerful 

motors. A platform with those specifications approaches the size 

of a light helicopter and presents a comparable radar signature. 

Smaller drones simply lack the physical capacity to carry meaningful 

logistical loads.

Energy density: Lithium-ion battery technology has not yet 

enabled extended flight under load. A tactically relevant cargo drone 

typically has 20 to 30 minutes of flight endurance at capacity—

wholly insufficient for exfiltration from operational depth. A ground 

vehicle, by contrast, expends zero energy while stationary, which 

radically extends the autonomous operating time available to a UGV.

Environmental conditions: High-altitude terrain—the Caucasus 

range being a relevant example—is characterized by unpredictable 

meteorological conditions. High winds, descending air currents, and 

snowfall regularly render aerial drones inoperable. Ground robotic 

systems maintain operational capability in conditions where flying 

platforms physically cannot function.

The Invisible Front: Electronic Warfare

The third and perhaps most critical constraint is electromagnetic 

spectrum control. Modern peer-competitor conflict is in large part 

an electronic warfare contest, and the absolute majority of both 
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commercial drones and military platforms depend critically on GPS 

signals for navigation.

Adversary systems such as the Krasukha-4 and Zhitel jammers 

generate powerful interference fields that not only suppress 

satellite signal (jamming) but also transmit false coordinate data 

(spoofing). Under spoofing, a drone receives incorrect positional 

information, loses orientation, and experiences what operators call 

“fly-away events”—uncontrolled flight toward obstacles. In a denied 

environment, satellite navigation is wholly unreliable. For an aerial 

drone, GPS loss is often catastrophic because the platform cannot 

maintain positional stability in the air without it. For a ground-based 

autonomous system, the same event is a manageable interruption: 

the platform can halt safely and transition to satellite-independent 

navigation using visual-inertial odometry, camera arrays, 

and LiDAR technology.

The combined effect of A2/AD coverage, aerodynamic energy 

limits, and intensive electronic warfare creates an environment 

in which the sky is closed. Opening and maintaining a logistical 

corridor is only possible with systems that operate firmly on 

the ground: platforms with high mobility, energy efficiency, and 

independence from space-based infrastructure.

Part III: The Technical Solution—The “Mother 
Platform” and Autonomous Teaming

The physical and technological constraints identified in the 

preceding sections make one thing clear: supporting an isolated SOF 

team in a denied environment using conventional single-unit piloted 

platforms is no longer viable. The only path to operational continuity 

in a denied environment runs through decentralized, robotic, and 

multifunctional architecture. The answer is not a single universal 
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machine; it is a coordinated team of specialized autonomous 

systems built around what this research calls the “Mother Platform.”

This section details the technical and operational mechanisms 

through which multifunctional UGVs integrate with each other, 

exercise autonomous decision-making, and deliver logistical fire 

support and communications capabilities in a fully autonomous 

operational mode.

The Multifunctional Concept and Team Symbiosis

When an isolated SOF team requires immediate support, what 

is dispatched is not a single platform but a networked group of 

interconnected robotic systems. The Mother Platform concept is 

built on modularity: the base chassis is common, but the payload 

configuration determines the platform’s role in any given mission. 

An optimally composed support team consists of three distinct 

functional profiles:

Logistics and evacuation platform: This system’s primary 

mission is heavy cargo transport—delivering ammunition, 

water, and medical supplies directly to the point of contact, 

then transitioning automatically to evacuation mode to extract 

casualties from the position.

Fire support and strike platform: This is the direct combat 

module, equipped with remote-controlled or autonomous heavy 

machine guns (12.7mm caliber class) and anti-armor systems. 

Critically, the Mother Platform also functions as a mobile launch 

platform as containerized tubes for loitering munitions are 

integrated into the chassis. When the team is encircled, this platform 

opens suppressive fire while simultaneously releasing loitering 

munitions against enemy sniper positions or ambush elements, 

creating the maneuver corridor the isolated team needs.
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Communications and relay platform: This system’s sole 

mission is signal continuity. It carries high-power antenna arrays, 

signal amplifiers, and cryptographic modules, and functions as 

the network’s backbone node when terrain would otherwise 

sever communications.

The combined operation of these three systems creates a 

synergy in which each robot compensates for the others’ limitations, 

without placing human beings in the path of any of the threats that 

make the environment denied.

Intelligent Coordination and the Mesh Communications 
Architecture

The tragedy of Operation RED WINGS traces directly to signal 

blockage by terrain. The technological solution to that failure is a 

closed, decentralized mesh network connecting the autonomous 

platforms to each other and to the team they are supporting.

Unlike standard communications architectures in which signals 

must reach a headquarters antenna or satellite directly, in a mesh 

network, every robot constitutes an independent node. When the 

support group approaches difficult terrain—a deep valley, an urban 

canyon, or a forested ridgeline—the system makes an automatic 

tactical decision. The communications platform does not descend 

into the valley; it stops on an elevated feature and assumes the role 

of a relay node. The logistics and fire support platforms continue 

moving toward the isolated team along the valley floor. The data 

they collect—video feeds, voice communications, sensor readings—

are relayed to the communications platform on the ridge, which 

forwards that signal to command or to a satellite.

If any node in the network is destroyed by enemy fire, the mesh 

network’s self-healing capability automatically reroutes the signal 

through the remaining nodes; communications are not interrupted. 



2222

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

This approach eliminates the communications vacuum that proved 

fatal in the Hindu Kush, even in the most constrained and enclosed 

geographic areas.

Hybrid Vision: Air-Ground Integration and Autonomous 
Route Generation

The central navigation challenge for autonomous systems 

is operating in pathless, chaotic terrain. The Mother Platform is 

equipped with LiDAR, thermal cameras, and other sensor arrays, but 

ground-level sensor coverage is always limited by natural obstacles: 

rock faces, buildings, dense vegetation.

This is where the platform’s mothership function becomes 

fully apparent. When the ground robot encounters an impassable 

obstacle or cannot identify a safe route to the objective, it does not 

wait for an operator’s instruction. The system automatically opens a 

hatch in the upper chassis and deploys its integrated reconnaissance 

quadcopter. This small drone, which may operate on a tethered cable 

for unlimited power supply or in free-flight mode, rises to 50–100 

meters above the ground.

From that altitude, it conducts a 3D terrain scan and streams 

topographic data in real time to the Mother Platform below. The 

system’s onboard AI—using object recognition architectures trained 

to classify enemy positions, mined areas, and natural barriers—

processes the aerial view in seconds. Drawing on the resulting data, 

the UGV autonomously generates a new safe route. This is absolute 

air-ground hybrid coordination: the ground machine uses its own 

embedded aerial eye to perceive the operational space and makes 

its navigational decision on the ground, without operational delay.
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Strategic Synchronization and Integration with  
Joint Forces

The capabilities of the Mother Platform and its robotic team are 

not confined to the immediate support of an isolated group. Under 

current doctrinal thinking, this autonomous team constitutes an 

active forward node of the global combat network: the Joint  

All-Domain Command and Control (JADC2) architecture.

When a UGV detects an adversary position through its own 

sensors or through data from its aerial drone (i.e., enemy artillery, an 

air defense emplacement, a logistics hub) it does not rely solely on 

its own weapons. The platform’s computational core automatically 

calculates the target’s precise geolocation, accounting for elevation, 

distance, and movement vector. This targeting data is transmitted 

in milliseconds through the mesh network not only to the central 

command post but also directly to other combat systems operating 

in the region.

In practice, this means a ground robot can function as a fully 

capable Joint Terminal Attack Controller. It can establish direct data 

links with F-35 aircraft overhead or with rear-area rocket artillery 

systems, such as HIMARS, and supply precisely refined coordinates 

for air or artillery strikes. A robotic team originally dispatched on 

The Mother Platform architecture is not, in any useful 
sense, a remote-controlled truck. It is a cognitive, 
multilayered system capable of resolving navigation 
problems through air-ground synergy, constructing 
a resilient communications mesh across the most 
demanding terrain, and serving as the strategic link 
between the point of contact and the joint force.
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a logistics mission becomes, through this synchronization, the 

coordinating center for massive firepower delivery in the adversary’s 

rear area.

The Mother Platform architecture is not, in any useful sense, 

a remote-controlled truck. It is a cognitive, multilayered system 

capable of resolving navigation problems through air-ground 

synergy, constructing a resilient communications mesh across the 

most demanding terrain, and serving as the strategic link between 

the point of contact and the joint force. This approach fundamentally 

reshapes the paradigm of rescue and support operations—

establishing technological autonomy as the primary guarantee of 

combatant survival.

Conclusion and Strategic Recommendations
The analysis of contemporary combat operations and the 

technological realities of Great Power competition point to 

a structural truth that is no longer comfortable to ignore: air 

superiority and continuous communications are no longer 

guaranteed inputs to operational planning. Historical precedents 

have demonstrated, with substantial loss of life, that conducting 

rescue and logistics operations in complex terrain or urban 

environments using piloted platforms regularly ends in catastrophic 

casualties.7 The attempt to preserve the golden hour for isolated 

personnel—at the cost of human operators, in environments 

saturated by A2/AD systems and intensive electronic warfare—is a 

strategic dead end.

The way out of that dead end is not the incremental 

modernization of existing methods but a radical paradigm shift. 

SOF must relinquish the human operator from the logistics and 

evacuation chain and transition to fully autonomous, decentralized 

robotic ecosystems. As this research has argued, reliance on aerial 
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drones alone is rendered ineffective by the hard constraints of 

physics and energy. The future belongs to multifunctional ground 

systems—autonomous Mother Platforms operating on principles of 

team symbiosis.

These intelligent systems are not simply cargo carriers. They 

are modular combat units that construct their own resilient mesh 

communications architecture independent of terrain, provide 

substantial fire support, and function as mobile launch platforms 

for reconnaissance or loitering munitions delivered directly from 

the hot zone. Through the integration of AI and air-ground hybrid 

vision, they are capable of autonomous navigation under complete 

GPS denial and real-time transmission of targeting data to the joint 

force network: JADC2.

The ultimate value of this technological transition is not tactical 

but ethical and strategic: it is expandability. When an operation 

exceeds its ideal scenario, and an elite team finds itself isolated in 

a denied environment, we must send metal and algorithms to save 

human beings. The destruction of a robot is a procurement cost. 

The death of a rescuer is a national tragedy.

Recommendation: The United States Special Operations 

Command and the armed forces of partner nations should redirect 

research and development priorities of the coming decade toward 

integrated, multifunctional ground-air ecosystems. Immediate 

doctrinal revision is needed to establish Mother Platform teams 

as the standard primary response and evacuation capability in 

critical situations. This is the only instrument capable of securing 

advantage in the asymmetric, technologically saturated conflicts  

of the future.  
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Executive Summary
Drone warfare capabilities have reached the Sahel not through 

a direct Iranian supply corridor, but through horizontal diffusion: 

operational templates established by Iranian proxy networks 

subsequently spread via jihadist knowledge transfer and unrestricted 

commercial platform access. The Islamic State Sahel Province (ISSP) 

and Jama’at Nusrat al-Islam wal-Muslimin (JNIM) represent distinct 

tracks within this process. ISSP integrated one-way attack capability 

within 18 months through structured trainer transfer from the Middle 

East. JNIM built a sustained cross-border campaign across Mali, 

Burkina Faso, and Niger using modified commercial quadcopters 

and open-source tactical learning drawn from the Ukraine conflict. 

Conflating these two groups into a single problem produces special 

operations forces (SOF) advising programs calibrated to neither.

Current SOF partner advising has not kept pace with this 

diffusion. Three structural failures account for the gap: an economic 

asymmetry that renders U.S.-standard counter-drone architectures 

unaffordable for African partner forces; institutional learning 

cycles that operate far more slowly than adversary adaptation; and 

program discontinuity that erodes capability the moment external 

support ends. This research documents each failure, distinguishes 

the acquisition paths that demand separate responses, and 

proposes six recommendations calibrated to the operational and 

fiscal realities of African partner forces, addressing the counter-

drone gap and the underutilized potential of partner drone 

employment in equal measure.

Introduction
The attack on Eknewan in May 2025 did not emerge in isolation. 

Armed with one-way attack drones, fighters from the ISSP struck a 

military position in Niger and killed 64 soldiers in a single operation.1 
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The tactical signature, coordinated strike, low-cost airframes, and 

ground assault integration reflected an operational model developed 

and refined in other theaters before appearing in adapted form in 

the Sahel. What made Eknewan significant was not its scale. It was 

its speed: a capability integrated in under 18 months, by a group 

without direct state sponsorship, on a continent where no SOF 

advising program had been designed to anticipate it.

The conventional framing of this problem centers on hardware: 

Iranian Shahed-136 drones deployed in Yemen and Ukraine, first-

person view (FPV) drones improvised from commercial quadcopters 

in the Donbas, and DJI Matrice platforms modified for payload 

drop in Mali. That framing, while technically accurate, misdiagnoses 

the threat. The airframe is not the problem. The logic behind the 

airframe—saturation at low cost, intelligence, surveillance, and 

reconnaissance (ISR)-strike integration, exploitation of the cost 

asymmetry between cheap offensive platforms and expensive 

defensive systems—is the problem. That logic has diffused globally, 

and no direct supply chain from Tehran to Gao is required to explain 

its presence in the Sahel.

Two arguments follow from this observation. First, drone warfare 

capabilities reached the Sahel through horizontal diffusion, not a 

direct state-to-group transfer chain. Iran built an operational model 

through documented transfers to Hezbollah and the Houthis; that 

model’s logic subsequently spread through jihadist knowledge 

networks and commercial platform access, without a proven material 

corridor between Iran and JNIM. 

ISSP-linked groups accessed drone expertise through trainer 

networks originating in the Middle East, a structurally similar 

mechanism but analytically distinct. Second, SOF partner 

advising has not kept pace with this diffusion. Three structural 

failures account for the gap: doctrine calibrated for high-resource 
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environments that does not transfer to Sahelian fiscal realities, 

institutional learning cycles that operate more slowly than adversary 

adaptation by design, and programs whose operational relevance 

dissolves once external advising presence ends.

The academic literature has documented the mechanisms 

of horizontal transfer and the economic asymmetry challenge 

in general terms.2 What it has not produced is the operational 

translation: which counter-drone architectures are locally 

sustainable for African partner forces, how advising cycles can be 

restructured to track diffusion in near-real time, and how partner 

drone employment integrates into the same advisory framework as 

counter-drone defense. This research addresses each of these gaps 

from the perspective of a practitioner operating within the broader 

security environment affected by this diffusion.

From Proxy Laboratory to Global Template: How 
Iran Institutionalized Drone Warfare

Iran’s emergence as a drone proliferator was deliberate, not 

the byproduct of surplus transfers to convenient proxies. Open-

source reporting and sanctions guidance establish that the Islamic 

Revolutionary Guard Corps (IRGC) developed deliberate institutional 

mechanisms for drone development, procurement, and transfer 

to partner forces. That architecture, refined across two decades, 

transformed early surveillance platforms into one-way attack 

munitions capable of striking targets beyond 1,500 kilometers.3 The 

purpose was strategic: deniable power projection through proxy 

forces whose capabilities could be enhanced without exposing Iran 

to the attribution costs of direct military action.4

Hezbollah was among the earliest non-state armed groups 

to operationalize this support. Iranian-supplied reconnaissance 

platforms were integrated into Hezbollah operations through the 
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mid-2000s, and Iranian drone and missile assistance shaped the 

group’s conflict posture against Israel.5 The transfer to the Houthis 

in Yemen followed a similar pattern at greater scale and with more 

mature platforms. Forensic analysis of Iranian technology transfers 

to Yemen confirmed physical evidence of that chain: components 

traceable to Iranian manufacturing, assembly techniques consistent 

with IRGC-affiliated methods, and airframe families derived from 

Iranian defense production.6 Treasury department sanctions 

guidance subsequently documented the networked supply chain 

enabling those transfers: intermediaries across multiple jurisdictions 

exploiting dual-use components, many manufactured in the U.S. and 

allied nations.7 

The sophistication of that supply chain matters for how diffusion 

is understood. The components reaching proxy forces were not 

surplus equipment handed across a border; they were precision 

electronics sourced through layered commercial and gray-market 

networks, assembled through iterative combat development 

cycles. Similar component-tracing patterns have been documented 

in Russian-employed Iranian unmanned aerial systems (UAS) in 

Ukraine, where globally sourced electronics flow into ostensibly 

localized strike architectures through networks that state sanctions 

struggle to fully interdict.8 A model built on globally available 

components and commercially accessible knowledge is inherently 

more exportable than one dependent on state-controlled hardware.9 

A model built on globally available components and 
commercially accessible knowledge is inherently more 
exportable than one dependent on state-controlled hardware.
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What those transfers produced operationally was a grammar—

saturation tactics employing waves of low-cost munitions to 

overwhelm defensive interceptors; ISR platforms operating ahead 

of strike packages; propaganda documentation of every successful 

strike generating deterrence and recruitment effects beyond the 

immediate kinetic result. The economic logic of that grammar was 

not incidental: Shahed-series airframes are estimated at $20,000 

to $35,000 each, while the interceptors fielded against them cost 

orders of magnitude more.10 For non-state groups observing that 

exchange on social media, it was a proof of concept.

Houthi and Hezbollah campaigns served as live operational 

laboratories, broadcast in near-real time to audiences worldwide. 

This model no longer requires its originator to sustain it. Once 

operational templates are demonstrated in combat, they circulate 

through channels Iran neither controls nor can revoke. The Sahel is 

the most consequential current proof of that dynamic.

Horizontal Transfer: How Drone Warfare Logic 
Reached the Sahel

The progression of drone use across the Sahel since 2023 

represents the most significant tactical development in the region 

since the spread of vehicle-borne improvised explosive devices.11 

JNIM and ISSP reached comparable operational sophistication 

through entirely different acquisition paths. Understanding that 

divergence is not a taxonomic exercise; it determines which threat 

indicators SOF advising programs should track and which counter-

drone architectures are appropriate to each context.

The JNIM trajectory reflects commercial-platform adaptation 

reinforced by transregional learning. Reporting linked to the Armed 

Conflict Location and Event Data Project (ACLED)-reporting 

indicates at least 89 drone-related incidents attributable to JNIM 
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between 2023 and 2025, including 69 armed strike events.12 By mid-

2024, the group had progressed from initial ISR sorties to complex 

assault sequences integrating reconnaissance, ground movement, 

and explosive effects.13  The platforms are overwhelmingly 

commercial: DJI Matrice 30T and DJI Mavic series quadcopters, 

available through civilian retail channels, require no specialized 

supply chain for acquisition and only basic mechanical skills for 

payload modification.14 Open-source observation of Ukrainian FPV 

tactics appears to have accelerated this learning, with practitioners 

reportedly monitoring Telegram video channels and incorporating 

assault sequences derived from that observation.15

The ISSP trajectory reflects a different channel: structured trainer 

transfer. The United Nations Security Council Monitoring Team 

documented the arrival of 13 Islamic State (IS) trainers from the 

Middle East in the Lake Chad Basin in late 2024, specifically tasked 

with facilitating drone acquisition, assembly, and deployment among 

affiliated groups.16

This transfer was not of hardware. It was of human expertise: 

operators, technicians, and instructors who had accumulated 

experience in theaters where drone warfare had already matured. 

The mechanism is structurally analogous to how the IRGC 

institutionalized expertise within its proxy networks, though 

operating at smaller scale and through less visible pathways.  

The Eknewan attack of May 2025 was the product of that transfer. 

Sahel militant groups are not waiting for state-level support; 
they are acquiring commercial platforms, adapting them 
with locally available skills, and deriving tactical doctrine 
from open-source observation of ongoing conflicts.
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Table 1 maps the four acquisition vectors and separates the 

analytically distinct cases that earlier analysis tended to conflate. 

See Table 1. 

The compression of the integration timeline—from a decade 

to under two years—is the central operational fact.  Sahel militant 

groups are not waiting for state-level support; they are acquiring 

commercial platforms, adapting them with locally available skills, 

and deriving tactical doctrine from open-source observation of 

ongoing conflicts.17 The diffusion channel is open-access. The 

response channel is not. See Figure 1.

The Structural Gap: Three Institutional Failures 
in SOF Partner Advising

Three structural failures in SOF partner advising account for 

the counter-drone gap in the Sahel. None of them are primarily 

   Table 1. Comparative Drone Integration Trajectories

Source: Adapted by the author from Conflict Armament Research, United Nations 
Security Council S/2025/482, Policy Center for the New South, ISS Africa and Lawfare
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technological. Each is embedded in how advising programs are 

designed, resourced, and sustained. Each would persist regardless of 

which drone platform adversaries chose to employ.

The Economic Asymmetry Problem

SOF counter-drone doctrine, as codified in the 2021 Department 

of Defense Counter-Small Unmanned Aircraft Systems Strategy, 

presumes access to layered sensor networks, trained operators, 

and a range of kinetic and non-kinetic defeat mechanisms.18 That 

architecture was designed for environments where the defending 

force holds a resource advantage. In the Sahel, that assumption 

does not hold. The cost exchange between modified commercial 

drones and the surveillance, electronic-warfare, and intercept layers 

needed to counter them is prohibitive at scale; the disparity runs 

across multiple orders of magnitude at every tier of the engagement 

chain.19 Burkina Faso, Mali, and Niger, the three states most actively 

targeted by JNIM drone operations, operate on defense budgets that 

   �Figure 1. Horizontal diffusion model and structual failures in SOF partner advising. 
Source: Author analysis
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leave limited margin for dedicated counter-drone procurement, let 

alone sustained operations.20 Advising them to build architectures 

modeled on U.S. doctrine is not a gap in aspiration. It is a mismatch 

between the doctrine’s resource assumptions and the fiscal realities 

of every partner force it is meant to serve.

No single defeat mechanism offers comprehensive protection 

against the full spectrum of UAS threats; effective counter-drone 

defense requires multi-layered combinations of surveillance, 

detection, neutralization, and organizational adaptation.21 The 

problem for African partner forces is not conceptual access to that 

framework. Every tier it recommends, from persistent wide-area ISR 

to electronic warfare systems, is priced for military organizations 

whose procurement context bears no relationship to the Sahel. The 

doctrine is technically sound. The resource assumptions behind it do 

not transfer.22

The Institutional Speed Mismatch

The 13 IS trainers documented by the United Nations Monitoring 

Team in the Lake Chad Basin arrived in late 2024 and had 

transferred operational drone capabilities to affiliated groups within 

a single fiscal year.23 The SOF training rotation cycle (assessment, 

approval, deployment, execution, after-action, revision) operates on 

timescales that cannot match that pace by design. Formal counter-

drone advising curricula require coordination across commands, 

legal review, security assessment, and partner nation approval 

No SOF partner advising program should be designed so 
that its continued effectiveness depends on the physical 
presence of the advising force.
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before a single training day is delivered. By the time a revised 

module addressing FPV threats reaches a Sahel partner force, the 

threat has typically already iterated.

This mismatch is structural, not a failure of individual effort 

or institutional will. Adversary learning cycles in non-state armed 

groups are compressed precisely because those groups lack the 

formal requirements that make SOF advising rigorous and legally 

defensible. The drone context reflects a broader pattern, one that 

has characterized coalition responses to insurgent adaptation in 

contemporary irregular wars, where threat evolution consistently 

outpaced doctrinal revision.24 In the Sahel, the same dynamic 

operates at higher velocity and with a lower barrier to entry, because 

the platforms driving it are commercially available to anyone.

Program Discontinuity and the Hollow Advising Legacy

The withdrawals of U.S. and French forces from Mali and Niger 

between 2023 and 2024 disrupted advisory continuity, reduced 

access to external ISR and threat-update mechanisms and exposed 

how dependent many partner-facing programs had become on 

persistent foreign presence.25 Partner units that had received 

counter-drone familiarization training lost points of contact, access 

to updated threat assessments, and linkages to the intelligence 

networks that fed tactical adaptation. What remained were 

institutions that retained the structure of programs built around 

external support, without the engagement that had given those 

programs relevance.

The operational implication is narrower than a general critique of 

redeployment decisions. No SOF partner advising program should 

be designed so that its continued effectiveness depends on the 

physical presence of the advising force. Programs built on personal 

relationships, undocumented institutional knowledge, and access 
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to classification levels unavailable to partner nation personnel are 

programs whose effectiveness erodes the moment the adviser 

boards the aircraft home. Building durability into program design 

from the outset—rather than as an afterthought at rotation’s end—is 

the structural correction this pattern calls for.

Partner Drone Employment and Counter-Drone Defense

African partner militaries face the same commercial drone 

environment that their adversaries exploit. The same platforms that 

JNIM and ISSP have weaponized are available to state forces for 

defensive and ISR purposes at comparable cost. The most accessible 

gains for partner forces lie not in high-end strike systems but in the 

tactical applications these platforms already support: perimeter 

surveillance of isolated outposts, route reconnaissance ahead of 

convoy movement, and post-contact assessment functions including 

battle damage evaluation and indirect fire correction.26 The same 

commercial accessibility that makes these platforms operationally 

dangerous in adversary hands makes them viable as force-protection 

and reconnaissance assets for under-resourced partners.27

SOF advising packages should therefore treat partner drone 

employment as a paired capability alongside counter-drone training, 

not as a separate line of effort. The hardware requirement is minimal. 

Commercially available quadcopters, simplified maintenance 

protocols, and operator training that can be sustained without 

continued external support are sufficient for the tactical applications 

that matter most. A partner force that learns to see the battlefield 

from above is harder to ambush, better positioned to adapt its 

defensive posture, and less reliant on externally provided ISR 

that may be withdrawn without notice. These are not aspirational 

outcomes. They are achievable with platforms that most partner 

forces can already procure—the same platforms their adversaries are 

already using against them.
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Closing the Gap: Six Recommendations for 
Recalibrated SOF Partner Advising

Because the failure is institutional, the response cannot be 

reduced to procurement. Each recommendation addresses a specific 

structural weakness identified in the preceding analysis. Together, 

they constitute a baseline package for a partner advising model 

calibrated to diffusion speed.

1: Develop a Frugal Counter-Drone Module Purpose-Built 
for African Partner Forces

Adapting U.S. doctrine for partner use produces training 

products that are technically sophisticated but operationally 

inaccessible. A purpose-built module would prioritize radio 

frequency (RF) detection using commercial spectrum analyzers, 

acoustic detection assembled from available materials, and passive 

countermeasures: camouflage, dispersion, and hardening of high-

value positions. Electronic warfare options available below classified 

thresholds, including commercial RF jammers and drone-detection 

software suites, should be incorporated where host-nation legal 

frameworks permit. Delivery through Theater Security Cooperation 

Programs under U.S. Africa Command provides an existing vehicle 

without requiring new programmatic authorities.

2: Integrate a Compact Partner Drone  
Employment Package

Alongside counter-drone training, SOF advisers should deliver 

a paired concept for partner drone employment at the tactical 

level: perimeter surveillance, route reconnaissance, post-contact 

assessment, and indirect fire correction using commercially available 

platforms. This closes an advisory gap that current programs leave 

open and leverages hardware that partner forces can already 
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access independently. The two capabilities reinforce each other; the 

partner that understands how drones are used offensively is better 

positioned to defend against them.

3: Create a Tactical Diffusion Surveillance Mechanism 
Within Advising Intelligence Cycles

The 13 IS trainers in the Lake Chad Basin were documented 

after their effect was already visible in the field. A proactive 

mechanism within Joint Intelligence Support Elements deployed 

alongside SOF advising teams would track known drone instructors 

moving through jihadist networks, monitor open-source channels 

where tactics are shared, and feed that tracking into curriculum 

updates on a rolling basis. The model exists for IS counterterrorism 

tracking in the Middle East; applying it to drone tactical diffusion in 

Africa requires reorientation of existing analytic capacity, not new 

institutional architecture.

4: Adopt an Economic Defense Doctrine for Counter-
Drone Partner Advising

The correct objective for an African partner force is not to 

intercept every drone; that standard is unachievable at available 

price points and frames the problem incorrectly. The objective is to 

degrade the adversary’s ability to execute drone-enabled complex 

attacks at operationally relevant tempo. Acoustic and RF detection 

enabling early warning, combined with dispersion and hardening 

of defended positions, can achieve this at a fraction of the cost of 

kinetic intercept. SOF advising curricula should state this explicitly: 

the objective is denial of effect, not defeat of airframe.
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5: Design Programs for Continuity Without  
Physical Presence

Every counter-drone advising program delivered to a Sahel 

partner force should include a transfer-of-authority package: 

threat assessments updated through unclassified channels, locally 

executable training curricula that do not require a foreign adviser 

to deliver, and a designated point of contact within the partner 

organization accountable for program continuity. Building self-

sustaining institutional capacity is the structural change that makes 

partner advising durable. Capacity contingent on sustained external 

presence is not capacity at all.

6: Establish a Regional Counter-Drone Knowledge 
Exchange Network in West Africa

No single Sahelian state has the resources, geographic reach, 

or information access to track drone tactical diffusion across the 

region independently. A structured forum connecting regional 

security forces focused on threat reporting, solution sharing, and 

joint training coordination, would aggregate information that no 

individual partner currently holds. States with established security 

partnerships in the region, including Morocco, Mauritania, and 

Senegal, are well-positioned to contribute to such a network. SOF 

could facilitate its establishment without owning or operating it.

Conclusion
Eliminating production sites does not eliminate a model 

once that model has been observed, adapted, and localized. The 

operational grammar of low-cost drone warfare now circulates 

through trainers, open-source communities, and commercially 

accessible platforms. The Sahel is no longer a downstream recipient 



4444

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

of someone else’s conflict; it is an active theater of drone adaptation 

in its own right.

The threat that killed 64 soldiers in Niger in May 2025 will not 

diminish because of disruptions to any single country’s production 

capacity. The underlying logic is now independent of any single state 

originator, and partner forces in the Sahel are confronting a learning 

cycle that current SOF advising structures were not designed to 

match. That is a solvable problem—but only if the institutional 

response operates at the speed the diffusion demands, not at the 

speed that formal approval cycles permit.

The six recommendations in this paper address the structural 

failures, not the symptoms. Their value lies not in novelty but in 

combination and calibration: frugal detection, economic defense 

doctrine, partner drone employment, program continuity, and 

regional knowledge networks. The package is sized for the fiscal and 

operational realities of African partner forces that cannot wait for 

doctrine designed for better-resourced environments to eventually 

reach them. The response SOF partner advising needs is not more 

sophisticated—it needs to be faster, more durable, and better 

matched to the constraints of the partners it is meant to serve.
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Abstract
As global competition intensifies between the United States 

and near-peer adversaries such as China and Russia, the strategic 

utility of low-cost uncrewed systems (UxS) has emerged as a critical 

enabler for special operations forces (SOF). This research examines 

how mass-produced, attritable UxS platforms, particularly first-

person view (FPV) drones, loitering munitions, and uncrewed surface 

vessels (USVs), are reshaping operational paradigms. Drawing 

lessons from the Russo–Ukrainian War and parallel developments 

in Taiwan, the analysis explores the doctrinal, logistical, and 

acquisition challenges inhibiting SOF’s ability to rapidly adopt 

and field these systems. Emphasis is placed on the necessity of 

cultural adaptation, rapid prototyping, commercial partnerships, 

and distributed manufacturing to meet the demands of denied 

environments and gray-zone conflict. The paper proposes actionable 

recommendations, including the institutionalization of a SOF-

specific Rapid Drone Cell, development of swarm-based tactics, 

and interoperability through digital twin integration. Ultimately, 

this research argues that adopting a mindset of iterative innovation 

and embracing the disposability of UxS is essential for maintaining 

operational advantage in an era defined by scale, tempo, and 

technological asymmetry.

Introduction
The character of warfare is undergoing a fundamental 

transformation as great power competition accelerates the adoption 

of low-cost, attritable uncrewed systems across the air and maritime 

domains. Rather than relying exclusively on exquisite, high-cost 

platforms optimized for survivability, contemporary conflicts 

increasingly demonstrate that operational mass, adaptability, and 

rapid innovation can generate strategic effects disproportionate 

to system cost. The Russo–Ukrainian War provides the clearest 
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contemporary example of this shift, where commercially available 

first-person-view (FPV) drones and improvised uncrewed 

surface vessels (USVs) have been employed at scale to conduct 

intelligence, surveillance, reconnaissance (ISR), precision strike, 

electronic warfare, and maritime attacks against conventionally 

superior forces. These platforms have enabled Ukraine to generate 

operational and strategic effects through volume, rapid adaptation, 

and expendability rather than technological superiority alone.1 

Simultaneously, the U.S. Department of War’s Replicator initiative 

reflects institutional recognition that future conflicts will require 

thousands of affordable, attritable autonomous systems capable 

of offsetting adversary numerical advantages through distributed, 

all-domain operations rather than reliance on small numbers of 

exquisite platforms2. 

These developments have significant implications for United 

States Special Operations Forces (SOF). Traditionally, SOF have 

emphasized precision, survivability, and small-team autonomy 

supported by highly capable but expensive platforms. While these 

capabilities remain essential, they are increasingly complemented by 

inexpensive uncrewed systems that reduce operational risk, enable 

persistent ISR, extend mission reach, increase tactical redundancy, 

and permit operations in denied or politically sensitive environments 

where the loss of an individual platform carries limited strategic 

or financial consequence. Moreover, the rapid development cycles 

enabled through commercial off-the-shelf (COTS) technologies, 

open architectures, additive manufacturing, and software-defined 

capabilities allow uncrewed systems to evolve at a pace that 

traditional defense acquisition processes often struggle to match. 

Consequently, the integration of cheap, expendable air and maritime 

systems represents not simply technological advancement but a 

broader doctrinal shift toward distributed lethality, scalable force 

employment, and accelerated operational innovation. 



5454

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

Against this backdrop, the purpose of this research is to evaluate 

the operational, logistical, and doctrinal implications of integrating 

low-cost uncrewed air and maritime systems into SOF operations. 

Specifically, the study examines how FPV drones, small loitering 

munitions, and maritime USVs can enhance operational effectiveness 

within contested, denied, and politically sensitive environments 

while simultaneously reducing logistical burden and increasing 

organizational adaptability. Operationally, the analysis considers how 

these systems support disaggregated ISR, precision strike, electronic 

warfare, deception, and risk-distributed force projection. Logistically, 

it examines how modular design, commercial manufacturing, 

simplified sustainment, and expendability fundamentally alter 

traditional supply chain and maintenance models. Doctrinally, the 

study explores how widespread employment of attritable systems 

challenges long-standing assumptions regarding survivability, 

force structure, mission planning, human-machine teaming, and 

acceptable operational risk.

The scope is intentionally limited to low-cost aerial and maritime 

uncrewed systems because these capabilities have demonstrated 

the greatest operational relevance for SOF missions while providing 

the strongest empirical evidence from contemporary conflict. The 

discussion emphasizes commercially derived and rapidly adaptable 

technologies rather than high-end autonomous weapons systems, 

focusing on capabilities that can be fielded quickly, modified 

Integration of cheap, expendable air and maritime 
systems represents not simply technological advance-
ment but a broader doctrinal shift toward distributed 
lethality, scalable force employment, and accelerated 
operational innovation.
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locally, and employed in sufficient numbers to create operational 

mass. Lessons derived from Ukraine’s employment of FPV drones 

and USVs provide the principal operational context, while the 

Department of Defense’s Replicator initiative illustrates the growing 

institutional emphasis on affordable, attritable autonomous systems 

as an enduring component of future military capability. Collectively, 

this focused examination provides a practical framework for 

understanding how SOF can institutionalize cheap, expendable 

uncrewed systems to maintain operational overmatch, accelerate 

innovation, and sustain mission relevance throughout an era of 

strategic competition.

Background
Strategic Environment Shift
Rise of Near-Peer Competition with China and Russia

The global strategic environment has undergone a marked 

transformation with the resurgence of near-peer competitors, 

particularly China and Russia, challenging the long-standing 

unipolar dominance of the United States. China’s aggressive military 

modernization and assertive actions in the South China Sea, along 

with Russia’s use of hybrid warfare and destabilization campaigns in 

Europe, exemplify a significant escalation in near-peer competition 

challenging U.S. strategic dominance.3 This shift represents more 

than a return to great power politics; it signals the erosion of the 

liberal international order and a move toward a multipolar system 

defined by contested domains, particularly cyber, space, and 

the information environment. The operational convergence of 

conventional, gray zone, and asymmetric strategies employed by 

both nations necessitates a reevaluation of deterrence frameworks, 

alliance structures, and force readiness across the U.S. and NATO. 

This new strategic calculus also blurs the lines between peace and 

conflict, creating persistent competition below the threshold of 
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armed conflict. Understanding and adapting to the reemergence 

of near-peer competition is imperative for defense planners and 

policymakers aiming to maintain strategic stability, preserve 

deterrence, and safeguard democratic norms in an increasingly 

contested international system.

Limitations of Conventional Force Projection in  
Gray-Zone Warfare

The contemporary strategic environment reveals the inadequacy 

of conventional force projection in addressing gray-zone warfare, 

which operates below the threshold of open conflict. Hal Brands, a 

professor of global affairs at the Johns Hopkins School of Advanced 

International Studies (SAIS) and one of the leading scholars in 

strategic studies and great power competition, argues that gray-

zone conflict consists of coercive activities deliberately designed to 

remain below the threshold of conventional interstate war. Rather 

than seeking decisive military confrontation, these campaigns 

employ cyber operations, disinformation, election interference, 

proxy forces, economic coercion, and paramilitary activities to 

achieve strategic objectives while avoiding a conventional military 

response. Brands contends that this ambiguity complicates 

deterrence because traditional military force is often ill-suited 

to counter actions intentionally calibrated to remain below the 

threshold of open conflict.4 

This mismatch reflects a broader challenge in strategic planning: 

Adversaries like China and Russia have optimized their strategies 

to exploit gaps in Western legal frameworks, alliance structures, 

and response protocols. Aircraft carriers or mechanized units offer 

limited deterrent value against disinformation or economic leverage. 

Thus, relying solely on traditional military strength risks strategic 

inertia, allowing adversaries to achieve incremental gains without 

triggering formal conflict. To remain competitive, U.S. and allied 
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defense strategies must integrate tools suited to countering gray-

zone threats, such as cyber resilience, strategic communications, and 

irregular warfare capabilities, alongside conventional deterrence.

Lessons from Ukraine
Impact of Mass-Produced First-Person View Drones, Loitering 
Munitions, and Maritime Uncrewed Surface Vessels

The Ukraine conflict provides decisive insights into the 

disruptive impact of low-cost, mass-produced unmanned systems, 

specifically FPV drones, loitering munitions, and maritime USVs, 

on contemporary tactical and operational warfare. Laviniu Bojor 

and Laurențiu Grigore, researchers at the “Nicolae Bălcescu” Land 

Forces Academy in Sibiu, Romania, whose work focuses on military 

innovation, network-centric warfare, and lessons learned from the 

Russo-Ukrainian War, argue that FPV drones have evolved into 

tactically decisive precision-strike platforms that are fundamentally 

reshaping modern warfare. Their analysis contends that the large-

scale employment of FPV drones in Ukraine demonstrates a 

transition toward decentralized, network-centric operations in which 

inexpensive, attritable systems overwhelm conventional defenses 

through distributed maneuver, rapid decision cycles, and saturation 

rather than technological superiority alone.5 These platforms 

showcase how affordability and scalability can offset technological 

shortcomings. FPV drones enable distributed, adaptive strikes, while 

loitering munitions provide covert precision targeting. Maritime 

USVs project naval power asymmetrically, bypassing traditional 

vessel defenses. Together, they reshape force projection by enabling 

decentralized, layered pressure across multiple domains. To remain 

operationally relevant, defense planners must adjust doctrines to 

integrate these unmanned systems, investing in counter-drone 

measures and doctrinal changes that reflect the proliferation of 

autonomous warfare technologies.
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Democratization of Intelligence, Surveillance, Reconnaissance, 
and Kinetic Strike via Cheap, Decentralized Tools

The war in Ukraine has demonstrated the democratization of ISR 

and kinetic strike capabilities through inexpensive, decentralized 

tools like commercial drones and loitering munitions. Matlack et 

al. highlight how Ukraine’s drone ecosystem, spanning grassroots 

innovation, volunteer builders, and military stakeholders, enabled 

rapid deployment of FPV drones and swarm loitering munitions 

across the front lines, leveraging scale, speed, and agility to 

impactful effect.6 This transformation shows that effective ISR and 

precision strike no longer require centralized, high-cost platforms. 

Instead, battlefield advantage now hinges on modular, networked 

systems fueled by local innovation. Ukraine’s model, distributing 

production among civilian and military actors, has subverted 

conventional power dynamics by enabling decentralized, adaptive 

tactics that can outpace traditional procurement and deployment 

cycles. Defense policymakers must now adapt by embracing 

doctrine and acquisition frameworks that support distributed, 

rapidly fieldable drone systems, prioritizing flexibility and ecosystem 

fostering over centralized capability development.

Current SOF Acquisition Models
High-Cost, Long-Tail Procurement Not Suited for  
Cheap Systems

The ongoing conflict in Ukraine has underscored the 

misalignment between existing SOF acquisition models and the 

demands of modern, decentralized warfare. According to Business 

Insider, Ukraine’s defense sector has revolutionized wartime 

production by embracing rapid prototyping and mass production of 

cheap, attritable systems like drones, demonstrating the battlefield 

effectiveness of agile, decentralized procurement over traditional, 

expensive, long-tail defense acquisitions.7 This model starkly 
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contrasts with Western SOF acquisition strategies, which often 

rely on years-long procurement cycles for costly, bespoke systems. 

Such approaches are ill-suited for the rapid adaptation required in 

dynamic environments dominated by cheap ISR assets and loitering 

munitions. Ukraine’s wartime innovations reveal that speed and 

scale, rather than elite precision, may be decisive in future conflicts. 

To maintain battlefield relevance, SOF acquisition processes must 

be restructured to mirror agile procurement models that prioritize 

affordability, adaptability, and distributed lethality over traditional, 

high-end platforms.

Cultural and Bureaucratic Friction in Adopting  
Expendable Technologies

The Ukraine conflict exposes the deep cultural and bureaucratic 

resistance within Western SOF acquisition systems when attempting 

to adopt expendable, low-cost technologies. According to 

Kunertová, Western militaries struggle to integrate commercial 

drone capabilities and other low-cost autonomous systems due 

to entrenched bureaucratic inertia, risk aversion, and legacy 

acquisition frameworks favoring large, long-lifecycle platforms.8 

This systemic resistance manifests in multi-year procurement cycles, 

heavy compliance requirements, and an organizational bias toward 

multi-million-dollar assets. As a result, SOF units are slowed down 

in adapting battlefield innovations like FPV drones or loitering 

munitions, technologies proven effective in Ukraine. The friction 

Ukraine’s model, distributing production among civilian and 
military actors, has subverted conventional power dynamics 
by enabling decentralized, adaptive tactics that can outpace 
traditional procurement and deployment cycles.
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between innovation on the battlefield and conservatism in the 

acquisition process highlights a concerning mismatch that can erode 

tactical edge. To remain effective in modern conflict, SOF acquisition 

must evolve: streamlining processes, reducing bureaucratic barriers, 

and embracing agile, low-cost systems revealed as critical in 

Ukraine’s rapidly adaptive warfare environment.

Discussion
Operational Value of “Truly Cheap” Systems
Tactical Flexibility and Expendability

Truly cheap unmanned systems, such as low-cost commercial 

drones, enhance tactical flexibility and accept attrition, providing 

forces with resilient, scalable options in dynamic battlefields. 

Oleksandra Molloy, a researcher with the Australian Army 

Research Centre specializing in contemporary land warfare and 

lessons learned from the Russo–Ukrainian War, explains that 

commercially available DJI Mavic drones costing approximately 

US$500 rapidly became indispensable ISR platforms for Ukrainian 

forces. Their affordability, immediate availability, and ability to 

provide real-time battlefield intelligence enabled decentralized 

units to identify targets, accelerate decision cycles, and maintain 

operational effectiveness despite high equipment attrition.9 

These low-cost systems differ fundamentally from legacy 

platforms because they can be risked and lost without strategic 

consequence, enabling “swarm” tactics, experimentation, and 

fast iteration. Units can dynamically deploy them during complex 

operations, while diminished effectiveness due to losses is offset 

by low replacement costs. This expendability empowers tactical 

innovation and endurance under persistent pressure. Adopting such 

expendable systems within force structures requires a doctrinal 

shift: Procurement and operational frameworks must support 

rapid replacement, unit-level autonomy, and velocity, principles 
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proven effective in Ukraine, to meet the demands of future 

contested environments.

Mass and Saturation Versus Precision

Combat in Ukraine has demonstrated that overwhelming 

defenses with mass-produced, low-cost drone swarms can be 

as, or more, effective than relying on few high-precision systems. 

Benjamin Jensen, Director of the Futures Lab at the Center for 

Strategic and International Studies (CSIS) and a recognized scholar 

of future warfare, military strategy, and artificial intelligence in 

conflict, together with Yasir Atalan, a researcher specializing in 

quantitative conflict analysis and military innovation, argue that 

Russia’s large-scale employment of inexpensive Shahed drones 

represents a deliberate strategy of drone saturation designed to 

overwhelm Ukrainian air defenses through volume rather than 

individual platform effectiveness. Their analysis concludes that 

Russia employs low-cost uncrewed aerial systems in persistent 

nightly attacks to exhaust expensive interceptor inventories, 

degrade civilian resilience, and impose cumulative operational 

and economic costs on Ukraine’s defensive architecture.10 This 

approach imposes a war of attrition where each $20–50K drone 

forces the defender to expend far more expensive interceptors. 

The pressure created by saturation attacks stresses defense 

systems and generates psychological damage, showing that 

scale can substitute for sophistication. In contrast, elite precision 

weapons are more limited in number and slower to deploy, 

making saturation tactics strategically disruptive. Armed forces 

must therefore blend mass and precision, fielding doctrinally 

integrated swarms alongside targeted high-end systems, to 

stay resilient against future combined-arms threats like those 

witnessed in Ukraine.
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Psychological and Disinformation Effects

Truly cheap unmanned systems deliver not only physical 

effects but also potent psychological and disinformation leverage, 

amplifying operational value far beyond their cost. U.S. Army 

Training and Doctrine Command highlights that the continual buzz 

and presence of cheap drone swarms in Ukraine, hundreds per night, 

induces anticipatory anxiety and stress, disrupting both military 

and civilian morale.11 These drones act as sonic and visual stressors, 

akin to sonic weapons, that fray resolve and hinder movement. Their 

persistent visibility, amplified by social media and live streaming, 

spreads fear beyond the battlefield, enhancing disinformation 

narratives and reinforcing adversaries’ perceptions of omnipresent 

threat. This psychological saturation amplifies the operational 

impact of systems costing only a few hundred dollars each. 

Commanders and defense planners must thus recognize that cheap 

lethality paired with psychological leverage can deliver strategic 

effects at scale. Incorporating these tools into doctrine requires 

acknowledging the cognitive terrain and legitimizing “cheap” 

systems as indispensable instruments of modern influence warfare.

Rapid Risk-Tolerant Deployment in Denied Environments

The conflict in Ukraine validates the operational value of truly 

cheap unmanned systems through rapid, risk-tolerant deployment 

in denied environments. A Small Wars Journal analysis reports 

Ukrainian volunteers and small workshops produced inexpensive 

FPV drones at scale, quickly fielding frontline systems within days 

to bypass contested zones and exploit enemy vulnerabilities.12 

These low-cost tools permit erratic, courageous deployment 

in high-risk areas where traditional assets cannot operate 

safely. Their affordability means losses are acceptable, enabling 

experimentation, saturation tactics, and decentralized missions. 

This flexibility allows commanders to seize fleeting opportunities 
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and adapt quickly, bypassing adversary control. Western SOF and 

allied forces must overhaul acquisition and deployment strategies, 

empowering distributed units with fast-access, attritable systems 

designed for immediate use in denied spaces, and complex 

operational environments.

Rapid Prototyping and Acquisition Reform

Challenges with Traditional Procurement Timelines

Traditional military procurement timelines significantly hinder 

the rapid fielding of truly cheap systems, limiting operational 

agility in contested environments. A study by CSIS highlights how 

Ukraine streamlined its acquisition process, reducing timelines from 

years to weeks, by integrating commercial tech and decentralizing 

procurement, directly contrasting with protracted traditional 

systems.13 Conventional procurement persists in linear, compliance-

heavy processes tailored to high-value platforms, ill-suited for 

emergent, low-cost tools that require near-immediate deployment. 

This systemic inertia prevents forces from adapting to evolving 

battlefield demands, as seen in Ukraine. In contrast, Ukraine’s model 

shows that agile acquisition, guided by frontline needs rather than 

bureaucracy, accelerates innovation and resilience. To stay relevant 

in future conflicts, Western SOF and military acquisition agencies 

must reform by enabling rapid, modular procurement pathways 

that prioritize responsiveness and operational feedback over 

bureaucratic orthodoxy.

Importance of Leveraging Commercial Hobbyist and  
Startup Ecosystems

Ukraine’s experience highlights the critical importance of 

integrating commercial hobbyist and startup ecosystems to 

enable rapid prototyping and acquisition reform, bridging the 

gap between battlefield need and technological delivery. A recent 
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Massachusetts Institute of Technology innovation ecosystem 

analysis shows how Ukraine harnessed its vibrant commercial and 

academic tech community, including startups, university labs, and 

hobbyist workshops, to develop and scale drone technologies 

from bedrooms and garages into frontline systems, overcoming 

traditional procurement barriers.14 By leveraging decentralized 

innovation, Ukraine bypassed legacy bureaucratic constraints and 

dramatically compressed development cycles from years to weeks. 

COTS components, entrepreneurial agility, and direct military 

feedback fostered iterative design and rapid field deployment. 

This decentralized model not only met urgent battlefield demands 

but also formed a resilient industrial base capable of both scaling 

production and sustaining technological momentum. To meet the 

demands of future contested environments, Western forces must 

formally integrate commercial hobbyist and startup ecosystems into 

acquisition strategies, embracing modular prototyping, distributed 

innovation, and agile feedback loops to match the operational 

tempo of modern warfare.

Logistical Scaling and Sustainment

Benefits of Modularity and Commercial, Off-the-Shelf 
Components

The use of modular COTS drone components in Ukraine has 

significantly enhanced logistical scalability and sustainment by 

Military forces seeking operational agility must 
institutionalize maintenance-centric doctrines alongside 
modular commercial, off-the-shelf design, shifting focus 
from replacement to rapid repair to sustain combat 
effectiveness in high-intensity environments.
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allowing fast production and straightforward maintenance. The 

Georgetown Security Studies Review reports that Ukraine’s drone 

industry scaled from near-zero to over 200,000 units produced 

monthly by standardizing modular designs and COTS parts, enabling 

rapid repairs and simplified supply chains in austere environments.15 

This modularity reduces dependency on bespoke supply chains and 

allows frontline repair teams to replace individual components, like 

motors or flight controllers, without specialized tools. As a result, 

sustainment becomes decentralized, cost-effective, and resilient to 

disruption, ensuring continuous drone availability despite attrition 

and contested logistics conditions. To improve force readiness, 

military planners must integrate modular and COTS-based systems 

into doctrine and procurement, reinforcing a logistics model built on 

adaptability, simplicity, and frontline empowerment.

Maintenance Versus Replacement Mentality

Adopting a maintenance-focused approach to unmanned 

systems, rather than immediate replacement, enhances logistical 

efficiency and system longevity in combat environments. Field 

reports indicate that Ukrainian units, leveraging modular drone 

designs and readily available spare parts, prioritized repairing 

malfunctioning drones at the front rather than replacing them, 

significantly reducing downtime and sustaining operational tempo.16 

This maintenance-first mentality ensures high availability of systems 

under fire, minimizes logistical strain, and conserves resources. 

By repairing rather than discarding, units avoided replenishment 

delays inherent in replacement models. This resilience proved 

especially valuable in contested environments with restricted supply 

lines, allowing frontline operators to keep more systems airborne 

and functional. Military forces seeking operational agility must 

institutionalize maintenance-centric doctrines alongside modular 
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COTS design, shifting focus from replacement to rapid repair to 

sustain combat effectiveness in high-intensity environments.

Distributed Manufacturing: 3D Printing and Microfabrication 
at Forward Sites

Distributed manufacturing, embodied by forward-deployed 

3D printing and microfabrication, offers critical advantages in 

scaling, sustainment, and resilience for military operations. Dass17 

observes that frontline Ukrainian forces have deployed portable 3D 

printers to produce munitions casings (“candy bombs”), tourniquet 

components, and vehicle parts locally, bypassing disrupted supply 

lines and reducing delivery delays in contested zones. This on-

site manufacturing approach drastically shortens the production-

to-use timeline, enabling units to respond swiftly to emergent 

needs without awaiting distant logistics hubs. By turning digital 

designs into tangible parts on the spot, forces gain unprecedented 

operational autonomy. The ability to print replacement parts, 

medical supplies, or urgent ordnance in forward areas transforms 

sustainment from a centralized process into a distributed capability, 

bolstering mission resilience amid adversarial disruption. Military 

logistics doctrine must integrate distributed manufacturing into 

tactical planning, fielding compact 3D printers, maintaining digital 

libraries of critical parts, and training operators in microfabrication, 

to ensure sustainment agility in future high-threat environments.

Doctrinal Shifts

The Need to Rethink Force Structure: Drone Swarms and 
Human-Machine Teams

Emerging combat dynamics demand a fundamental rethinking 

of force structure to integrate drone swarms and human-machine 

teaming as core components of modern operations. Haider and 

Schmidt argue that the absence of a formal doctrinal definition 
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for swarms hinders the effective integration and deployment of 

drone swarms within the U.S. military; they highlight that defining 

swarms is essential to unlocking scalable autonomy and team-

based operations across human and machine elements.18 Without 

a doctrinal foundation, efforts to build human-machine teams 

and drone swarms risk remaining siloed and tactical rather than 

strategic. A standardized doctrine would enable interoperability, 

coherent command and control frameworks, and meaningful 

mission integration, allowing swarms to support dismounted, 

maritime, and air operations seamlessly. This doctrinal clarity 

is vital to evolving force structures that leverage autonomous 

systems without undermining human oversight. Defense planners 

must codify drone swarm and human-machine teaming concepts 

in doctrine and force organization, enabling training, procurement, 

and operational planning to reflect the integrated, augmented 

force illustrated in recent conflicts.

Ethical and Policy Concerns of Autonomy and Expendability

The deployment of autonomous or expendable systems 

introduces ethical and policy concerns that must be urgently 

addressed, particularly regarding human oversight and 

accountability in lethal scenarios. The Center for a New American 

Security highlights emerging principles aimed at preserving 

“human judgment and responsibility” in the use of autonomous 

weapon functions to minimize unintended engagements, especially 

involving noncombatants.19 These principles underscore critical 

ethical tensions such as how to reconcile missions demanding 

rapid, low-cost autonomous platforms with the enduring 

requirement for oversight. Expendability increases risk of misuse, 

unintended escalation, or lowered thresholds for lethal action. 

Without clear norms, autonomous systems, even if inexpensive, 

can automate grave decisions, shifting culpability away from 
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operators and raising accountability gaps. Moreover, eroding 

human control risks damaging public trust and international 

legal standing. Doctrinal frameworks must incorporate ethical 

guardrails, such as meaningful human control, predictable system 

behavior, and transparent engagement rules, to legitimize and 

regulate the use of autonomy in future operations.

Mission Planning Evolution: Small-Unit Intelligence, 
Surveillance, Reconnaissance, Decoy, Electronic Warfare,  
and Kinetic Support

Modern mission planning must evolve to integrate small 

unit capabilities like ISR, decoys, electronic warfare (EW), and 

kinetic strike into cohesive, multifunctional tactical packages. A 

Royal United Services Institute study observes that small drones 

now conduct frontline ISR, decoy operations, EW jamming, and 

immediate precision strikes in Ukraine, practices once reserved 

for separate specialized units, now executed routinely by small 

teams in combined arms fashion.20 This convergence empowers 

frontline squads with organic, multidomain tools, dramatically 

shortening sensor-to-shooter cycles and reducing dependence 

on higher headquarters or specialized assets. Integrating ISR, EW, 

decoys, and strike into a single unit enhances surprise, resilience, 

and selfsufficiency, while complicating enemy defenses through 

multivector attacks that exploit cognitive and physical layers 

simultaneously. Doctrine must adapt to this tactical reality by 

formalizing combined arms planning at the squad and platoon 

levels, training soldiers to network small drones, deploy decoys, 

contest the electromagnetic spectrum, and call precision fires in 

a single, integrated mission flow.
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Recommendations

1. Institutionalize a SOF-Specific Rapid Drone Cell

Focus on Short-Cycle Acquisition and Field Testing

A dedicated SOF-specific rapid drone cell, focused on short-

cycle acquisition and field testing, is critical for maintaining the 

technological edge in fast-evolving operational environments. 

According to National Defense Magazine, USSOCOM is actively 

working with industry to modernize uncrewed aerial systems, 

acknowledging that traditional acquisition takes “a year, two years, 

three years sometimes” to deliver and that drone operators must 

treat UAVs like “rounds or bullets” given high attrition rates in 

conflict zones like Ukraine.21 This reinforces the necessity for a lean, 

empowered team within SOF to prototype, test, and field drones 

rapidly. By bypassing layered bureaucracy and deploying modular, 

expendable systems quickly, such a cell can respond to emergent 

threats with speed and battlefield relevance, unlike slow acquisition 

cycles that lag behind active combat needs. SOF acquisition strategy 

should formally embed a rapid drone cell structure, empowered to 

conduct fast-turn validation, operator feedback loops, and agile 

procurement, ensuring resilience and innovation align directly with 

contemporary operations.

2. Develop Tactical Doctrine for Low-Cost Uncrewed 
Systems Swarming

Operations for Electronic Warfare, Decoy, Intelligence, 
Surveillance, Reconnaissance, and Strike Missions

Doctrine must evolve to operationalize low-cost unmanned 

systems by embedding swarm tactics across EW, decoy, ISR, 

and strike missions at tactical levels. The Modern War Institute 

highlights that drone swarms increasingly incorporate specialized 

nodes, such as relay drones for communications, decoys to saturate 
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defenses, ISR drones for reconnaissance, and attack drones for 

lethal strikes, demonstrating a multi-role, doctrinally consolidated 

swarm architecture.22 By treating swarms as integrated systems 

with distinct functional roles, forces can disrupt enemy defenses, 

gather intelligence, and deliver effects simultaneously. Decoys 

protect valuable assets, ISR nodes build situational awareness, EW 

drones counter enemy jamming, and strike drones apply lethal 

force, all coordinated within a unified swarm doctrine. Without such 

doctrinal integration, deployments risk being ad hoc and inefficient, 

reducing strategic impact. Formalizing swarm doctrine, defining 

roles, command structures, tactics, and training, will enable forces to 

fully exploit low-cost uncrewed systems (UxS) capabilities and scale 

combined effects across contested operational environments.

3. Create a Modular, Exportable Training Pipeline

Accessible Uncrewed Systems Training for Teams Across 
USSOCOM and Joint Partners

A modular, exportable training pipeline for unmanned systems is 

essential to standardize and rapidly deploy UxS capabilities across 

USSOCOM and allied/joint forces. The Colorado Army National 

Guard’s Drone Warfare Cell (DWC) offers a compelling model: Since 

2022, it has trained over 400 service members in small, unmanned 

aircraft systems/counter unmanned aircraft systems operations and 

embedded advisors with deployed units, blending technical training, 

field advising, and hands-on integration in real-world missions.23 

This initiative demonstrates how a mobile, modular training unit 

can bridge capability gaps across diverse forces. By combining 

classroom instruction, on-the-ground advising, and dynamic 

redteaming, the DWC ensures that both SOF and conventional 

units rapidly master drone employment. Its scalable, exportable 

model fosters interoperability, accelerates skill proliferation, and 

institutionalizes UxS tactics and procedures across coalitions. 
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USSOCOM should adopt this model by establishing a rapid drone 

training pipeline—a dedicated mobile cell that delivers modular 

curricula, certifies teams, and embeds with units across the force. 

This would create a ready, unified training framework adaptable to 

evolving UxS requirements and mission sets.

4. Prioritize Interoperability and Digital Twin Integration

For Mission Rehearsal and Scalable Simulations

To enhance mission rehearsal and scalability, interoperability 

and digital twin integration must be prioritized in training pipelines 

for unmanned and manned systems. Aerospace & Defense Review 

highlights that digital twins now enable comprehensive mission 

rehearsal, simulating battlefield conditions, troop movements, 

and system interactions, to optimize tactics and logistics ahead of 

deployment.24 By linking live and virtual environments, interoperable 

digital twins allow units to rehearse complex operations under 

realistic conditions without endangering personnel. This enhances 

preparedness, validates integration between UxS and human teams, 

and ensures systems operate cohesively in joint and coalition 

settings. It also elevates scalability, enabling large-scale, distributed 

simulations critical for digital-age wargames and contingency 

planning. Doctrine should formally integrate digital twins and 

interoperability standards, such as the Multilateral Interoperability 

Programme (MIP) and the Live, Virtual, and Constructive Integrating 

Architecture (LVC-IA), into mission rehearsal and acquisition 

By treating swarms as integrated systems with distinct 
functional roles, forces can disrupt enemy defenses, gather 
intelligence, and deliver effects simultaneously.



7272

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

frameworks, ensuring scalable simulation becomes a cornerstone of 

operational readiness and cross-domain interoperability.

5. Partner with Ukraine, Taiwan, and Commercial 
Innovators

Drive Cross-Theater Lessons Learned and Accelerate Design 
Feedback Loops

To rapidly integrate battlefield innovation and stay ahead of 

evolving threats, strategic partnerships with Ukraine, Taiwan, and 

commercial innovators are essential for accelerating design feedback 

and cross-theater learning. The DoW’s “Industry Partnerships 

for Crises” report highlights Ukraine’s Rapid Capability Group 

and Taiwan’s UNIT25 City innovation park as exemplary models, 

leveraging commercial-tech clusters and cross-border collaboration 

to fast-track prototype development and deployment of unmanned 

systems. These ecosystems enable iterative, frontline-informed 

prototyping cycles, breaking enduring silos between lab and 

theater. By tapping into local startups and academic innovators, and 

sharing lessons across allied theaters, defense agencies can validate 

concepts rapidly, reduce technical risk, and tailor systems to actual 

operational contexts. This accelerates capability delivery far beyond 

conventional acquisition methods. To capitalize on this agility, 

DoW and USSOCOM should formalize structured partnerships 

with Ukrainian and Taiwanese innovation hubs, pairing them with 

commercial venture networks to sustain a fast, iterative “fight-learn-

field” feedback loop across peer-theater contexts. See Table 1.

Conclusion
In sum, the future operating environment demands that SOF 

evolve beyond legacy paradigms and embrace a more agile, 

technology-driven posture. Low-cost, modular, and expendable 
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Recommendation Primary Focus Expected Operational 
Benefit

Strategic 
Priority

Institutionalize a 
SOF-specific rapid 
drone cell

Rapid acquisition, 
prototyping, operator 
feedback, and agile 
procurement

Accelerates capability 
development, reduces 
acquisition timelines, and 
enables rapid adaptation 
to emerging operational 
requirements

High

Develop tactical 
doctrine for low-
cost, uncrewed 
systems swarming

Electronic warfare; 
decoy operations; 
intelligence, surveillance, 
and reconnaissance; 
strike missions, and 
swarm tactics 

Standardizes employment 
of low-cost uncrewed 
systems, increases 
operational effectiveness, 
and enables coordinated 
multi-domain effects

High

Create a modular, 
exportable training 
pipeline

Standardized training, 
certification, mobile 
instructor teams, and 
coalition interoperability

Rapidly expands operator 
proficiency across U.S. 
Special Operations 
Command, the joint force, 
and allied partners while 
improving interoperability

High

Prioritize 
interoperability 
and digital twin 
integration

Digital twins, mission 
rehearsal, live-virtual-
constructive simulation, 
and interoperability 
standards

Improves mission 
planning, rehearsal 
realism, system 
integration, and joint 
operational readiness

Medium-
high

Partner with 
Ukraine, Taiwan, 
and commercial 
innovators

Battlefield innovation, 
commercial technology, 
rapid prototyping, and 
lessons learned

Accelerates technology 
maturation, shortens 
design feedback loops, 
and incorporates 
operational lessons into 
future capabilities 

High

   �Table 1. Summary of Recommendations for Integrating Low-Cost Uncrewed 
Systems into U.S. Special Operations Forces

Source: Author

uncrewed systems are no longer supplemental tools but essential 

components of operational advantage in contested and gray-zone 

conflicts. As recent battlefields demonstrate, the decisive edge will 

belong to the forces able to rapidly iterate, integrate human-machine 

teaming, and adapt under constant pressure. By modernizing 

acquisition pathways, leveraging commercial innovation, and 

institutionalizing experimentation, SOF can maintain relevance 

and resilience in great-power competition. Ultimately, the units 
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that out-learn and out-field their adversaries will define the next 

era of deterrence and conflict, and SOF is uniquely positioned to 

lead that transition.

Low-cost, modular, and expendable uncrewed  
systems are no longer supplemental tools but essential 
components of operational advantage in contested and 
gray-zone conflicts.
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CHAPTER 2: RAPID ALL-DOMAIN FUSION FOR SOF

Future operating environments will demand a level of 
integration, agility, and cross-domain synchronization that few 

organizations are positioned to provide. SOF are increasingly 

involved in complex missions that span physical, cyber, and 

information domains. As strategic competition intensifies and 

operational challenges become more interconnected, SOF must be 

able to coordinate effects across military and civilian organizations 

while maintaining the flexibility to adapt to evolving mission 

requirements.

The papers in this chapter explore the concepts, organizational 
models, and capabilities required for SOF-led integration across 

domains. Contributors examine approaches to joint force structuring 

and resourcing, the decision-making processes needed to enable 

faster and more effective operations, and the challenges of securing 

and maintaining access for cyber activities. Together, these studies 

provide insights into how SOF can enable more cohesive, responsive, 

and strategically effective operations in contested environments.
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Introduction
The joint force is not short on technology. It is short on 

command structures built to turn that technology into operational 

advantage before a crisis outruns the headquarters (HQ) trying to 

manage it. For more than a decade, the Department of War has 

advanced concepts such as joint all-domain command and control 

and multi-domain operations to connect sensors, shooters, and 

decision networks across land, air, maritime, cyber, and space.1 

Rapid advances in AI, commercial space capabilities, and global 

interconnectivity have dramatically expanded the joint force’s ability 

to collect, process, and disseminate information.2 Yet in practice, 

integration still too often depends on ad hoc coordination, liaison 

officers, and capabilities pulled together only after a problem has 

already broken loose.

Despite progress, the joint force continues to struggle with a 

fundamental problem: technology has outpaced organizational 

structure. The ability to connect systems has not translated 

into the ability to command them coherently across domains. 

Integration often depends on ad hoc coordination, typically through 

liaison officers, rather than persistent organizational frameworks 

constructed for cross-domain campaigning.3 Combatant commands 

and service components possess capabilities in cyber, space, 

intelligence, and information operations, but these capabilities 

frequently reside in separate organizational stovepipes, synchronized 

only episodically during exercises or thrown together during 

national crises.

Despite progress, the joint force continues to struggle 
with a fundamental problem: technology has outpaced 
organizational structure. 
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That gap is no longer theoretical. China and Russia are already 

competing through systemic approaches designed to disrupt 

decision-making, fracture cohesion, and narrow U.S. decision space 

before large-scale combat begins.4 The problem is not whether the 

joint force can connect systems. It can. The problem is whether it 

can command across domains fast enough, with enough unity of 

effort, to force adversaries into multiple dilemmas and preserve 

freedom of maneuver. That is not a technology problem. It is a 

command problem.

Special operations forces (SOF) provide the best foundation 

for solving it. Historically, SOF and its predecessors have excelled 

when the mission required integrating intelligence, irregular warfare 

(IW), influence, and maneuver into one scheme of action. From 

OSS and Jedburgh teams to joint special operations command’s 

(JSOC’s) fusion model, the lesson is consistent: advantage comes 

not merely from possessing capabilities but from organizing them 

to act in one operational rhythm. The joint force should build on that 

tradition by institutionalizing modular SOF fusion cells: standing, 

multidisciplinary teams that can bake cross-domain integration into 

campaigns rather than sprinkling it on in crisis. By institutionalizing 

this architecture now, the United States Special Operations 

Command (USSOCOM) can transform ad hoc convergence into 

persistent cross-domain command, delivering a decisive advantage 

before conflict begins.   

The Return of Systemic Warfare
Great power competition is increasingly decided by which 

side can disrupt the other’s system before shots are exchanged at 

scale. Modern adversaries are not seeking advantage only through 

superiority in one domain. They are trying to fracture the links 

between sensing, deciding, communicating, and acting. The goal is 
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not simply to destroy forces in detail. It is to paralyze the adversary’s 

ability to coordinate action, preserve cohesion, and impose will.5

China’s concepts of systems confrontation and systems 

destruction warfare reflect that logic. Chinese military theorists 

emphasize that modern military power depends on interconnected 

systems that link sensors, communications networks, command 

structures, and weapons platforms.6 Rather than engaging U.S. 

forces symmetrically, Chinese doctrine prioritizes identifying and 

disrupting the key nodes that enable these systems to function. The 

objective is not to destroy enemy forces in detail but to paralyze the 

adversary’s ability to coordinate action. This conceptual approach 

is reflected in organizational reform. The establishment of the 

People’s Liberation Army Strategic Support Force consolidated 

cyber, space, electronic warfare, and psychological operations 

(PSYOP) capabilities into a unified command structure designed 

to enable cross-domain operations.7 China has institutionalized the 

amalgamation that the U.S. continues to pursue episodically.

Russia has pursued a related approach by combining cyber 

operations, disinformation, proxy forces, and conventional military 

pressure. Often described as hybrid warfare, this model endeavors 

to achieve strategic objectives without triggering large-scale 

conflict.8 Operations in Crimea and eastern Ukraine demonstrated 

how coordinated information operations and irregular forces could 

produce decisive strategic effects before conventional military 

responses could be mobilized.9 Russian doctrine treats information 

warfare not as a supporting function but as a primary line of effort, 

synchronized with military operations from the outset.

 In both cases, the objective is the same: create multiple 

dilemmas, compress the adversary’s decision space, and shape the 

fight before conventional combat fully develops. These approaches 

illustrate a fundamental shift in warfare where the advantage is no 
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longer derived from dominance within a single domain but from 

the ability to coordinate and synchronize effects across multiple 

domains simultaneously. The side that integrates faster, fusing 

intelligence, cyber, space, information warfare, and maneuver into 

campaigns and real-world operations, gains a decisive decision 

advantage over an adversary still coordinating through known 

comfortable processes of the last war.

The U.S. has recognized the need for all-domain integration 

through concepts such as Joint All-Domain Command and Control 

and Multidomain Operations. However, these efforts often assume 

the existence of organizational structures capable of integrating 

capabilities at operational speed. In practice, such structures remain 

insufficiently developed, as capability planners are confined by frigid 

staff structures and processes, the tyranny of distance, and read-

ons, and coordination visibility gaps. The joint force has world-class 

capabilities across all domains but lacks an organizational design 

and command architecture to bake those capabilities into campaigns 

and crisis action planning to make them operationally relevant. Our 

strategic competitors have built the organizational structures to fight 

systemically; the U.S. must do the same.

Historical Foundations of SOF Convergence
Synchronizing multiple domains is not a new concept. Long 

before modern terminology emerged, SOF were already conducting 

The joint force has world-class capabilities across all 
domains but lacks an organizational design and command 
architecture to bake those capabilities into campaigns and 
crisis action planning to make them operationally relevant.
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integrated campaigns that combined intelligence, IW, and influence 

operations into unified efforts.

During the Second World War, the Office of Strategic Services 

(OSS) developed a model of warfare that fused intelligence 

collection, sabotage, and PSYOP into unified campaigns supporting 

Allied objectives.10 OSS teams coordinated resistance movements, 

conducted sabotage operations, and directed airpower against 

enemy logistics networks, demonstrating the operational value of 

integrating a wide range of capabilities under a single organizational 

framework. The OSS did not exclusively collect intelligence or 

conduct raids; it synchronized multiple forms of power to achieve 

strategic effects.

The Jedburgh program represents one of the most effective 

examples of this approach. Small three-man teams, comprising an 

American, a British officer, and a French national, were inserted 

into occupied Europe to coordinate resistance networks, enabling 

sabotage operations, intelligence collection, and support to 

conventional forces.11 These teams served as operational bridges, 

linking indigenous forces with Allied command structures 

and increased the effects of conventional operations through 

integrated IW.

Jedburgh teams operated with minimal guidance, exercising 

mission command in non-permissive environments where 

communication with higher HQ was intermittent at best. Their 

Under General Stanley McChrystal, joint special operations 
command collapsed these barriers by embedding intelligence 
analysts, signals intelligence specialists, and operational 
planners within a single unified command structure.
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success depended not on technological overmatch but on 

organizational design: small, integrated teams empowered to 

synchronize multiple capabilities toward common objectives.12 

The success of OSS and Jedburgh operations demonstrated a 

core principle that is still relevant today: small, integrated teams 

capable of coordinating multiple forms of power can generate 

disproportionate operational impact. This principle, integration 

through organizational architecture rather than technological 

connectivity alone, forms the foundation for modern SOF 

fusion concepts.

The Joint Special Operations Command  
Fusion Model

Modern SOF operations have reaffirmed this principle. During 

counterterrorism campaigns in Iraq and Afghanistan, JSOC 

developed an operational model that fused intelligence and 

operations into a continuous loop, demonstrating that organizational 

architecture creates operational speed. Early operations revealed 

that traditional intelligence processes were too slow to support 

dynamic targeting against networked adversaries. Intelligence 

collection, analysis, and operational planning were conducted in 

separate organizational structures, creating delays that allowed 

adversary networks to regenerate and resynchronize.13 The problem 

was not a lack of information but an inability to translate it into 

action at the required speed.

Under General Stanley McChrystal, JSOC collapsed these 

barriers by embedding intelligence analysts, signals intelligence 

specialists, and operational planners within a single unified 

command structure.14 Rather than passing information through 

lumbersome staff processes, JSOC created a shared operational 

environment wherein intelligence and operations personnel worked 
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side by side, permitting continuous refinement of operational 

understanding and action.

This action enabled the development of the “find, fix, finish, 

exploit, analyze, and disseminate” cycle. Captured materials and 

communications data were analyzed in near real time, supporting 

rapid identification of follow-on targets. Each operation generated 

intelligence that fed into the next, creating a self-sustaining cycle 

that dramatically boosted operational tempo.15 JSOC was able to 

dismantle complex networks not just through superior firepower but 

through superior synchronization.

JSOC’s advantage was not some hidden technical edge. It 

was the decision to reorganize around the problem. By collapsing 

intelligence and operations into one battle rhythm, JSOC reduced 

delay, accelerated learning, and turned each action into the start 

point for the next one rather than the end of a discrete event. 

The lesson is not that technology is irrelevant. The lesson is that 

technology without the right command structure produces only 

episodic coordination. JSOC moved faster because it fused people, 

authorities, and workflows around the fight. That lesson applies 

directly to all-domain fusion today.

Why SOF Is the Natural Integrator
SOF is the logical force to lead this effort because integration 

is already how it fights. SOF missions routinely operate at the 

seams between intelligence, partner forces, influence, cyber, and 

maneuver. Unlike formations optimized primarily for mass in a single 

domain, SOF has long depended on combining diverse capabilities 

in ambiguous environments where access is limited, authorities 

are constrained, and decisions must be made at speed. For SOF, 

integration is not an added requirement. It is how small formations 

generate outsized operational effects.16
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SOF also brings something the broader joint force often 

struggles to maintain: persistent relationships. Its global networks 

with allies, partners, and interagency organizations create access, 

awareness, and options that can be turned into operational 

advantage before crisis turns into conflict. These relationships 

matter because cross-domain fusion is not just a technical exercise. 

It is a command-and-trust problem that depends on people who 

already know how to work across organizational, geographical, and 

political boundaries.17

Just as important, SOF 

culture already aligns with 

the demands of this fight. 

It values mission command, 

adaptability, decentralization, 

and operating with 

incomplete information. 

Those traits matter in a contest where planners must shorten friendly 

decision cycles while forcing the adversary into multiple dilemmas. 

This cultural orientation aligns directly with the demands of rapid all-

domain fusion, where decision cycles must compress, and authority 

must be distributed.18 Strategic competition with China and Russia 

unfolds largely below the threshold of open war, in the same 

contested space where SOF has long operated. That makes SOF 

more than merely capable of leading all-domain fusion. It places SOF 

in the part of the battlefield where fusion matters most.19 

SOF Fusion Concepts for All-Domain 
Campaigning

If the joint force wants real all-domain fusion, it cannot wait 

until a crisis to assemble it. Ad hoc coordination is not a warfighting 

architecture. The force needs standing organizations that can 

identify opportunities, secure access, and synchronize cross-

For SOF, integration is not an 
added requirement. It is how 
small formations generate 
outsized operational effects.
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domain effects before events outrun HQ trying to manage them. 

The first requirement is a theater-level organization that can 

operate continuously during competition, not just during crisis. 

Their job is to connect SOF planning with cyber, space, intelligence, 

and information warfare capabilities already present in theater 

and beyond it. The second requirement is that it needs a smaller 

forward element that can carry that integration into contested 

spaces alongside maneuver forces and partners.  They give forward 

commanders a way to request cyber effects, pull space-enabled 

awareness into tactical decisions, and synchronize information 

activities in near real time. One without the other is incomplete.  

A theater hub without an expeditionary edge becomes another HQ 

node. A forward team without a theater backbone becomes isolated 

and reactive. Together, they give commanders a way to preserve 

continuity from campaign design to action at the point of contact. 

Concept A: Theater SOF Fusion Cells

These are persistent organizations embedded within theater 

special operations commands that coordinate cross-domain 

effects during competition and crisis. Theater fusion cells serve as 

integration hubs connecting SOF operational planning with cyber, 

space, intelligence, and information warfare capabilities resident 

within the theater. They maintain continuous situational awareness 

across domains, identify opportunities for cross-domain effects, and 

coordinate with national-level agencies to access capabilities beyond 

theater resources. Furthermore, they provide the doctrinal and 

technical basis for synchronizing non-lethal and non-kinetic effects, 

assuring these capabilities contribute directly to operational control 

within the theater commander’s campaign design.20

Theater fusion cells operate during steady-state competition, 

not exclusively during crisis or conflict. This posture enables the 

development of cross-domain campaign plans, the cultivation 
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of relationships with cyber, space, and information warfare 

organizations, and the refinement of integration operations  

before they are tested under pressure.

Concept B: Deployable Expeditionary Fusion Cells

These are smaller, forward-deployed teams integrating 

cyber, space, and information capabilities alongside SOF 

maneuver elements. 

Expeditionary fusion cells deploy with SOF task forces 

conducting operations in contested or denied environments, 

providing organic cross-domain integration at the tactical forefront. 

Expeditionary fusion cells translate theater-level coordination into 

tactical action. They enable SOF elements to request and integrate 

cyber effects, leverage space-based intelligence, and synchronize 

information operations in near real time. By embedding fusion 

capability within deploying forces, the architecture ensures that 

cross-domain integration extends to SOF teams.

Together, these concepts create a layered architecture 

meant to close the seam between them. Theater fusion cells 

provide operational-level integration and connectivity to national 

capabilities, while expeditionary fusion cells deliver tactical-level 

fusion alongside maneuver forces. This layered approach nests 

integration and synchronization, which are not confined to HQ but 

Expeditionary fusion cells deploy with SOF task 
forces conducting operations in contested or denied 
environments, providing organic cross-domain integration 
at the tactical forefront. 
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extend throughout the operational environment to tactical units, and 

preserve decision space.

Modular SOF Fusion Cell Architecture
Every fusion cell should include a small group of people who 

can see the fight from different angles but work from the same 

operational problem. The SOF operational planner keeps the cell tied 

to maneuver, campaign objectives, and the commander’s purpose. 

This role matters because cross-domain effects that are not linked to 

scheme of maneuver quickly become noise.

The cyber effects planner gives the cell a way to move 

beyond awareness and into options. This role helps identify where 

cyber access can expose, protect, disrupt, deceive, or prepare 

the environment without losing sight of approval timelines and 

escalation concerns. The cyber planner maintains connectivity with 

U.S. Cyber Command and theater cyber organizations.

The space integration officer prevents the cell from fighting 

blind. This role connects space-based capabilities, including 

intelligence, surveillance, reconnaissance, deep communication, and 

maintains awareness when adversaries try to fracture the network. 

Space support in this construct is not a specialty add-on. It is part 

of keeping the force inside the adversary’s decision cycle. The 

space officer coordinates with U.S. Space Command, theater space 

organizations, and commercial space providers.

The data and AI exploitation lead turns data volume into data 

clarity. Modern commands are drowning in reporting, feeds, and 

indicators. This role manages data integration and applies AI 

plus machine-learning tools to accelerate decision dominance. 

This function addresses the growing volume of data available to 
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operational commanders and assures that information is translated 

into actionable intelligence.

The information warfare planner is what keeps the cell from 

reducing fusion to a cyber-space drill. This role synchronizes 

influence activities, deception, military information support 

operations, narrative competition, and perception management with 

physical and digital actions. The inclusion of an information warfare 

planner reflects the growing importance of the cognitive dimension 

in modern conflict.21 The information warfare officer coordinates with 

the service component command J-39s and regionally aligned  

U.S. Army Theater Information Advantage Detachments.

The inclusion of information warfare professionals transforms 

the traditional SOF-cyber-space triad into a four-domain integration 

model that incorporates cognitive effects along with physical 

and digital operations. The Army’s preparations to establish the 

Information Warfare branch underscore the need to professionalize 

operations in the cognitive domain.22 Information advantage must 

be baked in, not sprinkled on top after maneuver has already begun. 

That is why this function belongs in the core, not on the periphery. 

Embedding this functionality within fusion cells assures that a pure 

focus on gaining the information advantage and obtaining decision 

dominance are integrated from the outset rather than addressed as 

an afterthought.

 Fusion cells function as connective tissue between SOF 

maneuver elements and national-level capabilities. They provide 

the ability to frame the fight as one problem, not four separate 

staff conversations. That is what allows the command to converge 

effects, exploit vulnerabilities, and force adversaries into multiple 

dilemmas rather than reacting one stovepipe at a time. They do 

not replace existing organizations but provide the persistent 
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architecture needed to coordinate capabilities currently residing in 

separate stovepipes.

Risks, Friction, and Escalation Management
Any architecture built to move faster across domains also creates 

risk if it is not disciplined. Cyber and space actions can generate 

effects well beyond the local fight, especially when reconnaissance, 

preparation, disruption, and attack are hard for an adversary 

to distinguish in real time. The danger is not merely technical 

misunderstanding. It is strategic misread. A tactical action taken 

for access or signaling can be interpreted as the opening move of 

escalation.23

That does not argue against fusion cells. It argues for building 

them correctly. Clear authorities, embedded legal review, and 

standing coordination with national-level organizations must be 

part of the design from the start. Fusion cells must operate within 

command authorities, with appropriate oversight for operations 

carrying escalation risk. 

Legal advisors embedded within fusion cells deliver real-

time guidance on the legal ramifications of proposed operations, 

assuring compliance with domestic and international law. Training 

is just as important as structure. Fusion personnel should rehearse 

ambiguous situations in which the same action could be read as 

intelligence preparation, signaling, interference, or attack. If they do 

Legal advisors embedded within fusion cells deliver real-
time guidance on the legal ramifications of proposed 
operations, assuring compliance with domestic and 
international law. 
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not understand that gray zone, they will eventually create tactical 

gain at strategic cost. The point is not to slow the architecture down 

until it becomes another staff process. The point is to make speed 

disciplined enough to preserve freedom of maneuver rather than 

collapse it through miscalculation. 

Institutional friction will be harder than technology. Persistent 

fusion cells cut across existing equities, approval chains, and 

command relationships. Some organizations will see them as 

duplication, others as encroachment. That resistance should 

be expected. The answer is not another concept brief. It is 

demonstrated value: shorter decision cycles, better synchronized 

options, and visible operational payoff in competition and crisis.

Operational Illustration: Western Pacific Crisis
To illustrate how the proposed architecture functions under 

pressure, consider a crisis scenario in the Western Pacific.

Intelligence indicators indicate Chinese amphibious forces are 

mobilizing in coastal areas opposite Taiwan. Satellite imagery reveals 

increased naval activity, while cyber intelligence detects probing 

of regional communications networks. The situation is ambiguous. 

None of that alone proves invasion. But taken together, it creates a 

problem commanders cannot afford to read too slowly. The danger 

is not only surprise. It is miscalculation under ambiguity.

A theater SOF fusion cell embedded within Special Operations 

Command Pacific pull satellite imagery, signals intelligence, cyber 

indicators, and partner reporting into one picture, then use data 

tools to compare the activity against historical baselines. The point is 

not simply to collect more information. It is to determine what kind 

of problem the command is actually facing early enough to act with 

discipline instead of reacting with panic. 
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If the assessment shows a coercive demonstration rather than 

imminent invasion, that distinction matters operationally. It means 

the right answer is not immediate kinetic action. It is a synchronized 

response that exposes hostile intent, protects allied networks, 

reinforces partner confidence, and changes Beijing’s calculus 

before the situation hardens into conflict. That is where fusion 

earns its keep.  

Rather than recommending kinetic options that might 

accelerate escalation, the fusion cell develops an integrated 

response combining multiple domains. The information warfare 

planner coordinates with interagency partners to expose Chinese 

disinformation narratives, undermining Beijing’s information 

campaign. The cyber planner coordinates defensive measures 

to protect allied communications networks while positioning 

capabilities for potential offensive operations if authorized. The 

space integration officer provides continuous surveillance coverage 

and coordinates with commercial providers to supplement 

military assets.

Simultaneously, an expeditionary fusion cell deployed with a 

SOF element in the Philippines coordinates with partner forces, 

positioning capabilities to demonstrate allied resolve while avoiding 

provocative actions. The cell integrates partner intelligence, 

coordinates information operations messaging, and maintains 

connectivity with the theater fusion cell.

The point in such a crisis is not to win a dramatic exchange. 

It is to get inside Beijing’s decision-making cycle early enough to 

prevent the situation from hardening into a military confrontation. 

The decision advantage created by fusion cells is not a single 

capability but the ability to turn information into coordinated action 

across several domains before the adversary can lock in its preferred 

narrative or tempo. That gives commanders a better chance to frame 
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problems correctly, expose hostile activity, impose doubt, preserve 

allied freedom of maneuver, and de-escalate from a position of 

strength rather than from delay.

Conclusion
Better networks alone will not solve this problem. The joint 

force already has no shortage of platforms, sensors, and technical 

means. What it still lacks is a standing command structure that can 

turn those capabilities into unified campaign effects across domains 

before a crisis outruns the staff processes built to manage it. 

Adversaries have recognized that modern war is fought by attacking 

systems, decision cycles, and cohesion, not merely by trading 

firepower. The U.S. must organize accordingly. 

SOF’s history points to a practical answer. From the OSS and 

Jedburghs to JSOC, the lesson is consistent: small, integrated 

teams that combine intelligence, influence, and maneuver can 

create disproportionate operational advantage when they are 

organized to act in one rhythm. That legacy should not remain 

a historical reference point. It should be institutionalized for the 

modern fight. Modular SOF fusion cells provide a practical way 

to do that by connecting theater-level integration with forward 

expeditionary execution. 

The debate is no longer whether all-domain fusion is necessary. 

Adversaries have already answered that question through their 

If the assessment shows a coercive demonstration 
rather than imminent invasion, that distinction matters 
operationally. It means the right answer is not immediate 
kinetic action.
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behavior. The real question is whether the joint force will build the 

structure to command across domains before conflict exposes the 

cost of not doing so. The issue is not simply connecting systems. It 

is forcing adversaries into multiple dilemmas, preserving freedom of 

maneuver, and commanding the fight as one campaign. Fusion cells 

offer a credible path to do that.  
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Inroduction
Special operations forces (SOF) are, by design, competitive 

organisms. Competition is imbued in selection courses, culture, and 

character. It is embodied in SOF combat skills competitions that 

celebrate individual tactical excellence. It is reflected in U.S. Special 

Operations Command’s (USSOCOM’s) acquisition process that 

competes technologies to find the best of breed. Even the Global 

Force Management (GFM) process is, at its core, a competition for 

resources mediated through analytical justification. 

Yet for all the competitive heritage, little is done to complete 

integrated effective unit capability: the real capability of complete 

units for a specific effect. Certification, verification, and validation 

(CV2) of capability against a unit’s intended missions is practiced, 

but there is no competition across units to determine who is doing 

a certain mission the best, how they are doing it, and how others 

might do it better. This approach hides the functional methods the 

best units use against their hardest problems and squanders the 

competitive culture that should be driving targeted innovation. 

Special operations have failed to incentivize its greatest strength.

Compare this to the emerging incentive structures in the Russo–

Ukrainian War. Ukraine’s Army of Drones program rewards verified 

unit and equipment kills with points that units can exchange for 

new equipment.1 It has been so successful for Ukraine’s strategic 

objectives that Ukraine expects this program to deliver about 

6–10 percent of all drone systems by the end of 2026.2 Russia 

is now putting forward its own version of this program which 

rewards similar actions with individual bonuses and leave.3 Both 

nations have found that direct, performance-based incentives are 

a powerful engine for effective tactical innovation and accelerating 

battlefield learning.
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To outpace rivals, USSOCOM needs its own competitive 

framework that complements the current resourcing model while 

incentivizing and accelerating lethality-effective adaptation. 

Such a system must deliberately link discretionary resources 

to demonstrated excellence, not as an end in itself, but as the 

engine to speed institutional learning. By using $10M, less than 

0.1 percent of USSOCOM’s annual Operations and Maintenance 

(O&M) budget, to reward units that demonstrate superiority within 

a certain skill, USSOCOM can identify, codify, and disseminate 

best practices while incentivizing its top-performing units to push 

the boundaries even further.4 USSOCOM must expand its existing 

competitive merit-based culture into illuminating comparably-

superior unit capabilities that will accelerate collective SOF 

dominance on the modern battlefield.

USSOCOM’s Current Competitive Environment

Acquisition: Competing for Technology

USSOCOM is the only combatant command with both 

operational command and acquisition authority vested in a single 

commander under Title 10 U.S.C. §167.5 This arrangement allows 

USSOCOM to plan, resource, and acquire SOF-peculiar equipment 

within a single organization, with all acquisition support functions 

collocated at headquarters.6 The result is a tight operator–acquirer 

feedback loop that is comparably significantly faster than the 

acquisition systems of the larger services. 

These efforts can also be rapidly focused at producing results 

in critical areas of modern special operations warfare: countering 

unmanned systems,7 contested logistics and autonomous resupply,8 

autonomy and AI,9 and maritime intelligence, surveillance, and 

reconnaissance.10 As USSOCOM’s acquisition executive, Melissa 

Johnson, stated at SOF Week 2025: “We don’t buy platforms; we 
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solve problems. The operator is the requirement. If it takes longer 

than 24 months from idea to fielding, we’re doing it wrong.”11

An experimental micro tactical ground robot during a testing event in 2025.  
(Photo by Army Staff Sgt. Jake SeaWolf)

While the successes of USSOCOM’s acquisition system should 

be celebrated, so too must the shortcomings be acknowledged. 

A product delivered is not the same as an operational capability 

achieved. Even the best written requirements will evolve into only 

a limited number of concept prototypes that will be evaluated in a 

constrained environment and ultimately lead to a single winner. Even 

with constant operator feedback, the acquisition process remains 

siloed until a single winning system is delivered. While operators 

can provide feedback on that single system post-fielding, there is 

no backend competition. No mechanism exists to competitively 

measure that system’s real-world effectiveness against alternatives 

at the warfighter-tech nexus. The acquisition feedback loop used by 
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USSOCOM, for all its celebrated speed, is incomplete: it closes the 

gap between requirement and procurement but leaves open the gap 

between procurement and operational excellence.

Individual Skills: Competing for Recognition

The U.S. special operations community runs or participates in 

a growing roster of combat skills competitions that test individual 

and small-team tactical excellence across the force. The U.S. 

Army Special Operations Command (USASOC) International 

Sniper Competition, now in its 16th year, draws three-person 

teams from every active and reserve Special Forces Group, the 

75th Ranger Regiment, Naval Special Warfare, U.S. Marine Forces 

Special Operations Command (MARSOC), and allied SOF units. 

Designed by the instructors of the Special Forces Sniper Course at 

Fort Bragg, the 23-stage, five-day event is built explicitly around 

Troops during the tactical lane portion of the U.S. Army Best Drone Warfighter 
Competition in February 2026. (Photo by Army Sgt. Aaron Troutman)
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combat tasks to replicate the stress and complexity of real-world 

ground operations.12 

The USASOC Best Combat Diver Competition, hosted at the 

Special Forces Underwater Operations School in Key West, is 

another example. In 2024, 12 two-person teams from Special Forces 

Groups, MARSOC, and Naval Special Warfare completed 10 events 

over three days—academic exams, physical fitness, subsurface 

navigation, helocasts, and over-the-beach operations.13

USSOCOM is also integrating into larger service competitions. 

SOF members participated in the Army’s inaugural Best Drone 

Warfighter Competition in February 2026, which drew over 200 

competitors for first-person view (FPV) races, tactical squad lanes, 

and innovation showcases.14

These competitions produce real value: cultural reinforcement, 

esprit de corps, individual career development, and a visible 

standard of tactical excellence. But they produce no cascading 

institutional effects. The winners received no increase in operational 

or training resources, units received no change in equipment 

allocations, and the SOF components incurred no mandate to 

proliferate what made their teams better or worse. The individual or 

team gets recognized, but the SOF institution learns little.

Unit Resourcing: Competing Through Justification

SOF units compete for resources through two primary 

mechanisms. The GFM and Program Objective Memorandum (POM) 

allocate units and resources through processes that are genuinely 

competitive, but neither competes on the basis of demonstrated 

unit superiority. GFM allocates forces within and across theaters in 

response to strategic demand signals. It can move quickly if needed 

but is generally a multiyear forecasted system. Importantly, the 
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competition within GFM is over who needs a capability and what 

units can provide it, not who can deliver it best. 

POM operates much more slowly than GFM. POM builds 

component budgets years in advance through exhaustive analytical 

justification, locking in resource decisions long before the units 

receiving those resources have had a chance to demonstrate what 

they can do with them. Both processes are analytically rigorous 

and bureaucratically fierce. However, neither is designed to ask and 

evidentially support: Among units with comparable mission profiles, 

which one is employing its resources most effectively, and should 

that inform how the next dollar is allocated?

Two teams preparing for similar mission sets receive comparable 

weapons and equipment allocations regardless of whether one 

is demonstrably superior during workup. The closest existing 

mechanism to comparative assessment is the CV2 process, 

which evaluates units against their intended mission sets before 

deployment. But CV2 is a pass/fail gate, not a comparative 

instrument. It measures whether a unit meets a standard, not 

whether it exceeds its peers. It produces no ranking, triggers no 

resource reallocation, and generates no institutional requirement 

to identify or proliferate what the highest-performing units are 

doing differently. A unit that barely clears the bar receives the same 

resources as one that shatters it.

This egalitarian approach has institutional logic. It maintains 

force-wide readiness across diverse scenarios and prevents inter-unit 

competition that could be more destructive. But it does not produce 

an inherently evolving ecosystem, nor does it reinforce evolution 

when it does occur. 

None of this is an indictment of the systems USSOCOM has built. 

The acquisition model fields technology faster than any comparable 

defense organization. The skills competitions reinforce the warrior 
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culture. GFM and POM allocate forces and funding through rigorous, 

proven processes that keep SOF responsive to global demand. 

These systems do what they were designed to do. However, none 

of them were designed to answer a specific question: Among units 

performing comparable missions, who is doing it best, and how does 

USSOCOM ensure the rest of the force learns from them? That is the 

gap. And other nations, under the pressure of real war, are already 

attempting to fill it. 

The New Incentive Models

Ukraine: Equip the Unit

Ukraine’s Army of Drones: Bonus system (also known as ePoints) 

is the first national-scale implementation of gamified, performance-

based military resourcing in an active conflict. Launched by the 

Ministry of Digital Transformation in August 2024, the program 

rewards military units with points for verified destruction or damage 

of enemy targets using drones.15 Units submit strike footage, 

Brave1 Marketplace (“Amazon for drones”), where units exchange their points for 
equipment. Source: https://brave1.gov.ua/en 

https://brave1.gov.ua/en
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undergo verification, and accumulate points that they can spend 

on real equipment, including FPV drones, bombers, reconnaissance 

unmanned aerial vehicles (UAVs), and electronic warfare systems. 

Ukraine’s Minister of Digital Transformation Mykhailo Fedorov has 

called it simply “the mathematics of war.”16

The results have been transformational. In 2025, units operating 

within the ePoints system recorded 819,737 video-confirmed strikes, 

including 240,000 Russian personnel killed or critically wounded, 

29,000 heavy vehicles destroyed, 62,000 light vehicles struck, 

and 32,000 enemy drones shot down.17 December 2025 alone saw 

106,859 confirmed strikes, a 31 percent increase over November, 

acceleration within an already accelerating system.18 This increase 

in strikes and effectiveness is at least partially due to the system’s 

feedback loop. Units that produce more verified results receive 

more equipment, which enables more strikes, which generates more 

points. For truly exceptional units, the effects are extreme. In 2025, 

the 414th Brigade—“Birds of Magyar”—logged 18,297 confirmed hits 

on Russian personnel, 124 on tanks, 319 on armored vehicles, 257 

on artillery systems, and 4,058 on drones.19 And this is not isolated. 

Other elite units (SBU Alpha, Lazarus Group, Achilles, NEMESIS) 

bear similar tallies.20 The magnitude of this impact is only possible 

because successful units have been given the tools needed to scale 

their successes.

But the system does not merely reward unit performance; it 

provides a mechanism to incentivize immediate adaptation from 

the force based on strategic objectives. When the Ukrainian General 

Staff wants deeper strikes to disrupt Russian logistics, it adjusts 

point coefficients to reward longer-range engagements. When goals 

shift to degrading Russian drone capabilities, points are adjusted to 

favor targeting Russian drone operators and production capabilities. 

Used in this way, Ukraine’s incentive structure is a tool for rapidly 
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translating strategy into tactical behavior without additional 

guidance or interpretation through echelons.

From an acquisitions perspective, there are also other benefits. 

Ukraine produced an estimated 4–5 million drones in 2025 and has 

set a target of 7 million for 2026.21 The ePoints system is the demand 

signal that shapes which drones get built, which units receive them, 

and what those units prioritize when they fly. It provides recurrent 

feedback on what technology is operationally working, what is 

needed, and where.

Ukraine is in an existential conflict where survival demands rapid 

optimization to dynamic conditions. The incentive systems Ukraine 

built emerged out of wartime necessity. The United States, though 

engaged in combat operations, does not face the same extreme 

conditions or consequences. However, to ignore the lessons of the 

Russo–Ukraine War would be a great mistake. Whether conflict 

grows or emerges to demand it, incentive systems must be both 

mature and reactive enough to generate rapid adaptation when it is 

needed most.

Russia: Pay the Soldier and Centralize Excellence

Russia’s response to the same battlefield pressure has taken 

a different but equally instructive form. Where Ukraine rewards 

units with equipment, Russia rewards individual operators 

with cash—25,000 rubles (approximately $330) per confirmed 

FPV strike on enemy personnel.22 The incentive targets the 

individual, not the formation. 

But Russia’s more consequential approach is institutional, 

not financial. In August 2024, Defense Minister Andrei Belousov 

ordered the creation of the Rubikon Center for Advanced 

Unmanned Technologies, a hybrid organization that combines 

drone development, operator training, tactical testing, and frontline 
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combat into a single integrated unit with an embedded feedback 

loop.23 By spring 2025, Rubikon had seven detachments of 130–150 

personnel each; by November, the organization had grown to 

approximately 5,000.24 

Russia also formally established an entire Unmanned Systems 

Forces (USF) branch, with Rubikon as its premier unit and an initial 

strength of approximately 87,000 personnel, with plans to reach 

over 200,000 by 2030.25 Russia is not taking Ukraine’s approach to 

allowing excellence to emerge organically; they are consolidating 

their most competent and elite operators into a unit that they hope 

Russian Defense Minister Andrei Belousov during a presentation by the Rubikon 
Center for Advanced Unmanned Technologies. (Photo credit: mil.ru)
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will be far more exceptional. That unit is dual mandated with 

training and operations and well-resourced to support those tasks.

The Economics of Competition

What Tournament Theory Tells Us
Whether Russia or Ukraine has the superior model is 

unclear, and neither would integrate cleanly into the structure 

of USSOCOM. Yet there are attributes USSOCOM should not 

ignore. Tournament theory, a concept pioneered by economists 

Edward Lazear and Sherwin Rosen in 1981, provides the theoretical 

framework for understanding why these kinds of incentive systems 

work.26 The core finding is straightforward: Competitive incentive 

structures based on relative performance increase effort, and the 

larger the spread between winning and losing prizes, the greater 

the effort participants invest. Empirical research across corporate, 

athletic, and sales environments has consistently validated 

this prediction.27 It is also why the incentive in any USSOCOM 

competitive resourcing model must be meaningful; a trophy or 

unit citation will not change behavior; discretionary procurement 

funding and priority access to emerging platforms will. Tournament 

theory tells us that half-measures produce half-efforts. 

But the same literature identifies the failure modes that must 

be designed against. The most critical is knowledge-sharing 

suppression: participants in tournament structures are incentivized 

to view others as competitors, discouraging cooperation and 

A competitive resourcing model that does not structurally 
mandate diffusion will fracture the force it is meant to 
strengthen.
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encouraging information hoarding.28 Ukraine’s ePoints system does 

contain elements of this, but the problem is neither extreme nor 

catastrophic. Units that develop effective tactics may have rational 

incentives to withhold them from peers competing for the same 

limited resources, but they have a far greater incentive to defeat 

Russia, so knowledge is spread. It is, however, important to highlight 

that in any military context, unchecked knowledge suppression is 

not merely inefficient; it is operationally dangerous. A competitive 

resourcing model that does not structurally mandate diffusion will 

fracture the force it is meant to strengthen. 

The second risk is superstar discouragement: competing against 

dominant performers actually reduces effort by other participants, 

a “why bother” effect where the perceived unassailability of top 

competitors causes others to disengage rather than strive.29 This 

is what might be expected to be exemplified with Russia’s model, 

where a single elite unit is being given the greatest accolades, 

resources, and responsibility, but again here, it is not so clear cut. 

But Rubikon’s effect on the broader Russian USF suggests the 

superstar problem is not inevitable. Because Rubikon’s mandate 

includes training other formations, its dominance elevates rather 

than discourages.

The key takeaway is performance-based resourcing works, but a 

system that incorporates it must be deliberately designed to prevent 

the negative pathologies that competitive structures can produce.

A Framework for Meritocratic Resourcing
USSOCOM needs its own framework—not Ukrainian, not 

Russian, and not a replacement for existing USSOCOM resourcing 

architecture. It needs a complementary resourcing system that 

spurs innovation, efficiency, effectiveness, and lethality. Such a 
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system must also encourage knowledge diffusion and be culturally 

aligned with the dominant characteristics of the special operations 

community. Properly built and with minimal funding, such a system 

could be one of its most powerful organizational investments and 

serve as an adaptation accelerant for readiness and relevancy on the 

evolving battlefield. Below is a proposed framework. Built on four 

pillars—High Incentive, Anti-Siloing, Anti-Stagnation, and Cultural 

Affinity—the objective is to establish a framework for meritocracy 

resourcing that could be quickly developed and executed.

Pillar One: High Incentive

The reward must be meaningful enough to change unit behavior. 

Tournament theory is unambiguous on this point: The larger the 

spread between winning and losing outcomes, the greater the 

effort participants invest. A trophy, a unit citation, or a mention at a 

SOF Week ceremony will not alter how a team trains, experiments, 

or prioritizes capability development. Discretionary procurement 

funding will. A notional figure of $1 million in additional procurement 

for a competitively verified top-performing O-5 command in a 

particular strategic area would likely be more than sufficient to 

acquire meaningful additional capability without distorting the 

overall component budget.

Pillar Two: Anti-Siloing Through Mandatory Diffusion

The diffusion mechanism for winning units must be explicit. 

There must not just be a thorough dissemination of tactics, 

techniques, and procedures but interactive interoperability 

opportunities for other SOF units in the same mission space. The 

reward is conditional on raising the floor, not just extending the 

ceiling. The principle is proven: When the Navy established TOPGUN 

in 1969 and required every graduate to return to fleet squadrons 

as an instructor, kill ratios against North Vietnamese MiGs climbed 
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from 2.5:1 to 13:1 within 

three years, not because 

the Navy produced better 

individual pilots, but because 

it built a system that turned 

individual excellence into 

institutional capability.30 

Pillar Three: Anti-Stagnation Through Recurring 
Assessment

Competitive assessments must recur on defined cycles. Annual 

or biannual cycles keep the system dynamic, and the mandatory 

diffusion requirements of Pillar Two serve to ensure that other units 

have the knowledge base to compete effectively in subsequent 

cycles. Scenarios and conditions should change between cycles 

to prevent units from optimizing for a predictable event rather 

than for the operational problem the assessment is meant to 

represent. Assessment criteria must be composite and public—

spanning TTPs, technology, and demonstrated mission impact—

and evaluated by external joint assessment teams in a common 

competition environment.

Pillar Four: Cultural Affinity

SOF culture is built on competition: selection, qualification, 

advancement. The ethos of all SOF in the U.S. military is rooted 

in the belief that demonstrated performance determines merit. A 

meritocratic resourcing system extends that value into a domain 

where it has been conspicuously absent. Asking SOF units to 

compete for capability development resources aligns with the 

foundational belief that the best should lead, and everyone should 

strive to be the best. The only thing novel about this proposal is that 

The ethos of all SOF in the U.S. 
military is rooted in the belief 
that demonstrated performance 
determines merit.
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it attaches resources to the outcome and requires the winners to 

disseminate the basis of their advantage.

Application: SOF Deep Strike Against A2/AD Targets

Consider the problem of land-based deep strike against critical 

anti-access/area denial (A2/AD) targets. Virtually all SOF elements 

share the mission of infiltrating denied or contested environments to 

locate, target, and destroy the air defense nodes, radar installations, 

command-and-control facilities, and missile systems that prevent 

joint force access to a theater. Every component is developing some 

version of this capability. But we are institutionally blind to who is 

doing it best.

Under current models, each component develops its 

approach to this problem independently. SITREPs may highlight 

the development of innovative tactics, but a SITREP is not a 

mechanism to disseminate training, tactics, or procedures (TTP) 

or to compare effectiveness. Some approaches will be superior to 

others. Under the current system, there are few direct incentives to 

push beyond the baseline or to adopt practices from other units, if 

they are known at all.

Under the proposed framework, USSOCOM would designate 

land-based deep strike against A2/AD targets as a competitive 

capability area and develop a lane or exercise to compete units. 

The assessment is conducted by an external joint evaluation team. 

Finally, the top-performing unit is selected objectively, with their 

O-5 command receiving discretionary procurement funding (here 

recommended as $1 million), priority access to emerging USSOCOM 

platforms, and the institutional recognition that its approach 

represents the current standard of excellence. In return, that unit 

hosts training detachment rotations from other components and 

publishes its TTPs. 
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In the next assessment cycle, every unit in the competition has 

had access to the previous winner’s methods, incorporated what 

works, and improved the rest. The playing field is re-leveled, and the 

competitive cycle recurs. The entire force has elevated its collective 

capability against the A2/AD problem while the competitive 

pressure continues to push the ceiling higher. USSOCOM, for the first 

time, possesses verified, comparative data on which approaches to 

this critical mission actually work. That data informs not only training 

and resource allocation but also acquisition priorities, exercise 

design, and operational planning.

The cost of this system is marginal. The institutional learning it 

produces is not.

Risks and Necessary Safeguards
Any proposal that links resources to competitive outcomes must 

be honest about what can go wrong. The risks are real, documented, 

and predictable—which means they can be designed against.

The most insidious risk is that units begin training to win the 

competition rather than training to win the fight. If the assessment 

becomes a predictable event with known criteria, units will optimize 

for the evaluated exercise rather than for the operational problem 

the exercise is meant to represent. The mitigation is assessment 

design: Criteria must be composite rather than single-metric, 

scenarios must change between cycles to prevent rehearsal, and 

evaluators must retain the discretion to weigh innovation and 

adaptability alongside measurable performance. The assessment 

must feel like a mission, not a test.

The objection most likely to be raised is that competitive 

resourcing will demoralize units and create destructive friction 

between component commands. But SOF culture already absorbs 



122122

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

competitive outcomes at scale without such severe outcomes. 

Those elements of negativity that do develop are likely to be small 

in population and impact, especially compared to the positive effect 

such a system promises. Ultimately, any major incentive system must 

be mandated at the USSOCOM level with sufficient endorsement to 

survive any potential component-level friction. The results must be 

framed as enterprise learning opportunities rather than command 

report cards.

Another concern is that over time, any competitive system risks 

becoming a compliance exercise that generates paperwork rather 

than innovation. The assessment cycle could become routine. The 

diffusion requirement could be seen as a checked box rather than 

genuine knowledge transfer. The best safeguard is simplicity: keep 

the assessment operationally focused, keep the reward meaningful 

enough that units genuinely want it, keep the diffusion requirement 

tied to real interactions and meaningful documentation.

Last, competitive resourcing cannot compromise mission-

essential allocations. Some lower-priority sourcings will go unfunded 

to resource this system; that is an intentional trade. But at such a low 

price point, it would not come from core capabilities that units need 

for assigned missions. The $10 million competitive pool represents 

less than 0.1 percent of the USSOCOM annual operations and 

maintenance budget. Kept at this scale, the constraint is a condition 

of programmatic effectiveness and political will, not fiscal capacity.

If the assessment becomes a predictable event with known 
criteria, units will optimize for the evaluated exercise rather 
than for the operational problem the exercise is meant  
to represent.
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None of these risks are novel. All of them are manageable. 

The greater risk is continuing to resource SOF units without any 

mechanism to identify, reward, or proliferate what the best of them 

are doing differently.

Compete for the Future Force
The U.S. special operations enterprise is the most capable 

irregular and special warfare force in the world. It possesses a deep 

cultural affinity for competition, an organizational architecture that 

embodies meritocratic principles at the individual level, and an 

acquisition system that fields technology faster than any comparable 

defense organization. What it lacks is a mechanism to answer the 

question that matters most for the fights ahead: Among the units 

performing our hardest missions, who is doing it best, and how does 

the rest of the force learn from them?

The framework proposed here is not a radical reimagining of 

the USSOCOM resourcing architecture. It is a competitive overlay 

targeted at defined capability areas; its simple, affordable, and 

aligned with everything SOF already believes about the relationship 

between competition and excellence. The only thing it adds is 

consequences for the outcome and a requirement to share what 

winning looks like. That is not a cultural departure for special 

operations. It is a cultural completion.
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A New Approach to Risk That 
Supports Rapid Decision-Making
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“There are risks and costs to action. But they are far less than the 
long-range risks of comfortable inaction.”

—John F. Kennedy

Introduction
Rapid advancements of new technologies like AI, unmanned 

systems, and expeditionary advanced manufacturing have 

accelerated the rate of change on the battlefield, making deliberate 

military decisioning too slow. As such, military leaders, focused on 

maintaining information dominance, are championing the use of 

advanced data tools to extend decision space. The preponderance of 

efforts for this initiative has been sourcing, securing, and displaying 

military related data, most often taking the form of a common 

operational picture (COP). While having access to near real-time 

battlefield data is important, the most critical element to achieving 

decision advantage is a global understanding of risks. Specifically, 

decision makers must have the ability to weigh current investment 

risks against potential opportunities for return. 

Even though the current joint force risk framework provides 

guidance on identifying, managing, and reducing risks, a revised 

risk methodology that reflects a business approach where decision 

makers focus on utilizing risks to maximize opportunities is 

necessary. Within commercial environments, understanding current 

positioning in the market and related next steps are critical to 

generating profits. Similarly, military leaders need to be able to look 

beyond mere reduction of bad outcomes to “see” the organization 

unfiltered in the operating environment. 

Although this ambitious effort is applicable to the joint force, 

U.S. Special Operations Command (USSOCOM) should take on 

this initiative. This is because the special operations forces (SOF) 

enterprise is uniquely positioned to lead in this space given its 

distinct authorities, funding, talent, and influence. Not only is SOF 
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leadership proactively seeking novel technological solutions, but the 

enterprise already has an established data modernization program, a 

decision support tool in development, as well as access to necessary 

development platforms. 

To accomplish this, USSOCOM should consider implementing 

two key strategies. First, and most critically, it should establish a 

modernized risk methodology aimed at supporting rapid decision-

making. Utilizing industry best practices, this new risk framework 

should address concepts such as inherited (current) risks and 

controls, global composite risk estimates, and risk–benefit analysis. 

Additionally, USSOCOM should update existing risk definitions, 

categories, and subcategories aligned to strategic values. By 

adopting a modernized approach to risk, the SOF enterprise 

maximizes opportunities for strategic gains and mitigates potential 

vulnerabilities. Second, the enterprise should develop a continuous 

risk assessment tool known as the common risk picture. Beyond just 

an improved COP, the common risk picture will be an AI-assisted 

risk assessment tool used in conjunction with existing visualization 

applications. This new software solution should be integrated with 

existing intelligence, planning, and reporting systems, distilling 

nominal data into risk assessments that support rapid decisioning. 

A successful common risk picture delivers near real-time risk 

information in echelon that enhances situational awareness and 

decision-making speed.

While having access to near real-time battlefield data is 
important, the most critical element to achieving decision 
advantage is a global understanding of risks.
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A Modernized Risk Framework
The joint force’s current risk manual, entitled the Joint Risk 

Analysis Methodology (JRAM), provides a rigorous framework 

for assessing risk in planning and operations.1 The document uses 

well-established practices to predict risks associated with uncertain 

futures. Though this approach is effective for deliberate planning, 

it reduces risk to something that must be managed, reduced, or 

avoided altogether. This can lead to risk avoidance, indecision, and 

precautionary leadership, limiting leaders’ ability to make effective 

decisions. Moreover, current assessment frameworks produce 

static estimates of specific operations, typically on an annual basis, 

and can lag months behind current events resulting in outdated 

snapshots that do not reflect the dynamic nature of the operating 

environment.2 However, future battlefields demand accurate and 

near real-time risk analysis. 

Even though the JRAM should 

still be used as a foundation, 

quickly distilling data into 

actionable risk insights requires 

a new methodology. 

Capture Knowable Unknowns. A modern risk framework should 

provide specific guidance on measuring the impact of knowable 

information that is unreported. Knowable but missing data is 

critical to understanding planning risks. Not only does unknown 

information drive uncertainty in risk estimates, it also should be 

considered a planning assumption and likely a commander’s critical 

information requirement (CCIR). Knowable but unreported data 

should drive intelligence gathering priorities because any gap in 

friendly or adversary awareness is a friendly force information 

requirement (FFIR) or priority intelligence requirement (PIR), 

respectively. Operationally, friendly force actions act as investments 

Future battlefields demand 
accurate and near real-
time risk analysis.
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and adversarial impacts are threats. Likewise, friendly vulnerabilities 

and adversary strengths further offset their respective impacts and 

can be estimated using the diplomatic, informational, military, and 

economic framework.3 Although this effort will require significant 

workflow changes, to maintain oversight in a future where AI 

dominates decision cycles, measuring unknowns will not be a luxury, 

but a requirement.

Consider Positive and Negative Risks. The 2026 National 

Defense Strategy Line of Effort #4 directs the Department of 

War (DoW) to supercharge the defense industrial base.4 Thus, 

organizations like the Economic Defense Unit are rapidly increasing 

capital investments in defense-related projects.5 Furthermore, 

multinational corporations continue to invest in emerging markets 

for critical minerals and energy that require regional stability and 

security. This creates a dynamic where the joint force is essentially 

functioning as a global risk management organization for the U.S. 

Government’s economic interests. The current risk methodology 

defines risk as the probability and consequence of an event 

causing harm to something of value, conventionally represented 

by the following mathematical relationship: Risk = Probability x 

Consequence. Figure 1 contains a graph depicting this relationship.

This traditional relationship, however, predicates only negative 

futures. Risk encompasses more than just bad outcomes. To 

maximize opportunities for impact, the new risk methodology should 

include measures for both positive and negative outcomes. Looking 

to industry, the International Organization for Standardization 

To maintain oversight in a future where AI dominates 
decision cycles, measuring unknowns will not be a luxury  
but a requirement.
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(ISO) Risk Vocabulary Manual, ISO 31073, defines risk as “the effect 

of uncertainty on objectives, specifically, the deviation from the 

expected which can be positive, negative, or both.”6 Moreover, 

industry typically expresses risk in terms of sources, potential events, 

consequences, and likelihood of occurrence. To help visualize this 

relationship, Dr. James Kallman and Mr. John Bugalla developed the 

“Value Map” concept, which graphically depicts both positive and 

negative outcomes of risk on a single continuum.7 Based on the 

Value Map concept and existing JRAM framework, the USSOCOM 

definition of future risk should be the probability of a future event 

occurring, along with the acceptability for both negative and 

positive military outcomes. Graphically, this approach maintains 

the existing measures of outcome probability while expanding the 
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   �Figure 1. Joint risk analysis methodology. Source: Chairman of the Joint Chiefs 
of Staff manual 3105.01B, Joint Risk Analysis Methodology (Joint Chiefs of Staff, 
December 22, 2023)
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consequence component to include both positive and negative 

outcomes, with measures ranging from Ideal to Catastrophic. 

This allows for the differentiation between opportunities (positive 

outcomes) and threats (negative outcomes). The new mathematical 

relationship for forecasting risk is the difference between projected 

positive and negative outcomes is Risk Forecast = [Probability x 

Positive Outcome] – [Probability x Negative Outcome]. This formula 

is represented graphically in Figure 2. 

Understand Current and Future Risks. A common complaint 

from senior military leaders is the inability to “see” the current state 

of our forces accurately. This is because a precise understanding of 

forces aligned against global investments is crucial for actionable 

decision support. To know where to go next, one must first know 

where they are currently. Yet the JRAM methodology only focuses 

on possible future events. Forecasting future events alone is not 

adequate to assist in decision-making, as it mainly highlights 

actions to avoid and does not offer a complete picture of current 

investments. Like assessing negative and positive outcomes, a new 

risk framework should also expand the temporal dimensionality 

of risk to include future and current states. Moreover, identifying 

risks to current operations supports the development of indicators 

related to progress, thereby adding rigor to evaluations. Additionally, 

it supports the estimation of information certainty, acknowledging 

unknown information.

Risk encompasses more than just bad outcomes. 
To maximize opportunities for impact, the new risk 
methodology should include measures for both positive  
and negative outcomes.
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This mirrors the business world’s approach to risk, where 

decision makers focus on leveraging current drivers of risk 

to capitalize on future opportunities.8 Business leaders seek 

information that compares current investments against possible 

future returns to maximize the potential for gain. In strategic terms, 

they gauge how far away their organization is from achieving its 

stated mission, enabling the determination of future objectives 

Very Unlikely Very LikelyUnlikely Likely

   Figure 2. Risk forecast. Source: Author
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based on an understanding of their current ability to leverage 

the market. Conceptually, current risk is similar to what industry 

calls inherited risk. In a military context, the status of the current 

operating environment is analogous to inherited risk without any 

controls. Any friendly investments in the operating environment 

act as risk controls. However, to measure how far away we are from 

optimized outcomes as part of the national security apparatus, 

the organization must clearly define mission goals that emphasize 

measures of progress. This allows for a comparative analysis of 

current impacts on both friendly and adversary forces, revealing an 

estimate of the net effect on the operating environment. Although 

this method does not link direct causation of action to changes in 

the operating environment, an estimated correlation can provide 

increased decision clarity in a chaotic environment. 

USSOCOM should also strive to measure current investments 

in the operating environment relative to the impacts from friendly 

and adversary forces over time. Combining these techniques, 

commanders can compare threats against investments in real-

time to make effective decisions. To estimate the level of current 

investment, we must convert the scale of probability of a future 

event occurring to the certainty of current information. In practice, 

USSOCOM should adopt existing ordinal measures of future risk 

to include current risk, ranging from certain to uncertain, with the 

y-axis scale representing both positive and negative outcomes 

from ideal to catastrophic. Mathematically, this relationship is like 

the risk forecast above, but with an additional term to account 

for the state of the operating environment. The graph depicted 

in Figure 3 visualizes the following formula: Current Risk = 

[Information Certainty x Friendly Force Impact] - [Information 

Certainty x Adversary Force Impact] – [Information Certainty x 

Operating Environment].
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Realign the Risk Categories. The JRAM organizes risks into two 

types: strategic military risk and military risk, which has its own 

unique categories called Risk to Mission and Risk to Force. These 

categories each have their own subcategories of operational, future, 

force management, and institutional risks, each identified by related 

time horizons.9 Although categorizing risks into groups is essential 

Uncertain CertainModerately 
Uncertain

Moderately 
Certain

   Figure 3. Current risk. Source: Author
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in identifying driving factors that facilitate a global risk rating, 

the JRAM categories are misaligned for continual enterprise risk 

assessment. Moreover, linking time horizons to risk subcategories 

prevent a composite measure of global risk. 

Incorporating concepts from industry frameworks can 

enhance the joint force risk methodology. For instance, most 

corporate banking industry risk programs encompass categories 

aligned directly to the value they bring to their customers/

shareholders, such as credit, operational, market, liquidity, 

strategic, compliance, and reputational risks. By combining risk 

measures from these categories, bank executives obtain an overall 

global risk rating that informs rapid decision-making in response 

to daily market adjustments. USSOCOM could utilize a similar 

approach by developing risk categories directly aligned with 

strategic military values. 

Retired Col. Arthur Lykke’s ubiquitous “legs” of military strategy 

(ends, ways, and means) can be used to assess military strategic 

risk values.10 The underlying basis for Lykke’s approach is that all 

three legs must be present for a complete military strategy. When 

applying this to an enterprise risk methodology, three topline 

categories emerge with individual subcategories and measures 

arranged in such a way that their combined values represent a 

global risk picture.

a. Ends = Mission Risk. Lykke defines ends as “objectives toward 

which one strives” or more simply, “military objectives.”11 Ends are 

military value propositions such as global security, power projection, 

or regional stability which is ultimately related to achieving an end 

state or a continuous steady state. In business terms, ends would 

represent the product produced, service provided, or return on 

investment (ROI). Although the JRAM’s “Risk to Mission” category 

is related to the ends concept, it does not completely align. 
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Conversely, the concept of Mission Risk more precisely reflects the 

difference between the estimated current state of military objectives 

and the desired future outcome. 

Though ROI is relatively straightforward to measure 

quantitatively in the business world, estimates of something related 

to ROI for military objectives are mostly qualitative judgements. As 

an alternative, USSOCOM could attempt to measure any incomplete 

portion of a planned military objective as a key tactical problem 

and a Mission Risk. If those objectives have indicators of progress, 

assessors could use a standards-based assessment to develop 

something representing quantitative measures.12 In a standards-

based assessment, end states are arranged into conditional bins, 

covering numerous progress states ranging from goal condition 

to the worst possible state. This allows evaluators to estimate the 

difference between the current state of the operating environment 

and the desired outcome. 

Critically, this approach requires the planners to clearly define 

desired outcomes with measures of progress. As such, if the 

parameters of an objective are not measurable, either directly or 

through progress states, it should be redefined. Using the typical 

operations assessment focuses, the suggested subcategories for 

Mission Risk at all echelons are Performance (planned actions vs. 

completed actions) and Effectiveness (actions taken vs. desired 

outcomes). USSOCOM could also create additional subcategories 

for Mission Risk specifically based on its Title 10 Authorities and 

Responsibilities.13 

b. Ways = Operational Risk. Lykke describes ways as 

“courses of action” or “methods of applying military force.”14 

The concept of ways requires an organization to understand 

how they plan to execute, while identifying potential barriers or 

gaps that could prevent them from succeeding. This is similar 
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to corporate banking “Operational Risk” programs where key 

information about the organization’s ability to act on their goals is 

carefully and continuously reported. Like the business world, fully 

understanding how readiness compares against the capabilities of 

an adversarial force in an operating environment provides clarity 

in military decision-making. However, corporate Operational Risk 

programs also consider policy, regulatory, and reputational risks. 

Likewise, we should include measures related to government and 

civilian oversight. 

USSOCOM should introduce the concept of Operational Risk as 

a new standalone risk category to measure enterprise alignment to 

the mission. Conveniently, elements of the doctrine, organization, 

training, materiel, leadership/education, personnel, facilities, 

and policy (DOTMLPF-P) framework can be used as a basis for 

Operational Risk subcategories.15 Measures for these subcategories 

include doctrine (the portion of plan aligned with existing doctrine), 

organization (portion of enterprise aligned to the mission), training 

(the portion of formation assigned to the mission who are trained 

and proficient), leadership/education (portion of formation 

with required professional development completed), and policy 

(objectives aligned with policy vs. total objectives planned). Apart 

from the DOTMLPF-P framework, additional subcategories include 

command and control (time of issued order vs. time of response), 

plans (plans required vs. plans complete), intelligence (objectives 

based on assumptions vs. objectives planned), readiness (available 

forces vs. required forces), and, if applicable, burden sharing/

interoperability (partner objectives vs. required objectives). 

Fully understanding how readiness compares against 
the capabilities of an adversarial force in an operating 
environment provides clarity in military decision-making.



142142

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

c. Means = Resource Risk. Lastly, Lykke defines means as 

“military resources (manpower, materiel, money, forces, logistics, 

etc.) required to accomplish the mission.”16 Resource Risk should 

replace the JRAM’s “Risk to Force,” expanding the scope to enable 

the enterprise to account for consumption of resources during 

operations. Like Operational Risk, elements from the DOTMLPF-P 

framework can be used as Resource Risk subcategories, most 

importantly, personnel. Suggested subcategories include materiel 

(amount of equipment, systems, and supplies on hand vs. amount 

required), personnel (manpower currently aligned to mission vs. 

manpower required), and facilities (fully operational facilities vs. 

required facilities). Additionally, and critical to rapid decision-

making, USSOCOM should also include subcategories for time, as a 

finite resource directly connected to decision space (execution time 

vs. suspense), and funding (budgeted vs. required). 

The subcategories and related measures for the Mission 

Risk, Operational Risk, and Resource Risk categories should be 

customizable by command echelon and type. While there will 

be several standardized subcategories common to all levels of 

command, each organization must include unique risk subcategories 

specific to their mission. For example, due to vastly different 

missions, component command risks will vary from combatant 

command risks greatly. Likewise, since authorities and objectives 

are hierarchical, risk measures from a subordinate command should 

be included by the next higher command. This approach allows 

values of the above subcategories to be linked directly to CCIRs. 

Specifically, significant changes to the risk estimate of friendly 

forces will be a FFIR. Likewise, any change in adversarial force 

capability is a PIR. Since a commander should be aware of any delay 

in critical risk information, reporting latency or information that is 

past relevancy presents additional uncertainty and warrants a CCIR 

on its own. For all subcategories of risk, reporting latency (time of 
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event vs. time to report) increases information uncertainty of each 

measure. The updated categories are represented in the Global 

Enterprise risk graph featured in Figure 4.

Assess at the Speed of War
The rapid advancement of technology is creating a problem 

for military decision-making. The development of novel drone 

technology in Ukraine is estimated to be a mere six weeks from 

inception to obsolescence, much faster than traditional planning 

and assessment cycles.17 Our traditional decision-making processes 

are inadequate for this pace of change. To maintain decision 

dominance, leaders are demanding more capable COP.18 Despite 

continued investments from the DoW in initiatives like Next 

Generation Command and Control and Combined Joint All-Domain 

Command and Control, the most advanced COP tools will merely 

serve to validate disposition of forces.19 Although a modern COP 

tool can provide near real-time representation of the operational 

   �Figure 4. Global enterprise risk. Estimated subcategory status ratings are 
represented in blue. Outstanding objectives are represented in red and are risk 
drivers. Global enterprise risk is a weighted average of all subcategory risk drivers. 

   Source: Author
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environment, without analysis the sheer amount of raw data 

displayed often overwhelms leaders, ultimately failing to drive 

decisions (see Fig. 5). Despite massive increases in information 

flow, leaders still require timely operational assessments to make 

informed decisions, but current assessment approaches result in risk 

assessments that are outdated upon publication and therefore do 

not reflect true dynamics of the modern battlefield.20

To close this gap and achieve decision dominance, USSOCOM 

should develop a continuous AI-assisted risk assessment tool known 

as the common risk picture. The common risk picture should be 

developed with the new risk management framework and fully 

integrated with existing COP tools. The collective joint force and 

interagency already possesses sensors, reporting data, and AI 

support tools to create a functioning common risk picture. Example 

data sources include mission planning documents, intelligence 

updates, unit readiness products, budget information, logistics 

materials, legal reviews, etc. 

   �Figure 5. Example of common operational picture information overload. 
   �Source: Qlik Community, accessed March 26, 2026, https://community.qlik.com/

t5/Visualization-and-Usability/Qlik-Sense-Map-is-Currently-Showing-Limited-
Data-Set/td-p/1134461

https://community.qlik.com/t5/Visualization-and-Usability/Qlik-Sense-Map-is-Currently-Showing-Limite
https://community.qlik.com/t5/Visualization-and-Usability/Qlik-Sense-Map-is-Currently-Showing-Limite
https://community.qlik.com/t5/Visualization-and-Usability/Qlik-Sense-Map-is-Currently-Showing-Limite
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The common risk picture would aggregate this data into a 

global risk management network, creating a customizable tool that 

allows each command echelon to view risk estimates. Combining 

this information with automated planning software tools can enable 

full integration of risk assessments across the hierarchy of military 

plans. Risk measures at each level would aggregate up to the next 

higher command, creating a comprehensive view of risk across the 

SOF enterprise and beyond. An AI-powered retrieval augmented 

generation trained on the vast catalogue of military history, lessons 

learned, and operations summaries could rapidly analyze data to 

highlight potential risks and advise mitigation strategies. 

Critically, the common risk picture must display a measure of 

reporting latency, as a stand-alone risk metric and critical metric of 

information uncertainty. Moreover, the tool should link information 

latency directly to CCIRs, treating any delay in critical information 

as a risk driver. Although reporting from the battlefield will never be 

“real-time,” the enterprise should strive to reduce lag time as much 

as possible. The common risk picture highlights the relationship 

between time and information uncertainty, or how much time is 

decision space available versus how much valid information is on 

hand. This results in a composite global risk projection, as seen in 

Figure 6, based on the following risk–benefit ratio formula: Risk 

Benefit Ratio = Projected Benefit / Projected Risk, ratio > 1 indicates 

positive outcome. This method compares historic effects, current 

risks, and possible future opportunities across time, and is viewable 

at tactical, operational, or strategic levels.

The common risk picture would aggregate this data 
into a global risk management network, creating a 
customizable tool that allows each command echelon 
to view risk estimates.
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Next Steps: Establishing a new risk framework and common  

risk picture requires significant effort but is essential for maintaining 

decision dominance in the modern battlefield. USSOCOM  

should consider undertaking the following initiatives to advance  

this concept:

a. Standardize Risk Training. Develop a comprehensive risk 

training program across the enterprise to establish a common risk 

language and understanding. 

b. Integrate Risk-Specific Workflows. Implement risk-related 

workflows where members of the formation act as individual 

risk sensors, contributing observations into a common interface 

connected to the common risk picture tool.

c. Prioritize Acquisition of Sensors. SOF Acquisitions, Technology, 

& Logistics should focus on acquiring a global array of sensors that 

relay risk-related information to the common risk picture.

d. Commission Research. The Joint Special Operations University 

should prioritize additional research into “black swan events,” 

   Figure 6. Common risk picture, composite global risk projection. 
   Source: Author
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or extremely rare but high-impact events that could lead to 

strategic surprises.

e. Expand Research Collaboration. USSOCOM should make this 

approach to risk available across the joint force enterprise and the 

broader interagency community. Applying advanced computational 

mathematics, dimensional analysis, and simulations to this approach 

may be useful in expanding global risk awareness.21 

By undertaking these initiatives, USSOCOM will be better 

positioned to maintain decision dominance, adapt to an evolving 

operational landscape, and achieve strategic advantages on the 

modern battlefield.

Conclusion
To enhance and maintain decision dominance on the modern 

battlefield, USSOCOM should develop and implement a novel risk 

framework and an AI-assisted common risk picture. This allows 

the SOF enterprise to leverage near real-time risk assessments to 

capitalize on opportunities rather than just focusing on negative 

outcome mitigation. The adoption of a dynamic risk framework, 

informed by best practices from the corporate sector, enables SOF 

leaders to “see” the organization as it is positioned against our 

adversaries across the operating environment and quickly adapt to 

the evolving global landscape. This approach enhances the speed 

and accuracy of decision-making, ensuring that USSOCOM remains 

ahead in the global observe, orient, decide, and act loop, securing a 

strategic advantage now and in the future.
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Introduction
As cyber defenses become more capable and more widely 

applied across military and civilian networks, remote access to 

adversary systems may become harder to achieve, slower to exploit, 

or less reliable in contested environments. At the same time, the 

physical infrastructure that enables those systems remains present 

within the operational environment (OE). Special operations forces 

(SOF) already operate in denied areas where such infrastructure 

may be found, yet current doctrine does not clearly explain how 

SOF access and placement can enable cyberspace initial access, 

exploitation, and follow-on effects. Treating that relationship as 

a deliberate planning and force design consideration would give 

SOF leaders, planners, and supported commanders additional 

options for intelligence collection, battlespace understanding, and 

follow-on effects.

Modern military operations depend on cyberspace systems that 

support command and control, intelligence, logistics, and decision-

making. Those systems are enabled by physical infrastructure in 

the OE, including communications nodes, servers, storage devices, 

and the facilities that house them. In denied areas, SOF may already 

operate near or directly against that infrastructure as part of 

broader missions. Publicly available U.S. Army examples indicate 

that expeditionary cyber-related capability is already being pushed 

closer to supported tactical formations.1 

The gap addressed here is narrower. Current doctrine and 

planning do not clearly frame cyber-relevant infrastructure 

encountered at or near the objective as a possible pathway to 

cyberspace initial access. As a result, commanders and planners 

may recognize the physical significance of an objective without fully 

respecting its potential value for intelligence collection, exploitation, 

or follow-on cyber effects.
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Cyber-relevant infrastructure encountered in denied terrain may 

provide a pathway to cyberspace access, but that opportunity may 

be missed if it is not recognized and acted on in time. The central 

argument here is that SOF access and placement in denied terrain 

may create conditions for cyberspace initial access when cyber-

relevant infrastructure is physically present at or near the objective. 

This does not imply that SOF should conduct technical cyber 

exploitation itself. Rather, physical access to digital infrastructure 

can create opportunities for specialized cyberspace operators that 

would otherwise remain difficult or impossible to achieve through 

remote means alone. The proposed solution is to improve mission 

analysis, pilot modular expeditionary cyberspace operations 

elements for SOF missions, develop a practical decision framework 

for cyber-relevant infrastructure encountered during operations, and 

refine doctrine through exercises and experimentation.

Doctrine
 Joint Publication (JP) 3-12, Cyberspace Operations, explains 

how the joint force employs cyberspace capabilities to achieve 

objectives in or through cyberspace.2 JP 3-05, Special Operations, 

explains how SOF provide commanders with discrete, precise, and 

scalable options through access, placement, and action in denied, 

hostile, or politically sensitive environments.3 Within that framework, 

SOF access and placement allows small teams to infiltrate denied 

areas, establish local control at or near an objective, and create 

Cyber-relevant infrastructure encountered in denied 
terrain may provide a pathway to cyberspace access, but 
that opportunity may be missed if it is not recognized and 
acted on in time.
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conditions for follow-on actions by other joint capabilities. Missions 

such as special reconnaissance and direct action may therefore 

involve locating, observing, securing, exploiting, recovering, or 

acting against targets, infrastructure, and information of operational 

significance. JP 5-0, Joint Planning, provides the keystone doctrine 

for how commanders translate strategic guidance into joint plans by 

understanding the OE, defining problems, identifying opportunities 

and risk, and developing operational approaches.4

What doctrine does not clearly do, however, is connect those 

ideas in a way that matters for this problem. JP 3-12 explains 

cyberspace operations, JP 3-05 explains SOF access and core 

activities, and JP 5-0 explains how planners should understand and 

incorporate conditions in the OE, yet none clearly state that SOF 

access and placement in denied terrain may enable cyberspace 

initial access when cyber-relevant infrastructure is physically 

present. That omission matters because it affects mission analysis. 

A planner may recognize a communications node, server, computer 

workstation, or data storage location as a physical objective of 

operational significance without also recognizing it as a potential 

access opportunity into a larger digital system. The gap is not 

only doctrinal, but it is also planning-related. While doctrine 

gives planners the framework to define problems and identify 

opportunities across domains, it does not explicitly prompt them to 

treat SOF proximity to cyber-relevant infrastructure as a possible 

pathway to cyberspace access and follow-on effects.

Access in Cyberspace
To help planners understand how operations occur within this 

environment, doctrine describes cyberspace as consisting of three 

interrelated layers: the physical network layer, the logical network 

layer, and the cyber-persona layer, as shown in Figure 1.5 The physical 

layer includes the hardware and digital infrastructure that support 
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digital activity, such as communications nodes, network servers, 

data storage systems, and the facilities that house them. The logical 

layer includes the software, protocols, and data structures that 

allow information to move across networks. The cyber-persona layer 

represents the identities of users and organizations operating within 

cyberspace systems. The most important point is that cyberspace 

is not purely virtual. It is supported by physical systems in real 

locations, and access to those systems may sometimes be influenced 

by local presence, proximity, or direct control of infrastructure.

A key challenge for cyberspace operations is gaining reliable 

access to target systems before information can be collected or 

operational effects can be created. Networks may be segmented, 

   �Figure 1. The three interrelated layers of cyberspace. Source: Joint Cyberspace 
Operations
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isolated from external connectivity, protected by authentication 

controls, or physically separated from the internet. These measures 

are designed to prevent unauthorized entry into cyberspace 

systems and can reduce the speed, reliability, or feasibility of 

remote access. The MITRE Adversarial Tactics, Techniques, and 

Common Knowledge (ATT&CK) framework helps illustrate this 

problem by identifying initial access as the tactic through which 

an operator first gains entry into a target environment.6 As shown 

in Figure 2, this access can take different forms across cyberspace 

layers, including identity-based access through users, remote 

access through the logical network layer, local or proximity-based 

access through signals and adjacent wireless pathways, and direct 

system access through the physical layer. For planners, the value of 

this framework is straightforward: Cyberspace effects depend on an 

access pathway. When remote pathways are denied, degraded, or 

unavailable, physical access to infrastructure in the OE may create 

conditions for that initial access.

   Figure 2. Initial access across cyberspace layers. Source: Author
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Cyberspace systems also exist in physical form. Communications 

nodes, network servers, data storage systems, and other enabling 

infrastructure occupy real locations within the OE. This infrastructure 

is part of the physical expression of digital terrain, creating points 

where cyberspace systems intersect with the OE. If remote access 

is restricted or unavailable, the physical infrastructure supporting 

a system may represent the most practical point of interaction. 

If planners see digital infrastructure only as equipment on an 

objective, they may miss its value as a possible access point into a 

larger system.

This is not theoretical. A contested facility that contains a relay 

room, local server stack, data archive, or mission workstation may 

matter more than its immediate tactical value. It may represent 

a foothold into a broader adversary network, an intelligence 

opportunity, or a means of enabling follow-on cyberspace effects. 

If planners recognize that possibility early, they can make better 

decisions about whether to preserve, isolate, exploit, transfer, deny, 

or destroy the infrastructure they encounter.

SOF as an Access Partner
Cyber activities such as network exploitation, digital forensics, 

and cyberspace operations require specialized technical expertise—

functions that SOF are not intended to perform. Their value in this 

context is their ability to operate in contested, denied, or politically 

sensitive environments where cyber-relevant infrastructure may be 

physically located. In those environments, SOF may help create the 

conditions that allow cyberspace operators to access systems that 

would otherwise be difficult or impossible to reach through remote 

means alone.

This enabling role is consistent with how SOF supports other 

joint capabilities. JP 3-05 describes SOF as providing “discrete, 
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precise, and scalable options” through access, placement, and 

action in locations that are difficult for other forces to reach. Special 

reconnaissance and direct-action missions may involve locating, 

securing, exploiting, recovering, or acting against targets and 

infrastructure of operational significance.7 A similar supporting 

relationship can exist between SOF and cyber forces when 

communications nodes, routers, servers, relay sites, or data storage 

systems are located within the same environments where SOF 

already operate.

In this relationship, the roles remain distinct but complementary. 

SOF provide physical access to the objective, local presence, and 

control of the site, while cyberspace operators provide the technical 

exploitation. A SOF element may gain access to a facility, secure key 

infrastructure, or preserve a system that would otherwise remain 

inaccessible or be destroyed before it can be assessed. Cyberspace 

operators can then analyze the system, collect technical data, or 

establish digital access points that support intelligence gain and 

follow-on cyberspace effects. The contribution of SOF is not the 

cyber action itself. It is the access and placement that can make that 

action possible.

This does not mean every cyber-relevant objective should 

be preserved or exploited. Mission priority, time on target, threat 

conditions, available authorities, communications, technical support, 

and force protection may still drive decisions to isolate, deny, or 

destroy a system. The operational value of the concept is not that it 

removes those tradeoffs, but that it gives commanders and planners 

a better way to recognize them before the opportunity is lost.

Recommendations
To address the gap between physical access to digital 

infrastructure and the employment of cyberspace effects, the 
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joint force should improve mission analysis, pilot expeditionary 

cyberspace operations capabilities for SOF missions, develop 

practical decision tools, and validate the concept through exercises. 

The central issue is not that SOF should perform technical cyber 

exploitation itself. It is that SOF access and placement may create 

conditions from which cyberspace operators can gain initial access 

to otherwise unreachable systems. These recommendations are 

intended to help planners, commanders, and capability developers 

recognize that opportunity, act on it, and refine it into a credible 

joint capability.

Improving Mission Planning

The first step is to improve how planners analyze objectives. 

If an objective contains communications nodes, routers, servers, 

storage devices, or other digital infrastructure, that infrastructure 

should not be viewed only as physical equipment on the objective—

it should also be evaluated for its possible cyberspace value. 

Figure 3 provides a notional planning aid for assessing that value 

by comparing different device categories against access value, 

intelligence value, network leverage, denial impact, and access 

impact. In some cases, the unrealized value of a target is the access 

it can provide to local systems, networks, or stored data.

This step should begin during mission analysis. Planners should 

identify whether an objective contains infrastructure that may 

provide access to adversary communications, local networks, or 

SOF may help create the conditions that allow cyberspace 
operators to access systems that would otherwise be 
difficult or impossible to reach through remote means alone.
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technical intelligence. That should then inform whether a system 

should be preserved, isolated, exploited, transferred, or destroyed 

during the operation. This gives commanders a more complete 

understanding of what access to a location may actually provide.

This matters because the opportunity can be lost before 

cyberspace operators are ever involved. If planners do not recognize 

the significance of cyber-relevant infrastructure in advance, a force 

may bypass, damage, or destroy systems that could have supported 

intelligence collection, network mapping, or follow-on cyber 

operations. Integrating this into mission planning does not require 

SOF to become a cyber force. It requires planners to understand 

that physical access may create options for the broader joint force 

that goes beyond the immediate ground objective.

Forward Cyber Operations

Once this opportunity is recognized, the joint force needs 

personnel who can act on it. Cyber Mission Force personnel 

are trained to conduct exploitation and attack, but they are 

generally organized to operate from secure and remote locations. 

Expeditionary communications personnel are deployable into 

   �Figure 3. Cyberspace device value assessment, notional planning aid.  
Source: Author
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austere environments, but they are not structured for technical 

cyber exploitation.

The joint force should pilot expeditionary cyber operations 

support elements that can operate alongside SOF or directly 

support SOF missions involving cyber-relevant objectives. These 

teams should be able to identify relevant systems, access local 

infrastructure, preserve technical opportunities, collect or deliver 

data, and establish secure reachback to offensive cyberspace 

operations (OCO) elements that can provide deeper exploitation and 

analysis. Their purpose would not be to independently conduct the 

full range of offensive cyberspace operations, but to bridge the gap 

between physical access and follow-on cyber action. 

The concept proposed here is not without precedent. The U.S. 

Army Cyber Command’s 11th Cyber Battalion publicly describes 

expeditionary cyber and electromagnetic activities teams that 

deploy to close gaps at the tactical edge and provide offensive 

cyber, information advantage, and electromagnetic warfare 

capabilities to supported formations.8 In functional terms, that 

is very close to what the model here proposes. Both concepts 

push cyber-relevant capability forward so that physical access, 

local infrastructure, and tactical opportunity can be turned into 

operational advantage. The difference is not the basic logic, but the 

supported mission set. For SOF missions in denied terrain, cyber-

relevant infrastructure may be at or near the objective, which may 

SOF access and placement may create conditions from 
which cyberspace operators can gain initial access to 
otherwise unreachable systems.



166166

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

provide an opportunity for initial access, technical exploitation, or 

follow-on cyberspace effects. See Figure 4. 

Within the Air Force, for example, this capability could draw 

from existing 17S cyberspace effects operations officers and 

1B4 cyber warfare operators, with additional training focused on 

expeditionary operations, integration with SOF, and support to 

denied-environment objectives. The value is in creating a layered 

model where SOF gains access and secures the site, forward 

cyberspace operators enable technical interaction at the objective, 

and reachback cyber forces expand that foothold into intelligence 

gain and follow-on effects.

Tactical Decision Framework

Not every system encountered during a mission should be 

treated the same way. Some systems may need to be preserved 

because they contain intelligence value or provide a pathway for 

further access. Others may need to be exploited quickly and handed 

off to supporting cyber elements. Some may need to be denied or 

disrupted to prevent enemy use, while others may still need to be 

destroyed based on mission demands or force protection concerns. 

Without a clear framework, these decisions could be made too 

quickly or without understanding their broader operational impact.

The joint force should pilot expeditionary cyber 
operations support elements that can operate alongside 
SOF or directly support SOF missions involving cyber-
relevant objectives.
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The joint force should develop a practical decision framework 

for cyber-relevant infrastructure encountered during SOF 

missions. This framework should help commanders and operators 

make decisions based on mission priority, available time, 

threat conditions, communications, technical support, and the 

intelligence or access value of the system. It should also help 

define what minimum information should be captured when full 

exploitation is not possible, and how systems or data should be 

handed off when the mission moves faster than the technical 

exploitation process. One example is the Preserve, Isolate, 

Transfer, Exploit, Destroy, or Deny decision framework, shown 

in Figure 5.

This concept does not mean every cyber-relevant objective 

should be preserved or exploited. Mission priority, time on 

target, threat conditions, available authorities, communications, 

technical support, and force protection may still drive decisions 

to isolate, deny, or destroy a system. The value of the concept is 

not that it removes these tradeoffs, but that it gives commanders 

   �Figure 4. SOF-enabled expeditionary cyber operations sequence.  
Source: Author
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and planners a better way to recognize them before the 

opportunity is lost. 

If SOF access can create conditions for cyber initial access, 

then operators and commanders need a clear way to decide what 

to do with the infrastructure they encounter. A decision framework 

helps realize this concept into a practical mission planning and 

execution tool.

Operational Validation and Refinement

These recommendations should be evaluated through exercises 

and pilot efforts before the concept is adopted more broadly. A 

paper can explain the idea, but only practical testing can show 

where it works, where it creates friction, and what support is 

required to make it useful. Small-scale scenarios involving denied-

environment objectives with communications infrastructure, local 

networks, and stored digital systems would help clarify requirements 

for authorities, communications, equipment, training, and support 

   Figure 5. Cyber-relevant infrastructure decision concept chart. Source: Author
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relationships between SOF, expeditionary cyber operations 

elements, and reachback cyber forces. Once those lessons are 

identified, doctrine and planning guidance should be updated to 

reflect them. JP 3-05 should more clearly explain how SOF access 

and placement can create opportunities for cyberspace initial access 

when cyber-relevant infrastructure is present at or near an objective. 

JP 3-12 should also acknowledge that physical control of terrain 

containing digital infrastructure may create access pathways when 

remote connectivity is insufficient.

Conclusion
The joint force increasingly depends on cyberspace capabilities 

for intelligence, command and control, and effects, but those 

capabilities still rely on physical infrastructure that exists in real 

terrain. As adversary networks become more segmented, more 

protected, and less accessible from outside, the assumption that 

cyber access can be gained remotely becomes less reliable in some 

environments. In denied terrain, that matters. Communications 

nodes, servers, storage systems, workstations, and other digital 

infrastructure may not only support the enemy’s operations but may 

also present opportunities for intelligence collection, exploitation, 

and follow-on cyberspace effects if they are recognized and 

handled correctly.

SOF already operate in the kinds of contested, denied, and 

politically sensitive environments where cyber-relevant infrastructure 

may be physically present. The value SOF provide is not technical 

cyber exploitation itself. The value is physical access to the objective, 

local control of the site, and the ability to create conditions in 

which cyberspace operators can gain access to systems that 

might otherwise remain unreachable. If planners fail to recognize 

that relationship early, they may bypass, damage, or destroy 
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infrastructure that could have produced intelligence gain, access 

opportunities, or broader joint effects.

The gap is not only doctrinal but also planning-related. Current 

doctrine explains cyberspace operations, special operations, and 

joint planning, but it does not clearly direct planners to view SOF 

proximity to cyber-relevant infrastructure as a possible pathway to 

cyberspace access. Closing that gap does not require turning SOF 

into a cyber force. It requires planners, commanders, and capability 

developers to better recognize the operational value of digital 

infrastructure in denied terrain, test practical ways to exploit that 

value, and refine doctrine based on what works in exercises and real-

world conditions.

Treating physical access as a pathway to initial access in 

cyberspace would give SOF and the joint force an additional means 

to generate intelligence, create follow-on options, and produce 

effects in denied environments, an advantage that may become 

increasingly important as remote access grows more contested 

and cyber-relevant infrastructure on the objective becomes more 

operationally significant.  

The value SOF provide is not technical cyber exploitation 
itself. The value is physical access to the objective, local 
control of the site, and the ability to create conditions in 
which cyberspace operators can gain access to systems  
that might otherwise remain unreachable.
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As strategic competition expands into increasingly 

interconnected domains, SOF are uniquely positioned to bridge 

the gap between tactical operations and strategic effects. The 

convergence of space, cyber, and SOF capabilities offers new 

opportunities to shape the strategic environment, deter adversaries, 

manage crises, and prevail in conflict. 

The papers in this chapter examine how USSOCOM can 

accelerate the development and employment of a strategic space-

SOF-cyber nexus, both independently and alongside allies and 

partners. Topics include the potential for weaponizing the nexus to 

generate strategic effects, enabling operations in communications-

degraded environments without reachback support, aligning SOF 

activities with strategic-level assets and objectives, and leveraging 

adaptive communication networks to conduct influence operations. 

Together, these studies offer insights into how SOF can enhance 

the joint force’s ability to compete, deter, and, when necessary, 

fight and win.
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Introduction
The contours of the 21st century are becoming clear, revealing 

an epoch defined by pervasive conflict. This eruption of conflicts, 

in turn, answers years of speculation about the impact of advances 

such as AI, nanotechnology, and robotics on the character of war. 

The U.S. Army’s multi-domain operations (MDO) concept, reflected 

at the joint level in the joint warfighting concept, seemingly 

anticipated these developments and prescribed workable solutions. 

Among these solutions, the imperative to integrate domains 

(“convergence,” in MDO parlance) is not new at operational echelons 

but is revolutionary at the tactical echelon.1 The U.S. Special 

Operations Command (USSOCOM) desire to synergize effects 

from space, cyber, nuclear, and special operations forces (SOF) 

is therefore the logical progression of this broader MDO trend. 

Weaponizing this “nexus” is possible, but to do so, USSOCOM must 

evolve the joint special operations task force (JSOTF) into an MDO-

capable formation, with all that this entails, to prevail in the hyper-

contested and lethal battlefield that will typify peer conflict.2 

To understand why JSOTF 2030 must be the enterprise priority 

for USSOCOM, this discussion will first examine the character of 

future conflict using the revealing lens of the Russia–Ukraine war. 

The experience of combined JSOTF-10 (CJSOTF-10) in that war 

highlights the need for a SOF headquarters that can survive and 

thrive in a battlespace defined by ubiquitous surveillance; pervasive 

robotics; the presence of chemical, biological, and nuclear threats; 

and effects from and through space and cyberspace. Returning to 

the enduring truth that war is a human endeavor brings the SOF 

value proposition to the foreground. Understanding what SOF brings 

to the nexus explains why the JSOTF echelon, rather than some 

other echelon, should be the focus of USSOCOM modernization. 
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The Character of War

While the above evolutions in the character of war have been 

extensively discussed by both academics and practitioners, the 

experience of CJSOTF-10 at the outset of the ongoing Russia–

Ukraine War demonstrates their real-world consequences when 

melded with war’s enduring violent and uncertain nature. CJSOTF-10, 

an O-6 command under Special Operations Command Europe 

(SOCEUR), was established to respond to Russia’s invasion of 

Ukraine with a broad campaigning approach along NATO’s eastern 

flank. CJSOTF-10 complemented the work that U.S. European 

Command (USEUCOM) and Security Assistance Group-Ukraine 

(SAG-U) had begun from the onset of the invasion, providing SOF 

expertise to enhance the unprecedented conventional security force 

assistance mission led by SAG-U.3

The first MDO challenge that CJSOTF-10 had to contend with 

was “ubiquitous surveillance”: a consequence of the growth in all-

domain intelligence, surveillance, and reconnaissance (ISR), which 

essentially means there is “nowhere to hide.” Russian forces at the 

outset of the Russia–Ukraine War, for example, were equipped to 

detect adversaries using electronic direction-finding, open-source 

data (e.g., social media monitoring), small unmanned aircraft 

systems (sUAS), and traditional ISR platforms (e.g., the Beriev A-50 

“Mainstay”). This constrained the ability for CJSOTF-10 to send 

advisors forward into Ukraine since, unlike in earlier conflicts, SOF 

placed with a partner force faced a high likelihood of detection in 

a context that carried severe escalation risks. CJSOTF-10 adapted 

through methods such as advising in sanctuary and leveraging its 

partner network.4 Future peer conflict with adversaries such as the 

People’s Republic of China is certain to replicate this environment of 

ubiquitous surveillance, along with similar escalation potentials and 

policy constraints, making it imperative for JSOTF 2030 to build on 

CJSOTF-10’s success in adapting to this trend.
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CJSOTF-10 also bore witness to, and had to contend with, 

a growth of robotics and nascent AI on the battlefield. The 

proliferation of unmanned systems (UxS) in the Russian–Ukraine 

war has been dramatic, with estimates of as high of 75 percent of 

casualties on both sides being caused by UxS. In some Ukrainian 

assaults, up to 60 percent of assets deployed now consist of 

UxS. The apex predator emerging from the interactive process of 

battlefield evolution has been the fiber-optically guided, first-person 

view, one-way attack UxS, but spectacular attacks such as the 2025 

Operation Spiderweb also hint at the autonomous potential offered 

by AI.5 While the CJSOTF can take little credit for this dramatic 

growth in UxS, scaled on both sides through crowdfunding and 

crowdsourcing, its coordination and partner network were key in 

detecting innovation and adapting the training of Ukrainian SOF 

as battlefield lessons emerged.6 In short, JSOTF 2030 will require 

warfighting competencies beyond “door kicking” to successfully 

anticipate, understand, and communicate innovation to a partner 

force in this era of rapid technological change.

Most ominously, the Russia–Ukraine War resurrected the specter 

of chemical, biological, and nuclear use. Russia holds the largest 

and most diverse nuclear weapons arsenal in the world, and likely 

maintains chemical, biological, and radiological programs, with a 

demonstrated track record using these to attack dissidents abroad.7 

According to journalist Bob Woodward, Russian president Vladimir 

Putin seriously considered using tactical nuclear weapons in Ukraine, 

with the U.S. intelligence community putting the odds as high as 

50 percent at some critical moments (e.g., when Russian troops 

were at risk of encirclement in Kherson).8 CJSOTF-10 operated in 

this environment of severe escalation risk and corresponding policy 

constraints, and would probably have played a role in confirming 

a nuclear detonation through its network of partners. Russia’s use 

of riot-control agents, maneuver through the Chornobyl area, and 
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seizure of the Zaporizhzhia Nuclear Power Plant all give further hints 

of the complications of operating on a contaminated battlefield. 

These developments show that JSOTF 2030 will need to operate in 

a decentralized manner, incorporate adequate training and personal 

protective equipment, and be proficient at both counter weapons of 

mass destruction activities and nuclear targeting to be adapted for 

the weapons of mass destruction (WMD) potentials of peer conflict.

Finally, while effects from and through space and cyberspace 

played a less outsized role in the conflict than many experts 

expected, the Russia–Ukraine War has been a harbinger of 

the transformative potentials of these domains. From the 

indispensability of the Starlink satellite network, to denial-of-service 

attacks on Ukrainian government and banking websites, to Ukrainian 

retaliation with cyberattacks on websites of Russian proxy forces, 

ample evidence shows that space and cyberspace are contested.9 

Trends in the “democratization of technology” mean that many 

capabilities, like those needed to conduct offensive cyberspace 

operations, once seen as strategic and held within combatant 

commands or Tier 1 units, can now be widely fielded at affordable 

cost within SOF. This again shows the need for a high level of 

technical savviness within JSOTF 2030, to either create effects 

through space and cyberspace or to advise and assist partner forces 

to do so. 

The SOF Value Proposition Endures
The common thread in this discussion of CJSOTF-10’s 

contribution to the Russia–Ukraine War is the enduring significance 

of the human dimension and, correspondingly, SOF expertise 

in building and leveraging human networks. Just as CJSOTF-10 

synergized the disparate efforts of allies, industry, and the 

interagency, while communicating information from and to the 

Ukrainian battlefield, SOF habitually engage in core activities that 
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empower human networks. Paradoxically, technologically driven 

battlefield conditions like ubiquitous surveillance, pervasive UxS, the 

specter of WMD threats, and effects from and through space and 

cyberspace only amplified the importance of the human dimension. 

This is yet another affirmation of SOF Truth #1, that “humans are 

more important than hardware.”

CJSOTF-10’s success was premised on decades of relationship-

building in Europe as SOCEUR campaigned in the gray zone. The 

SOCEUR effort that bore fruit most directly was the training of 

Ukrainian SOF Teams at the Joint Multinational Training Group-

Ukraine (JMTG-U), beginning in 2016.10 However, SOCEUR’s and 10th 

Special Forces Group (Airborne)’s persistent presence in Europe 

for over 70 years was even more consequential. In varying forms, 

both organizations have remained in Europe since the 1950s.11 This 

yielded a regional orientation and local knowledge that proved 

invaluable for leveraging human networks in conflict. As USSOCOM 

proceeds with modernization, it is critical to stay oriented on this 

critical enduring advantage.

The Joint Special Operations Task Force as 
SOF’s Unit of Action

The significance of the theater special operations command 

(TSOC) setting the theater might suggest that the theater-strategic 

Just as CJSOTF-10 synergized the disparate efforts  
of allies, industry, and the interagency, while 
communicating information from and to the Ukrainian 
battlefield, SOF habitually engage in core activities  
that empower human networks.
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level is the decisive level for the nexus, but this is not the case. As 

has been seen, the TSOC’s actions in campaigning are certainly 

critical for preparing the JSOTF to converge effects from space, 

cyber, nuclear, and SOF in conflict. However, in conflict, the TSOC 

continues setting the theater for future contingencies (e.g., branches 

and sequels) and can be expected to assume a new and significant 

theater-strategic role as the Joint Force Special Operations 

Component Command: essentially, an extension of the joint force 

commander’s (JFC) staff. These significant theater-strategic 

demands on the TSOC dictate that any of its operational-level work, 

including the convergence of joint effects, must devolve to a lower-

level headquarters in conflict.

Similarly, the special operations joint task force (SOJTF) is a 

general officer-led organization established in conflict to release 

the TSOC to its normal mission. It is an extension of the JFC staff, 

solving theater-strategic problems such as advising the JFC on 

recommended command relationships for SOF, preparing requests 

for forces, tailoring SOF into mission packages as they arrive in 

theater, and establishing reachback arrangements with the wider 

USSOCOM enterprise.12 So, while a SOJTF can greatly assist the 

TSOC in establishing human and physical architecture to converge 

effects from space, cyber, nuclear, and SOF, it is not best placed to 

actually converge joint effects. 

The lack of survivability of a single TSOC or SOJTF in an MDO 

environment, where ubiquitous surveillance combines with hyper-

lethality, provides a final rationale to adopt a decentralized approach 

to nexus convergence. Imagining a mirror image of the current 

U.S./Israel–Iran War shows the risks of infiltration and targeting 

faced by a lone, exquisite headquarters in peer conflict. Higher-

level headquarters were quickly eliminated by airstrikes, while the 

31 decentralized Iranian Revolutionary Guards Corps provincial 

commands have continued to generate SOF, UxS, and missile strikes 
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well into the conflict.13 Similarly, a series of decentralized JSOTFs—

operating via burst transmissions that reduce their targetable 

signature—are both survivable and redundant. MDO battlefield 

requirements, therefore, align with SOF’s decentralized mission 

command approach, where commanders operate on the basis of 

understanding, intent, and trust.14

Placing nexus capabilities of space, cyber, nuclear, and SOF at 

the JSOTF level pushes those effects down to the highest level that 

is survivable, and the lowest level with joint capability to converge 

joint effects. The U.S. Army sees convergence taking place at 

the Corps level, so placing responsibility for convergence on an 

O6-level command might be surprising to conventional forces.15 

However, as another example of the democratization of technology, 

advancements in AI-enabled command and control (C2) hold the 

potential for a smaller JSOTF staff to converge joint effects that 

previously required extensive and tedious coordination. In some 

portions of the joint operations area (JOA), where a JSOTF supports 

a larger joint or allied force, the JSOTF might merely “plug in” to 

a multi-domain task force architecture to request effects. In other 

portions of the JOA (e.g., peripheral zones), where the JSOTF is the 

exclusive battlespace owner, it might be responsible for converging 

joint effects unilaterally or on behalf of a partner force. 

Making Joint Special Operations Task Force 
2030 a Reality

In the near term, two urgent tasks lie ahead for USSOCOM to 

build the JSOTF into an MDO-capable formation. First is to reform 

the current ad-hoc model that JSOTFs are fielded under. This reform 

would both vastly increase JSOTFs’ readiness for peer conflict and 

create a secondary benefit in advancing MDO leader development. 

Second is to accelerate the fielding of technological solutions that 
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allow for both the modernized C2 and the joint effects needed for a 

JSOTF in conflict. 

JSOTFs are not currently standing organizations and are instead 

created when a crisis occurs. Typically, the core of a JSOTF is 

formed from a U.S. Army Special Forces Group, a U.S. Air Force 

Special Operations Wing, or a U.S. Navy Special Warfare Group. It 

is worth noting that the day-to-day missions of these organizations 

are often “generating force” in nature: These O-6 commands are 

focused on fielding team-level units for campaigning globally 

and must drastically reorient themselves when called upon for 

warfighting. After identifying the core staff, joint enablers are 

added from across the USSOCOM enterprise to give the JSOTF 

its “jointness,” with subordinate SOTF’s fielded from—ideally—the 

parent SOF O-6 command. 

Obviously, fielding JSOTFs that are not “pickup teams” and that 

focus entirely on MDO warfighting would be ideal for readiness. Less 

obvious is the impact of this advancement on leader development, 

as standing JSOTFs can become the crucible where SOF leaders 

become multi-domain experts. The experience of the officers and 

NCOs of the former U.S. Army Asymmetric Warfare Group (AWG)—

the closest real-world analog to a standing multi-domain O6-level 

SOF organization—provides an example of this. As a standing 

organization, AWG would conduct leader professional development 

(LPD) sessions on topics ranging from satellite transmission 

bands to battlefield medicine advancements. These LPDs paid 

dividends when, for example, AWG operational advisors imported 

sUAS lessons learned from AWG’s Mosul Study Group to partner 

forces in the U.S. Pacific Command. Following their AWG tours, 

personnel went to follow-on assignments where they raised the 

MDO understanding of the entire joint force.16 Likewise, JSOTFs can 

serve as a leadership factory, raising the MDO capability of SOF at all 

echelons as personnel rotate in and out of a premier MDO formation. 
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As previously described, some technological hurdles still 

remain to allow JSOTF 2030 to converge effects from space, cyber, 

nuclear, and SOF. Most significant is the need for AI-enabled C2, 

which ties disparate systems together, allows for rapid decision-

making, and reduces the cognitive burden on staff. So-called joint 

all domain command and control (JADC2) is a classic wicked 

problem, requiring cooperation from all the services, solving 

technical challenges, and navigating the Department of War (DoW)’s  

procurement system.17 The AI component will be critical for a JSOTF 

to stay lean: not grow to the size of a U.S. Army Corps Staff, yet 

perform many of the same functions. For example, in a peer conflict 

with theater nuclear exchange, one JSOTF staff officer may need to 

nominate targets to U.S. Strategic Command and rapidly perform 

preclusion analysis, while another oversees a partner-enabled 

close-access cyberspace operation to disable the enemy’s missile 

launchers, and a third re-tasks a swarm of UxS to a new named 

area of interest. Operations across such a wide domain scope at 

these speeds would remain beyond both the practical experience of 

current JSOTFs and the capabilities of existing C2 systems.

Less critical but still significant is the development of additional 

joint effects, organic to SOF or to a SOF partner force. As previously 

highlighted, UxS, cyberspace capabilities at lower echelons, and 

battlefield awareness tools have all grown rapidly. However, the 

U.S. has not necessarily been the leader in any of these areas, as 

evidenced by senior leader frustration and a series of canceled 

programs.18 Recent decisions to place USSOCOM at the center of 

much of this modernization are both a much-needed corrective 

Fielding joint special operations task forces that are not 
“pickup teams” and that focus entirely on multi-domain 
organization warfighting would be ideal for readiness.
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and an opportunity to ensure the resulting joint solutions are also 

suitable for SOF. Time is of the essence, however, as adversaries are 

also trying to accelerate their progress.

Conclusion: SOF Underpins the Nexus
In the past, effects from traditional domains and from space, 

cyberspace, nuclear forces, and SOF fell under the purview of 

distinct services or combatant commands. The technological 

advancements of the information age have rendered that construct 

obsolete. As CJSOTF-10’s experience operating on the periphery 

of the Russia–Ukraine War shows, the battlefield has become 

transparent; swarmed by robotics; and hazarded by chemical, 

biological, radiological, and nuclear weapons as well as effects from 

and through space and cyberspace. 

To survive and thrive 

in this MDO environment, 

JSOTF 2030 must be able to 

converge nexus capabilities 

from space, cyberspace, 

nuclear forces, and SOF. 

Far from being beyond 

the capability of an O6-

headquarters, convergence 

is a critical competency for this SOF unit of action, which is both 

large enough to be joint and small enough to evade the hyper-

lethal effects of peer adversaries. However, significant reforms are 

needed to get there: JSOTFs must transform into standing units and 

be enabled with still-nascent technologies, such as AI-augmented 

JADC2, which USSOCOM must accelerate.

When President John F. Kennedy reflected on the advent of the 

“nuclear age,” he concluded that the label was misleading. Rather 

Joint special operations task 
force 2030 must be able to 
converge nexus capabilities 
from space, cyberspace, 
nuclear forces, and SOF.
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than transforming war into a contest of massive retaliation, growth 

in nuclear weapons had seemed to spark both a continuation of 

land warfare and a rash of insurgencies; Kennedy turned to SOF for 

a solution.19 Now, in the information age, technological advances 

have, once again, paradoxically only increased the importance of 

the human element in war. As the forces best able to harness human 

networks, it’s fitting for SOF to step forward again to tie together 

the nexus’s power. The wars of the future may be fought with effects 

from space, cyberspace, and—in extreme cases—nuclear forces, but 

they will be won by human effort.
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Integration Fails when Authority and Data 
Collapse Together

Future conflict will begin with disruption. Space and cyber 

systems central to the space–cyber–special operations forces  

(SOF)–U.S. Strategic Command (STRATCOM) nexus will be 

challenged early, sometimes deliberately and sometimes 

opportunistically. Near-peer competitors are widely assessed as 

having the ability to contest space-enabled and cyber-dependent 

systems in ways that undermine confidence and continuity without 

requiring immediate, total denial.1

The operational challenge is no longer whether these systems 

will be stressed. It is how the joint force, and particularly SOF, 

will continue to operate when access to space- and cyber-

enabled capabilities degrades unevenly across time, systems, 

and echelons. In this environment, the promise of integration is 

tested not by performance under ideal conditions, but by resilience 

under disruption.

Modern integration across space, cyber, and SOF is built on 

speed.2 It assumes that information moves quickly, that connectivity 

is available when needed, and that friction can be resolved through 

coordination and reachback. Under routine conditions, that model 

works well enough. Under disruption, it does not fail cleanly.

Some systems remain available. Others lag. Some updates 

continue to flow. Others stall. The result is not total loss but an 

uneven operating picture in which access and awareness degrade 

at different rates. This unevenness is more destabilizing than 

complete denial because it sustains the illusion of control long after 

authoritative context has begun to erode.

When space and cyber access degrade, the first failure is 

rarely the technology itself. It is the loss of authoritative context 



195195

CHAPTER 3: THE SOF NEXUS

that technology is expected to carry. Mission parameters, rules 

of engagement, delegated authorities, and priority guidance are 

increasingly delivered through the same pathways that provide 

situational awareness and coordination. When those pathways falter, 

access to authoritative guidance collapses alongside access to data.

This creates an enterprise-

level problem that is structural 

rather than situational. 

Authority is often treated as 

external to the systems that 

deliver information, assumed 

to be retrievable through 

clarification or coordination when needed. That assumption holds 

only as long as connectivity holds.

When information degrades, authority blurs, and decisions that 

should be routine become questions. That vagueness works on 

paper; it rarely works in real time. In practice, standing plans are 

often pulled from the shelf, dusted off, and adjusted, yet still fail to 

keep pace with evolving conditions. Commanders and their staffs are 

then forced to sort it out and issue new orders on the fly.

The space-cyber-SOF-STRATCOM relationship sits at the center 

of this challenge. Each element brings critical capability. Space 

enables global access, timing, and awareness. Cyber provides 

transport and access. SOF deliver tailored effects forward, often with 

strategic consequence. STRATCOM integrates global operations and 

manages risk across domains and time horizons.

The value of this relationship is determined by whether authority, 

intent, and execution remain aligned when access cannot be 

assumed. When those elements separate, integration becomes 

brittle. When they remain aligned, integration becomes a force 

multiplier even under disruption.

When information degrades, 
authority blurs, and 
decisions that should be 
routine become questions.
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These dynamics are visible at the enterprise level, but their 

consequences are felt most sharply at the point of execution. It is 

there, under degraded connectivity and incomplete information, that 

the burden of integration shifts onto operators. Understanding how 

this burden manifests at the tactical level is essential to identifying 

what capabilities are missing today.

The Problem as Experienced at the Point  
of Execution

For operators on the ground, disruption is experienced as friction 

rather than strategy. Maps stop updating, positions lag, messages 

queue instead of flowing, and reachback becomes slow, then 

unreliable, then gone. None of this happens all at once, and none of 

it is immediately decisive.

What makes this friction dangerous is not its severity but 

its ambiguity. Nothing has clearly failed. Systems still display 

information. Icons still populate. Messages still appear, just late. 

Operators are left to determine whether the delay reflects a technical 

issue, a routing problem, or a change in the operational environment 

itself. Each possibility implies a different response, but none can be 

confirmed quickly.

Time continues to pass. The team continues to move. Security 

is maintained, but attention shifts inward as operators begin to 

question the reliability of what they are seeing. The cost is measured 

in seconds and minutes, not hours. In a special operations context, 

that is often enough to alter outcomes.

Positioning, navigation, and timing do not need to disappear to 

create problems.3 They only need to become inconsistent. 

Communications don’t need to be completely severed. They 

only need to be unreliable. When systems behave this way, 
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operators hesitate not because they lack initiative, but because 

they lack certainty. They pause to confirm and validate. Inconsistent 

systems create a cognitive trap. Operators are trained to trust their 

equipment until it clearly fails.

 When updates arrive sporadically, that trust degrades unevenly. 

Some team members act on information they believe is current. 

Others hold back, waiting for confirmation. 

Coordination slows as internal alignment breaks down, even 

though the team remains physically together.

But the mission does not stop. The objective remains in front of 

them. They are forced to decide not only what to do, but whether 

they are still authorized to do it. They retain the ability to act, but is 

it still legal to do so?

This question is not academic. It shapes behavior in real time. 

Operators may delay engagement, adjust positioning, or defer 

action entirely while attempting to reconstruct guidance. Even 

when the tactical situation is clear, uncertainty about legal or policy 

constraints introduces hesitation. That hesitation is often invisible 

from higher headquarters, but its effects accumulate quickly at the 

point of execution.

The tools operators rely on inadvertently erode procedural 

muscle memory. Many modern mission systems are built around 

continuous connectivity. They pull maps, overlays, target data, and 

guidance from remote sources.

Operators may delay engagement, adjust positioning, or defer 
action entirely while attempting to reconstruct guidance.
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Over time, reliance on continuously connected systems changes 

how operators prepare. Fewer decisions are rehearsed in advance 

because clarification is expected to be available when needed. 

Authority is assumed to be reachable. When that assumption fails, 

training does not always fill the gap. Operators are left to improvise 

within boundaries they have not recently practiced enforcing 

without external confirmation.

In these moments, operators are not asking for more data. They 

are asking a simpler question: What still applies right now? Without 

a reliable answer, they are forced to reconstruct authority from 

memory, briefing notes, and judgment. That reconstruction happens 

under stress, in motion, and often in contact. What may have 

been authoritative when they infiltrated may have changed in the 

last 20 minutes.

This is where the gap in current integration approaches becomes 

operationally visible. 

Where Current Technology and Training  
Fall Short 

The gap is the product of how modern systems are designed and 

how forces are trained to rely on them. Technology has advanced 

faster than the assumptions embedded in its use, and training has 

not kept pace with how those systems actually fail.

Most modern mission systems are built around persistent 

connectivity. Maps, overlays, tasking updates, rules of engagement, 

and legal guidance are increasingly cloud-based and continuously 

refreshed.4 As long as networks are available, this model works and 

information is current.

Guidance is clear. Authority feels present even when leadership is 

physically distant.
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This is not a hardware problem. It is a design problem. Current 

systems prioritize access and synchronization over continuity. 

Training reinforces these design assumptions. Exercises are 

typically conducted with full connectivity or with short, scripted 

outages. Loss of communications is treated as an inject, not a 

sustained condition.5 When networks come back, play resumes. 

Rarely are teams required to operate for extended periods with 

partial data, outdated guidance, and no reachback.

This training approach builds technical proficiency but weakens 

confidence under disruption. 

At the enterprise level, this gap is compounded by how authority 

is treated in system design. Rules of engagement, delegated 

authorities, and commander intent are often managed as documents 

rather than as data. They are briefed, referenced, and updated 

externally, but rarely embedded into the systems operators use 

during execution.

The combined effect is predictable. This gap does not exist 

because the force lacks capability. It exists because current 

approaches treat connectivity as a prerequisite for authority rather 

than as a transport mechanism for it. Until technology and training 

are designed to preserve authoritative context under disruption, 

integration will continue to produce friction at the moments it is 

supposed to provide advantage.

The Missing Capability: Decision Continuity 
Under Degraded Access 

The missing capability is not more data. It is decision continuity 

under degraded access.
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Today’s systems are built to deliver information, not to preserve 

authority. Rules of engagement, commander intent, delegated 

authorities, and mission constraints are treated as external 

references rather than as operational data. As a result, authority  

and data remain tightly coupled to access. 

What is missing is decision continuity, not decision automation 

or autonomous action. Decision continuity is the ability to preserve 

authoritative guidance at the point of execution as systems degrade, 

allowing operators to continue acting within approved boundaries 

even when reachback is unavailable.

This capability does not require new sensors or networks. It 

requires a shift in how authority is treated within existing systems. 

Authoritative mission context must be managed as data, versioned 

and updated alongside operational information, rather than stored in 

documents or briefings that vanish when access is lost.6

In practical terms, this means 

that mission parameters, rules 

of engagement, delegated 

authorities, priority tasks, and 

abort criteria must remain 

accessible at the edge even 

when live connectivity does not. 

The loss of access should not force operators to fall back to memory 

or static pre-mission briefs. It should trigger a transition to the most 

current authoritative guidance available at the moment connectivity 

is lost.

Without this capability, integration remains fragile. Space, cyber, 

and special operations capabilities may still function independently, 

but they no longer reinforce one another when access degrades. 

With decision continuity, integration becomes resilient, authority 

What is missing is decision 
continuity, not decision 
automation or autonomous 
action.
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remains aligned with available data, operators retain confidence, and 

tempo is preserved.

The absence of this capability explains why current integration 

efforts struggle under disruption. Its presence would allow the 

space–cyber–SOF–STRATCOM nexus to function as intended, not 

only when networks are available, but when they are not.

Designing for Decision Continuity at the  
Tactical Edge

Decision continuity does not require a new platform or a 

standalone system. It requires rethinking how existing mission 

systems handle authoritative information. The core design principle 

is simple: Authority must persist independently of connectivity. If 

access to space- and cyber-enabled systems degrades, the guidance 

that governs action should not degrade with it.

In practice, this means treating rules of engagement, delegated 

authorities, mission priorities, and abort criteria as operational data 

rather than static references. While connectivity is available, this 

data should update continuously through existing space- and cyber-

enabled pathways, just as maps, positions, and tasking updates 

do today. The system should not wait for a mission start point to 

load guidance. It should carry the most current authorized context 

forward, continuously refreshed up to the moment access degrades.

When connectivity becomes unreliable or unavailable, the system 

should transition automatically. No user actions. No menu selection. 

No judgment call under stress. The loss of access itself becomes 

the trigger. At that point, the system preserves the most current 

authoritative guidance available and makes it readily accessible 

at the point of execution. This is not simply cached data—it is 
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a deliberate handoff from live authority to preserved authority, 

designed into the system rather than improvised by the operator.

This preserved guidance does not replace judgment. It provides 

the boundaries within which judgment is exercised. Operators 

still decide how to act, but they do so with confidence in what 

authorities remain in effect. The system does not tell them what 

to do. It tells them what still applies. That distinction matters. 

Decision continuity is not about automation or autonomy. It is about 

preventing authority from becoming ambiguous at the moment 

judgment is required.

Integration with existing Blue Force Tracking systems, which 

provide a shared display of friendly force locations, is essential. 

Operators already rely on these interfaces under stress. Adding 

a parallel tool would increase cognitive load rather than reduce 

it. Decision continuity must live where operators already look, 

alongside position data, terrain, and mission overlays. When access 

degrades, operators should not have to change tools or workflows. 

The system should change behavior around them.

The design should prioritize clarity over completeness.7 

Operators do not need full legal text or extensive policy detail in the 

moment. What they need are concise, authoritative boundaries, such 

as what actions are authorized; what actions are restricted; and what 

conditions trigger abort, escalation, or transition. This information 

Decision continuity is not about automation or autonomy.  
It is about preventing authority from becoming ambiguous  
at the moment judgment is required.
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should be presented in a format that is immediately understandable 

under pressure and does not require interpretation or reconstruction.

This approach also supports uneven degradation. As partial 

connectivity returns, authoritative updates can resume incrementally. 

The system does not require full restoration to be useful. It adapts as 

access improves or worsens, preserving continuity across fluctuating 

conditions rather than treating loss and restoration as binary states.

Importantly, this capability does not undermine command 

authority. It reinforces it. Commanders retain full control over what 

guidance is issued, updated, and delegated. The system simply 

ensures that their intent and constraints remain present when 

reachback is unavailable. Rather than forcing operators to improvise 

governance under stress, it preserves the commander’s last 

authoritative guidance at the moment it matters most.

Designed this way, decision continuity becomes a force 

multiplier. It reduces hesitation without encouraging recklessness. 

It preserves tempo without eroding control. It limits unnecessary 

escalation while maintaining accountability. Most importantly, it 

aligns authority with available data at the moment decisions must be 

made, allowing integration across space, cyber, and SOF to remain 

effective even when access is degraded.

Implications for the Space–Cyber–SOF–
STRATCOM Nexus

Decision continuity is not a tactical convenience. It is an 

enterprise requirement that sits squarely at the intersection of space, 

cyber, SOF, and STRATCOM responsibilities. The conditions that 

create the problem are generated at the strategic level, even though 

the consequences are felt at the tactical edge. No single component 

can solve this in isolation because the failure modes emerge 
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from how the enterprise is integrated, not from how individual 

elements perform.

Space-enabled services provide timing, navigation, and global 

reach. Cyber infrastructure carries mission data, updates, and 

authoritative guidance. SOF execute forward with limited margin 

for error and limited opportunity for correction once committed. 

STRATCOM integrates global operations, manages escalation risk, 

and balances effects across domains and time horizons. When 

access degrades in one domain, the effects cascade across all four, 

often in ways that are difficult to predict in advance.

In this environment, uneven degradation is the norm rather than 

the exception. Space effects may be localized, intermittent, or 

delayed. Cyber access may be throttled, burdened, or selectively 

unavailable. Strategic command and control may remain intact  

even as tactical reachback becomes unreliable or unreachable.  

These conditions are particularly likely early in a conflict or crisis, 

when adversaries seek to create uncertainty without crossing  

clear thresholds. 

This capability also addresses a persistent challenge in joint and 

coalition operations. Authorities are often delegated differently 

across components, partners, and operational phases. Under full 

connectivity, these differences can be clarified through coordination 

and reachback. Under degraded conditions, they become friction 

points that slow tempo and increase risk. Preserving authoritative 

context at the edge reduces the need for real-time coordination and 

limits the likelihood that ambiguity produces unintended escalation, 

mission failure, or political consequence.

For STRATCOM, decision continuity directly supports strategic 

risk management.8  It reduces the probability that tactical actions 

taken under uncertainty create effects that commanders did not 

intend or anticipate. By preserving intent, constraints, and delegated 
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authority forward, STRATCOM maintains influence over execution 

even when direct communication is disrupted. This is particularly 

important in scenarios where tactical actions may have strategic 

signaling or escalation implications beyond their immediate 

operational effect.

For space and cyber forces, this approach reframes their role 

within the enterprise. Rather than being viewed solely as providers 

of access and connectivity, they become custodians of authoritative 

context. Their contribution is not only to move data but also to 

ensure that what matters most to decision-making survives when 

movement becomes unreliable. This shifts emphasis from availability 

alone to continuity under stress.

For SOF, decision continuity restores confidence without 

reducing flexibility. Operators retain initiative while operating within 

clearly defined boundaries. They are empowered to act decisively 

without waiting for confirmation that may never arrive, while 

remaining aligned with commander intent and strategic constraints.

Taken together, this capability allows the space–cyber–SOF–

STRATCOM nexus to function as intended. Each element contributes 

independently, but the combined effect is greater than the sum of 

its parts. Authority, data, and execution remain aligned even under 

disruption. Integration becomes resilient rather than brittle, and the 

enterprise retains decision advantage when access is contested 

or unreliable.

The conditions that create the problem are generated at the 
strategic level, even though the consequences are felt at the 
tactical edge.
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Why This Capability Has Not Emerged
The absence of decision continuity is not the result of neglect 

or ignorance. The problem has persisted because responsibility 

for authority, data, and delivery is distributed across systems, 

organizations, and processes that are rarely aligned by design.

Authoritative guidance is still treated primarily as policy, not as 

operational data. Rules of engagement, delegated authorities, and 

mission constraints are developed through deliberate processes 

that are approved at senior levels and distributed through briefings, 

documents, and message traffic. Once issued, they are assumed to 

be retrievable through reachback when clarification is required. That 

assumption holds only when access holds.

At the system level, mission tools are optimized for access and 

synchronization rather than continuity. Cloud-based architectures, 

dynamic updates, and real-time collaboration are valued because 

they increase speed and precision under normal conditions. Little 

incentive exists to design for prolonged degradation, especially 

when outages are treated as exceptional rather than expected.

Training reinforces these assumptions. Exercises are built to 

validate processes, not to stress them over time. Connectivity loss 

is introduced as a temporary inject, often resolved quickly to keep 

scenarios moving. Rarely are teams required to operate for days 

or weeks with partial data and no reachback, relying on preserved 

guidance rather than fresh updates. As a result, the force becomes 

proficient at operating with systems, but not at operating when 

systems only partially function.

There are also cultural barriers. Preserving authoritative guidance 

forward is sometimes viewed as risky. Concerns about outdated 

instructions, legal exposure, or loss of control lead organizations to 

prefer live clarification over pre-positioned authority. The unintended 
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consequence is that authority becomes brittle, disappearing 

precisely when it is needed most.

Finally, no single organization owns the problem. Space and 

cyber forces focus on access and resilience. SOF focus on execution 

and adaptability. STRATCOM elements focus on escalation 

management and global integration. Decision continuity sits 

between these seams. It is everyone’s interest, but no one’s  

explicit responsibility.

These factors explain why the decision continuity has not 

emerged organically. The gap persists not because it is unsolvable, 

but because it has not been framed as a technological and data 

problem with operational consequences. Once framed that way, it 

becomes addressable.

Building the Capability Through Training, 
Experimentation, and Use

Decision continuity will not emerge from doctrine alone, nor 

will it appear through policy refinement. It must be built, tested, 

and refined through how forces train and how systems are used in 

realistic conditions.9 The most effective path forward does not begin 

with a program of record. It begins with deliberate experimentation 

at the operational and tactical level.

Exercises are the natural starting point. Most current training 

environments treat space and cyber effects as temporary 

disruptions. Communications go down briefly. Systems flicker. 

Play resumes once connectivity returns. This approach validates 

processes, but it does not build confidence when degradation 

is prolonged and uncertainty compounds. To develop decision 

continuity, exercises must impose longer periods of unreliable  
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access and require forces to operate through them without 

immediate restoration.

This means forcing teams to rely on preserved guidance rather 

than reachback. Rules of engagement, delegated authorities, mission 

priorities, and abort criteria should be issued, updated, and then 

deliberately frozen at points during execution. Operators should be 

required to continue operating based on what remains available, 

not on what they hope to clarify later. The objective is not to 

induce failure, but to normalize decision-making when authoritative 

information is incomplete, outdated, or unreachable.

Technology experimentation should occur alongside training. 

Existing Blue Force systems provide a viable testbed. Rather than 

introducing new tools, the focus should be on how authoritative 

guidance is packaged, updated, and retained within those systems. 

Simple mechanisms that preserve the most current approved 

guidance at the moment access degrades can be tested, refined, and 

evaluated without significant infrastructure changes.

Critically, these experiments should be conducted with 

commanders involved. Decision continuity is not about delegating 

more authority by default. It is about making delegation explicit 

and survivable. Commanders must be able to see how preserved 

guidance is used, where it helps, and where it creates friction. Their 

feedback is essential to shaping how authority is expressed in a form 

that works under stress.

To develop decision continuity, exercises must impose longer 
periods of unreliable access and require forces to operate 
through them without immediate restoration.



209209

CHAPTER 3: THE SOF NEXUS

Joint and coalition exercises offer additional value. Differences 

in authorities, rules, and decision thresholds are often manageable 

when connectivity is strong. Under degraded conditions, those 

differences become fault lines. Training with preserved authoritative 

context allows partners to understand where boundaries lie and 

reduces the likelihood of hesitation or unintended escalation when 

access is limited. Simple mechanisms that preserve the most current 

approved guidance when access degrades, such as locking the last 

authorized version or retaining an approved snapshot, can be tested 

and refined without major infrastructure changes.

Over time, these training and experimentation efforts can inform 

requirements more effectively than abstract analysis. Patterns will 

emerge. Certain types of guidance will prove essential to preserve. 

Others will prove unnecessary. The goal is not to preserve everything, 

but to preserve what matters most at the moment of decision.

Building this capability will not eliminate uncertainty. It will not 

guarantee perfect decisions. What it will do is reduce hesitation, 

preserve tempo, and align authority with available data when 

systems degrade. That alignment is what allows the space–cyber–

SOF–STRATCOM nexus to function as a true force multiplier rather 

than a fragile construct.

By treating authoritative mission context as operational 
data and ensuring it persists independently of access, 
the enterprise can preserve alignment between intent, 
authority, and execution even under disruption.
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Conclusion
The space–cyber–SOF–STRATCOM nexus is designed to 

work, and, under normal conditions, it does. Each element brings 

formidable capability. Space enables global awareness and timing. 

Cyber delivers access and transport. SOF execute with precision 

forward. STRATCOM integrates these elements and manages 

strategic risk. The problem is not performance in ideal conditions, 

but fragility under degradation.

Modern operations assume persistent access. When that access 

becomes unreliable, mission data and decision context often 

disappear together. Operators retain the ability to act but lose 

confidence in what still applies. Decisions slow. Risk shifts upward. 

Tempo suffers. This outcome is not the result of poor judgment or 

insufficient training—it is the predictable consequence of systems 

and processes that were never designed to preserve authoritative 

context when connectivity degrades.

Building capability greater than the sum of its parts requires 

addressing this gap directly. Decision continuity provides a path 

forward. By treating authoritative mission context as operational 

data and ensuring it persists independently of access, the enterprise 

can preserve alignment between intent, authority, and execution 

even under disruption. This is not automation. It is not autonomy.  

It is a means of carrying command guidance forward when 

reachback is unavailable.

This capability cannot be delivered through doctrine alone. It 

must be tested where friction is real. Exercises must move beyond 

brief outages and scripted injects. Technology experiments must 

focus on preserving what matters most at the moment of decision, 

not on adding new layers of complexity. Commanders must be 

involved, not as approvers after the fact, but as participants shaping 

how authority is expressed and retained under stress.



211211

CHAPTER 3: THE SOF NEXUS

Near-peer competitors understand that disruption does not need 

to be total to be effective. Inconsistent access, delayed updates, and 

uneven degradation are sufficient to create hesitation and friction. 

A force that depends on uninterrupted connectivity will struggle in 

that environment. A force that preserves decision continuity will not.

If the space–cyber–SOF–STRATCOM nexus is going to matter 

in the fight, it has to work when the network does not. The win 

condition is not better bandwidth. It is systems that keep the mission 

context current, then lock the last approved version when access 

degrades and put it in front of the team on the move. That is how 

integration stops being fragile and starts being an advantage.

If the space–cyber–SOF–STRATCOM nexus is going  
to matter in the fight, it has to work when the network  
does not.
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Abstract
In an era of strategic competition, U.S. Special Operations 

Command (USSOCOM) must integrate its persistent U.S. special 

operations forces (SOF) global presence with high-end strategic 

assets, such as bombers, carrier strike groups, and submarines 

within combatant command campaign plans.

Analysis of the Korean Peninsula, Eastern Europe, and Indo-

Pacific reveals that while both SOF and strategic peaks recur, they 

are rarely framed explicitly as synchronized elements of geographic 

combatant command (GCC) -led regional campaigns. Instead, they 

often appear in parallel narratives, SOF partnership-building versus 

strategic deterrence, missing opportunities for mutual reinforcement. 

The three key findings derived from the analysis are:

1) �Layered presence—combining persistent SOF, episodic twin 

peaks, and narrative layer—delivers more sustained and flexible 

effects than post-chase operations reliant on a single layer. 

2) �SOF-centric surges and strategy-centric deployments 

are most effective when operating as twin peaks within  

combatant command campaign plans (CCPs).

3) �Due to differences between theaters and global  

constraints, common principles must be applied  

regionally and contextually. 

Practical design principles, including co-posture nodes and 

integrated planning steps, would treat SOF and strategic assets as 

complementary campaign peaks rather than isolated efforts. 

By aligning CCPs with USSOCOM and United States Strategic 

Command (USSTRATCOM) -led functional campaign plans through 

this twin-peaks logic, the joint force can achieve greater deterrence 
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credibility, partner confidence, and global posture resilience without 

new authorities or resources.

Introduction
USSOCOM was created to provide globally responsive SOF 

that can operate persistently in competition as well as in conflict. 

In today’s era of longterm strategic competition, SOF presence can 

no longer be viewed in isolation from the joint force. Presence must 

be understood as part of a layered, campaign-driven architecture in 

which SOF, strategic assets, and non-physical tools are combined to 

shape regional environments and support global objectives.1

Recent U.S. concepts emphasize integrated deterrence and 

campaigning, calling for the coordinated use of all instruments of 

national power, including military capabilities below the threshold 

of armed conflict.2 GCCs are responsible to CCPs that blend 

conventional forces, SOF, and strategic capabilities in support of 

theater objectives. Meanwhile, functional combatant commands such 

as USSOCOM and USSTRATCOM lead functional campaign plans 

(FCPs) in their respective domains: global SOF operations on one 

hand and global deterrence and strike on the other.3 Within these 

overlapping efforts, SOF typically provide a human and networked 

layer of presence; strategic assets such as bombers, carrier strike 

groups (CSGs), and submarines provide high-end presence; and 

narrative tools link these actions into a coherent story over time.4

Analysis of the Korean Peninsula, Eastern Europe,  
and Indo-Pacific reveals that while both SOF and strategic 
peaks recur, they are rarely framed explicitly as synchronized 
elements of geographic combatant command-led  
regional campaigns.
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The layered and twin-peaks perspective on global presence 

helps make sense of this complexity. The layered aspect 

distinguishes among persistent SOF engagement, episodic physical 

concentrations of capability, and a narrative layer that gives 

those actions meaning across audiences.5 The twin-peaks aspect 

highlights that episodic presence is not solely about strategic asset 

deployments; it often takes the form of paired peaks within a CCP: 

SOF-centric surges such as major combined special operations 

exercises or cooperation milestones and strategy-centric peaks, 

such as bomber task force (BTF) and CSG or submarine visits. When 

these two types of peaks are deliberately designed to occur within 

the same GCC-led CCP timeline and are supported by a coherent 

narrative, they can generate effects greater than either could 

achieve alone.6

Answering the Special Operations Research Topics 2026 topic 

43 “SOF Global Presence,” the purpose of this study is to explore 

how USSOCOM can better integrate its persistent presence and 

SOF-centric peaks with strategy-centric peaks and narrative tools 

inside GCC-led CCPs, and how those regional CCPs can in turn 

support FCPs led by USSOCOM and USSTRATCOM.7 The structure 

of the campaign plans, which follows the sequence JSCP-GCP-FCP-

CCP, is cited from CJCSI 3100.01F Joint Strategic Planning System 

(2024).8 Using three archetypal theaters, the Korean Peninsula, 

Eastern Europe, and Indo-Pacific, illustrates how different threat 

environments, alliance structures, and geographies shape the design 

of layered presence. 

Recent U.S. concepts emphasize integrated deterrence 
and campaigning, calling for the coordinated use of all 
instruments of national power, including military capabilities 
below the threshold of armed conflict.
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Three questions guide the analysis. First, how do persistent 

SOF, episodic twin peaks, and the narrative layer interact within 

CCPs? Second, how can SOF-centric and strategy-centric 

peaks be more deliberately designed as twin peaks rather than 

separate planning streams? Third, how can CCPs and FCPs be 

better aligned so that theater posture contributes coherently to 

global messaging?

Conceptual Foundations: Layered Presence, 
Twin Peaks, and Command Roles

U.S. Special Operations Command’s Global  
Presence Mandate

Global presence has always been central to USSOCOM, but 

what “presence” means has evolved. In the post-9/11 era, presence 

was often equated with where SOF units were deployed and 

how many operations they were conducting. In today’s strategic 

competition, presence is better understood as how SOF contribute 

to a joint and combined posture that can shape, deter, and, if 

necessary, fight across multiple theaters over long periods.9

Within this context, USSOCOM’s mandate is to provide globally 

integrated, ready, and networked SOF that operate forward, 

persistently, and with partners in support of GCCs and the joint 

force. SOF are expected to compete below armed conflict, expand 

decision space for senior leaders, and prepare the environment so 

that other elements of U.S. power can be applied more effectively.10 

This requires distributed, often low-visibility engagement such as 

unconventional warfare, foreign internal defense, civil affairs, and 

military information support operations that builds relationships 

and understanding over time. For planners, the key questions are 

where such persistent SOF presence is most needed and how it 

should adapt as the environment changes.11
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Crucially, USSOCOM does not operate in a vacuum. Its 

global presence must fit within GCC-led CCPs and functional 

constructs overseen by other combatant commands, including 

USSTRATCOM.12 While USSOCOM can sustain a unique form of 

persistent engagement, its activities are most effective when 

aligned with conventional forces and strategic capabilities such 

as strategic bombers or submarines that lie outside its chain of 

command.13 Understanding how SOF presence interacts with these 

other elements is therefore essential to thinking clearly about 

“global presence.”

Three Layers of Presence: Persistent, Episodic,  
and Narrative

To see how SOF and strategic assets can be combined within 

campaigns, it is useful to distinguish three layers of presence: 

persistent, episodic, and narrative. These layers are different ways 

the U.S. makes itself present in a region and in audience perceptions. 

Thinking in layers helps planners combine SOF, strategic assets, 

and narrative mechanisms into a coherent architecture instead of 

managing them as separate efforts.14

Persistent presence refers to forces and activities that are in 

or engaged with a theater continuously or nearly so. For SOF, 

this includes forwardbased units, long-term liaison elements, 

recurring advisory, and training that builds enduring relationships. 

Persistent presence is valuable for understanding local dynamics, 

shaping partner capabilities, and building trust that cannot be 

generated quickly in a crisis.15 Furthermore, the forward presence 

not only enhances deterrence by improving the ability to act 

rapidly but also demonstrates the political will and resolve of the 

U.S., thereby maximizing the credibility of the ‘costs’ it can impose 

on adversaries.16 However, its limitations lie in scale and visibility: 

SOF elements are typically small and discreet and not designed 
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to provide the large-scale strategic signaling that high-end forces 

can deliver.17

Episodic presence encompasses deployments and activities 

that occur at intervals for signaling or concentrated operational 

effect. These include strategic deployments, BTF, CSG patrols, and 

submarine visits, as well as major combined exercises and other 

time-bound surges by SOF. Episodic presence offers high visibility 

and can send powerful deterrence signals under realistic conditions. 

It is also resource intensive and can appear disjointed if not 

connected to a larger campaign.18

The narrative layer consists of the virtual tools and 

communication mechanisms that connect physical actions into a 

coherent story. They frame how allies, adversaries, and domestic 

audiences interpret persistent engagement and episodic events: 

explaining why a particular exercise or deployment matters, how it 

relates to previous efforts, and what it signals about future intent.19 

In this sense, narrative layer is less about being everywhere online 

and more about providing the connective tissue and storyline that 

turns individual actions into recognizable chapters in a campaign.

When combined, these three layers suggest simple planning 

logic (see Fig. 1). Persistent SOF presence builds human networks 

that make episodic actions more meaningful and less risky; episodic 

actions provide visible demonstrations and stress tests that validate 

the foundations built over time; and the narrative layer ties them 

In today’s strategic competition, presence is better 
understood as how SOF contribute to a joint and combined 
posture that can shape, deter, and, if necessary, fight across 
multiple theaters over long periods.
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together, ensuring that they are understood as parts of the same 

CCPs and FCPs rather than as isolated reactions.

   �Figure 1. The Layered Presence and Twin Peaks Model.
   Source: Developed by the author

Strategic Asset Deployments and Special Operations 
Forces Surges as Episodic Twin Peaks

Within the episodic layer, presence manifests through two 

distinct but complementary “peaks”: strategy-centric peaks, 

generated by the deployment of high-end assets like bombers, CSG, 

and submarines; and SOF-centric peaks, characterized by surges 

in special operations activity such as major combined exercises 

or partner capability milestones.20 While these events often occur 

within the same theater, they are frequently managed as separate 

planning streams.

However, the relationship is best understood as a complementary 

symbiosis rather than a functional hierarchy. Strategic assets deliver 

high-intensity deterrence signals and visibility but are not designed 
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for deep regional context or long-term trust building.21 Conversely, 

SOF specialize in persistent human networks and situational 

understanding but lack the overwhelming visual impact of strategic 

assets such as CSGs.22

By treating these as twin peaks within a single campaign 

timeline, planners can sequence them to maximize synergy. For 

instance, a SOF-centric surge can build the necessary access and 

interoperability. A subsequent strategic deployment then validates 

and dramatizes this progress under realistic conditions.23

The narrative layer is what turns these twin peaks into a 

campaign. On their own, a large SOF exercise or a BTF can be 

perceived as a one-off event. Narrative tools such as coordinated 

messaging become most important when they explain how a SOF 

surge set conditions for a strategic deployment, or how a strategic 

deployment is linked to the quieter work of building local capacity. 

By framing twin peaks as connected chapters (before, during, and 

after they occur), the narrative layer gives them meaning in the 

perceptions of all audiences, allies, and adversaries.24

For USSOCOM and its 

partners, the implication 

is that episodic presence 

should be conceptualized 

not only in terms of what 

is deployed but also in 

terms of how SOF-centric 

and strategy-centric 

peaks are paired.25 Strategic deployments remain primarily 

under USSTRATCOM and the services; SOF surges are shaped by 

USSOCOM. Recognizing them as twin peaks within CCPs by GCCs 

and using the narrative layer to bind them into a single story sets 

the stage for a more integrated approach to campaign design and 

global posture.26

By treating these as twin 
peaks within a single campaign 
timeline, planners can sequence 
them to maximize synergy.



224224

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

Roles of U.S. Special Operations Command,  
U.S. Strategic Command, and Geographical  
Combatant Commands in Layered Presence

Global presence is the product of multiple commands exercising 

overlapping authorities. USSTRATCOM is responsible for strategic 

deterrence and global strikes, and it plans, commands, and controls 

the strategic assets that form the backbone of deterrence. GCCs are 

responsible for specific theaters, integrating conventional, special 

operations, and strategic activities into CCPs that support national 

objectives. USSOCOM provides globally integrated SOF capabilities, 

synchronizes special operations across theaters, and leads global 

SOF campaigning in support of national objectives.27

At the regional or theater level, campaigns are GCC-led CCPs. 

Within these CCPs, SOF provide the human and networked layer of 

presence; strategic assets provide a high-end layer; and the narrative 

layer ties these actions together for regional audiences. SOF-centric 

surges and strategy-centric deployments can thus be seen as twin 

peaks within the same CCPs, rather than as separate efforts. The 

GCC’s role is to design and sequence these peaks so they support 

coherent theater objectives, taking into account political constraints, 

partner sensitivities, and the broader joint posture.28

At the global level, USSOCOM and USSTRATCOM can each 

lead FCPs that cut across theaters. USSOCOM leads a global SOF 

campaign focused on competition and network development 

while USSTRATCOM leads a global deterrence and strike campaign 

centered on strategic forces and associated signaling. GCCs then 

implement and adapt these global campaign plans and FCPs in 

their theaters, aligning regional posture with global and functional 

guidance. In this construct, presence and campaigning are 

multilayered: CCPs host SOF and strategic peaks and employ the 

narrative layer locally while USSOCOM-led and USSTRATCOM-led 
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global efforts provide overarching direction for how those peaks and 

narratives should be used.29

This means USSOCOM does not “own” strategic assets, and 

USSTRATCOM does not manage SOF—but both have a stake in 

how their tools are integrated into the contributing global posture 

of CCPs and FCPs. If strategic deployments are planned without 

reference to ongoing SOF contributions and without a narrative 

that links them, opportunities to reinforce partnerships and amplify 

influence may be missed. Conversely, SOF posture and campaigning 

that ignore the potential of strategic deployments risk underutilizing 

some of the most powerful instruments available to the joint force. 

Treating layered presence, persistent SOF, episodic twin peaks, and 

the narrative layer, as a shared design problem at both regional and 

global levels provides a common logic for aligning SOF, strategic 

assets, and messaging.30

Regional Applications: Layered Presence and 
Implicit Twin Peaks

Having outlined a layered and twin-peaks approach to 

global presence and clarified the respective roles of USSOCOM, 

USSTRATCOM, and the GCCs, it is useful to see how this framework 

manifests in theaters. This section applies the persistent–episodic–

narrative lens, and the notion of SOF-centric and strategy-centric 

peaks, to three regions frequently highlighted in U.S. strategy: the 

Korean Peninsula, Eastern Europe, and the broader Indo-Pacific. 

Treating layered presence, persistent SOF, episodic twin 
peaks, and the narrative layer, as a shared design problem at 
both regional and global levels provides a common logic for 
aligning SOF, strategic assets, and messaging.
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The Korean Peninsula: Dense Posture and  
High-Intensity Signaling

The Korean Peninsula is a prime theater where high-density 

forward deployment and heightened crisis potential coexist. A 

combined defense structure between the U.S. and Republic of Korea 

(ROK) is established in Korean Peninsula, within the range of short-

range missiles while confronting North Korea, which possesses 

nuclear and missile capabilities.31 This necessitates a very robust 

deterrence and defense posture combining permanent forward 

deployment, a combined defense structure, and high-frequency 

combined training.32

Persistent SOF presence is realized through close cooperation 

with ROK SOFs, joint planning, and combined training. These 

activities are integrated within the frameworks of U.S. Forces Korea 

(USFK), U.S. Special Operations Command Korea (SOCKOR), and 

the broader ROK–U.S. combined defense structure. This provides 

a foundation of detailed understanding of the terrain, targets, and 

social environment, as well as trust and interoperability for rapid 

combined operations during crisis.33

Episodic peaks are particularly evident in the deployment of 

strategic assets. Deployments of B-52/B-1B bombers, CSG, and 

submarines are repeatedly conducted in conjunction with North 

Korean provocations or major summit meetings/declarations, 

forming strategy-centric peaks that enhance the visibility of 

extended deterrence.34 Simultaneously, during large-scale combined 

exercises like Exercise Freedom Shield, SOF-centric surges occur 

where ROK-U.S. SOF train direct actions, special reconnaissance, 

countering weapons of mass destruction, time-sensitive target 

seizure, etc., creating peaks in readiness and interoperability in non-

visible domains.35

The narrative layer should serve to weave these peaks into a 

single alliance story. Joint press releases and messages directed 
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at North Korea and domestic audiences frame the deployment of 

strategic assets and SOF training not as “separate events” but as 

interconnected scenes within the same deterrence and assurance 

campaign.36 However, at the public level, the strategic asset peak 

tends to be described primarily in terms of extended deterrence, 

while the SOF peak is often framed around special operations 

readiness (see Fig. 2). As a result, explicit framing of the intended 

twin peaks remains limited.37

   �Figure 2. Examples of applications for episodic twin peaks in the Korean 
Peninsula. (From left): U.S. and Republic of Korea special operations forces 
conduct routine air assault training at Baengnyeong-Do. Source: DVIDS, photo 
by Staff Sgt. Daniel Lee; U.S. Air Force Global Strike Commands. Source: U.S. Air 
Force; South Korean navy sailors welcome the Los Angeles-class submarine USS 
Annapolis to Jeju Naval Base. Source: Stars and Stripes, photo courtesy of South 
Korean Ministry of National Defense

Eastern Europe: Multinational Deterrence and  
Rotational Presence

Eastern Europe is a theater combining a multilateral alliance 

structure, potential for ground warfare, and a deterrence posture 

centered on rotational deployments. Following Russia’s invasion 

of Ukraine and its coercion of neighboring countries, NATO has 

expanded forces, equipment, and training to strengthen its eastern 

front. Rotational deployments and continuous training are key, rather 

than permanent stationing, and all activities require coordination 

among numerous allies.38

Persistent SOF presence manifests through cross-border 

networking via training, advising, joint exercises, and liaison activities 

with various allied SOF. These low-visibility, multinational SOF 
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activities form a background layer enhancing resilience against gray-

zone threats and hybrid warfare while strengthening interoperability 

with NATO forces in contingencies.​39

Episodic peaks occur on both axes. Large-scale NATO 

exercises like Steadfast Noon and Astral Knight, along with some 

BTFs, represent strategy-centric peaks. They demonstrate rapid 

reinforcement capabilities and nuclear capabilities, performing 

deterrence and assurance.40 SOF-centric peaks are formed through 

multinational special operations training and exercises, focusing on 

enhancing partners’ special operations capabilities and developing 

common tactics and doctrine.41

The narrative layer should position these peaks as part of 

the Alliance’s deterrence and defense campaign through NATO 

statements, public affairs activities, and information-sharing. 

Nevertheless, public explanations tend to treat strategic assets and 

large-scale exercises primarily within the context of conventional/

strategic deterrence, while addressing SOF activities separately 

within the context of special operations and partnership 

enhancement (see Fig. 3). Language consistently weaving the 

SOF surge and strategic asset deployment as twin peaks on a 

CCPs timeline, prominently featuring the concept, is still in its 

formative stages.

   � �Figure 3. Examples of applications for episodic twin peaks in the Eastern Europe. 
(From left): NATO special operations forces secure the Baltic. Source: DVIDS, 
photo by Petty Officer 1st Class Trey Hutcheson; NATO Secretary General 
Mark Rutte standing in front of a Dutch F-35 fighter jet at Volkel Air Base, the 
Netherlands. Source: NATO; USAF Global Strike Command. Source: U.S. Air Force
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The Indo-Pacific: Distribution, Distance, and  
Maritime Focus

The Indo-Pacific is characterized by vast distances, a maritime-

centric operational environment, and allies and partners with varying 

threat perceptions and capabilities. Due to anti-access/area denial, 

gray-zone maritime coercion, and the need for wide-area dispersed 

operations, the U.S. and its allies are pursuing a more dispersed and 

resilient presence.42

Persistent SOF presence is realized through small teams 

dispersed across island and coastal nations, working alongside 

partner SOF to enhance maritime special operations capabilities 

and counter-coercion resilience. This builds trust and situational 

awareness for crisis response, but the sheer geographic 

expanse makes the very location of permanent SOF presence a 

strategic choice.43

The strategy-centric axis of episodic peaks is handled by the 

deployment of CSG, submarine, and BTF, and large-scale joint/

combined exercises. These are high-visibility peaks demonstrating 

the ability to project power across broad areas and operate within 

contested zones.44 SOF-centric peaks manifest through SOF 

exercises, special operations-linked maritime interdiction training, 

and establishing new forward operating bases, intensively building 

the human and infrastructure foundation for dispersed deterrence 

and operations.45 

The narrative layer positions these peaks within the long-term 

story of a “free and open Indo-Pacific” through strategic documents, 

joint statements, and public affairs/strategic communications with 

allies and partners.46 However, in public materials, the deployment 

of naval and air forces and strategic assets is often presented as 

one narrative thread, while SOF cooperation form another, meaning 

the twin peaks concept is not explicitly articulated (see Fig. 4). In 
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this theater where distributed and multi-domain operations are 

emphasized, designing and articulating SOF-centric and strategy-

centric peaks as twin summits on the same campaign timeline 

appears to be the area where the greatest additional effect can 

be achieved.

   �Figure 4. Examples of applications for episodic twin peaks in the Indo-Pacific. 
(From left) U.S. Air Force Special Tactics operators with the 23rd Special Tactics 
Squadron. Source: U.S. Army; Bomber Task Force operations in the Indo-Pacific 
area of responsibility. Source: DVIDS, U.S. Air Force photo by Senior Airman 
Samantha White; U.S. Indo-Pacific Command joint force conducts dual carrier 
operations in South China Sea. Source: U.S. Navy Press Office

CrossCase Findings on Layered Presence and 
Implicit Twin Peaks

Comparing the three theaters, the fundamental logic of 

layered presence is common. Persistent SOF presence provides 

the foundation for networks and understanding; SOF-centric and 

strategy-centric episodic peaks concentrate effects at specific 

points in time; and the narrative layer weaves all these activities 

into the story of a single CCP or FCP.47 The better the alignment 

between these layers, the greater the reliability and flexibility of 

deterrence and assurance. 

The global force projection capability which formed by 

combining SOF and strategic assets into episodic peaks is a 

critical tool for the joint force commander. It enhances the 

capacity to influence an adversary’s decision-making through 

three primary ways: imposing costs, denying benefits, and 

encouraging restraint.48
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Simultaneously, each theater demands different equilibrium 

points. The Korean Peninsula, due to its forward deployment and 

high crisis potential, sees frequent and sensitive strategy-centric 

peaks, while SOF-centric peaks focus on preparing for high-intensity 

combined operations. Eastern Europe emphasizes coordination 

and alliance cohesion within multilateral structures, rotational 

deployments, and hybrid threat environments, where SOF acts as 

the glue binding diverse partners. The Indo-Pacific, due to vast 

distances, a maritime focus, and the need for dispersed operations, 

demands a highly distributed SOF presence coupled with the wide-

area power projection of strategic assets.

While SOF-centric and strategy-centric peaks exist across all 

three theaters, publicly available materials rarely consistently design 

or describe them as intended twin peaks within a CCP. Although 

numerous doctrines and strategic concepts advocate for the 

integration of narratives,49 the actual phenomenon at the public 

level across all three theater cases appears to be quite the opposite. 

Deployment of strategic assets and SOF surges are typically 

explained within separate, compartmentalized narratives: strategic 

deterrence versus special operations. This gap is precisely where 

the twin-peaks framework can contribute. By introducing language 

that views the SOF-centric and strategy-centric peaks as twin 

summits connected by time, space, and message within the same 

CCPs and FCPs, USSOCOM, USSTRATCOM, and GCCs could secure 

additional synergies in deterrence, assurance, and influence simply 

by realigning existing activities.

While SOF-centric and strategy-centric peaks exist across 

all three theaters, publicly available materials rarely consistently 

design or describe them as intended twin peaks within a command 

campaign plan.
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Integrating Twin Peaks Into Campaign Plans
The challenge for USSOCOM is not controlling strategic 

assets but rather becoming more actively involved in designing 

when, where, and within what narrative the SOF-centric peak and 

strategy-centric peak should appear together.

Practically, when planning strategic asset deployments, an 

approach is needed that first asks, “At what point in the current 

theater campaign and SOF activities will this deployment create 

a twin peak?” Conversely, when planning surges, training, or 

capability rollouts above a certain level, SOF must consider 

whether a strategy-centric peak can be added at this point, or at 

least how to connect it narratively. The more USSOCOM articulates 

its requirements in this campaign language, the more likely 

USSTRATCOM and GCC recognize SOF postures as critical design 

variables on par with strategic asset operations.

Posture Design Principles and Co-Posture Nodes

To intentionally create twin peaks, several fundamental 

principles must be incorporated into the post-deployment design.

First, treat all SOF-centric and strategy-centric major events as 

“campaign peaks.” Rather than isolated training or deployments, 

this approach involves first determining which point on the theater 

campaign timeline serves as the apex, then designing what form of 

peak SOF and strategic assets each creates.50 For example, create 

an SOF-centric peak first, then layer strategic asset deployment 

onto that point to demonstrate “how the capabilities prepared thus 

far actually provide support.”51

Second, designate and develop co-posture nodes where 

SOF and strategic assets can operate together. Intentionally 

select locations where both the permanent presence of SOF52 
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and episodic deployment of strategic assets are feasible, 

then enhance their facilities, protective posture, and C2 

capabilities.53 Regularly conducting SOF training and strategic 

asset deployments together or consecutively at these nodes 

not only facilitates implementing twin peaks but also validates 

the infrastructure and procedures needed during actual crisis. 

The designation of co-posture nodes is not merely a logistical 

convenience; it is a strategic requirement for deterrence 

platforms in contested environments.

Third, adjust the weighting of layer composition to reflect 

theater-specific conditions and global demand. Not every 

theater can frequently receive strategic assets, nor can every 

partner sustain high SOF density. Therefore, strategic choices 

are required. Some theaters should prioritize a persistent SOF 

presence. Others might combine an SOF-enabled network with 

relatively infrequent strategy-centric peaks to create major 

deterrence events.54 Crucially, SOF and strategic asset postures 

must be integrated and coordinated at the GCC level to avoid 

separate logics.55

Fourth, incorporate the information and narrative dimensions 

into the twin peaks design from the outset. Strategic asset 

deployment automatically generates narratives through photos, 

videos, and press releases/announcements. SOF activities 

are intentionally low visibility but can be selectively revealed 

when necessary. It is crucial to preemptively frame messages 

and develop explanatory strategies for partners and domestic 

audiences so both peaks are perceived as part of the same story. 

This role falls to the narrative layer which must approach the task 

not as simple publicity but closer to campaign storytelling.56
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Toward an Integrated Presence and Campaign-
Planning Framework

To incorporate these elements into operational planning, a simple 

framework can be proposed for use by GCCs, USSTRATCOM, and 

USSOCOM. The purpose of this framework is not to create a new 

command structure but to align thinking to view the layers, peaks, 

and narrative simultaneously.

At the CCP level, it can be summarized in four steps:

1) Identify problems, partners, and key points. 

GCC and SOF jointly identify highly contested points within the 

theater, critical partners, and strategic chokepoints.57

2) Design the persistent layer. 

Determine where to place which SOF and other forces on a 

persistent or semi-persistent basis, and which partner capabilities  

to develop and in what sequence.58

3) Design twin peaks. 

Determine when and where to create SOF-centric and strategy-

centric peaks on the timeline of the CCPs and how to pair them 

within feasible constraints. Coordinate with USSTRATCOM, find 

strategic asset availability and risks at this stage.59

4) Design narrative layer. 

Plan how to communicate the actions determined in the above three 

steps—what story to tell, to which audience, and in what sequence. 

This includes pre-peak, peak-period messaging, and post-peak 

follow-up narratives.60

The same logic can be applied to USSOCOM and USSTRATCOM 

FCPs. USSOCOM FCPs with SOF identify which theaters require 

which types of SOF-centric peaks and what persistent postures are 

essential, while USSTRATCOM FCPs for global deterrence and strike 
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campaigns prioritize the theaters, timing, and form of strategy-

centric peaks. In this alignment process, theater special operations 

commands (TSOCs) act as the critical connective tissue.61 TSOCs, 

such as SOCKOR, SOCEUR, SOCPAC, serve as critical regional 

hubs. They physically and conceptually link the global objectives of 

USSOCOM’s FCPs with the regional execution of the GCC’s CCP twin 

peaks. GCCs can adapt this to their own CCPs, enhancing the realism 

of FCPs by providing USSOCOM and USSTRATCOM with feedback 

on actual twin peaks and narrative design experiences.62

The value of this framework lies not in introducing new concepts 

but in making existing elements visible at a glance. When GCC, 

USSOCOM, and USSTRATCOM begin treating persistent SOF, 

episodic twin peaks, and narrative layers as a single campaign 

design problem, rather than optimizing them separately, they can 

achieve more consistent deterrence, assurance, and competitive 

effects with the same resources.

Conclusion: Implications and Recommendations
Global presence in the era of strategic competition is not the 

deployment of a single tool but rather a structure composed of 

layers and campaigns. Persistent SOF provide the human and 

network foundation, episodic twin peaks deliver concentrated 

effects, and the narrative layer connects and explains these two. 

Analysis of three theaters, the Korean Peninsula, Eastern Europe, and 

the Indo-Pacific, reveals these layers are already partially utilized. 

However, the design of SOF-centric and strategy-centric peaks as 

intended twin summits within GCC-led CCPs, and their systematic 

linkage to global SOF and strategic FCPs, remains implicit.

From the USSOCOM perspective, SOF and strategic assets are 

independent functions contributing to a joint campaign. Persistent 

SOF provide the foundation-enabling peaks; strategic assets deliver 
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visible, high-intensity signals; and the narrative layer weaves all these 

actions into a continuous story conveyed to allies, adversaries, and 

domestic audiences. The key challenge is to view these layers and 

peaks not as separate efforts but as integrated design elements 

within regional and global campaigns.

Three key findings derived are as follows:

1) �Layered presence, such as combining persistent SOF, episodic 

twin peaks, and narrative layer delivers more sustained and 

flexible effects than post-chase operations reliant on a single 

layer. A pattern emerges where reliability in deterrence and 

assurance increases when physical activities and narrative 

connections align well across all three layers.

2) �SOF-centric surges and strategy-centric deployments are 

most effective when operating as twin peaks within a CCP. 

Each peak holds independent significance, but synergy is 

maximized when time, space, and message converge.

3) �Due to differences between theaters and global constraints, 

common principles must be applied regionally and 

contextually. Simultaneously, bidirectional coordination is 

necessary: USSOCOM and USSTRATCOM’s FCPs provide 

functional direction for CCPs, while GCC’s regional  

experience informs global priorities. TSOCs can act as  

a hub in these processes.

USSOCOM and joint forces can take specific actions to apply this 

finding to operational practice.

1) �Incorporate the layered presence and twin peaks perspective 

into theater posture reviews and campaign design. Require CCPs 

to explicitly describe how persistent SOF, SOF-centric/strategy-

centric peaks, and the narrative layer are integrated. This allows 
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USSOCOM to present SOF contributions as core elements of CCP 

design rather than as separate requirements.

2) �Plan SOF-centric and strategy-centric peaks not as independent 

but as complementary events. Establish regular planning forums 

between USSOCOM, USSTRATCOM, and TSOCs to coordinate 

how SOF surges and strategic asset deployments interlock 

within the campaign timeline.

3) �Designate and develop co-posture nodes where SOF and 

strategic assets can operate together. Select locations capable of 

supporting both routine SOF operations and episodic strategic 

asset deployments. Enhance facilities, protection, and C2 at 

these nodes. Conduct regular SOF training and strategic asset 

deployments at these nodes in a continuous or parallel manner 

to test twin peaks.

These measures do not require new authority or structural 

reorganization. USSOCOM simply needs to share a common language—

layered presence, twin peaks, narrative—with USSTRATCOM, and GCCs 

with TSOCs, and add a question about layers, peaks, and narrative to 

existing planning processes. This approach enables more consistent 

deterrence, assurance, and competitive effects with the same 

resources, allowing for more effective design and operation of global 

presence in the era of strategic competition.
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Abstract
The contemporary digital information environment presents 

unprecedented challenges to U.S. Special Operations Command 

(USSOCOM) as adversary nations—particularly Russia and China—

deploy sophisticated, multi-platform influence operations targeting 

Western democratic institutions and military operations. This 

paper examines the critical need for adaptive communication 

networks that can counter these threats through resilient strategic 

communication frameworks. Drawing from recent analysis of 

Russian and Chinese digital influence campaigns, this research 

proposes an integrated approach combining platform-specific 

communication strategies, real-time narrative intelligence, and 

adaptive network architectures to enhance special operations 

forces’ (SOF) counternarrative capabilities. The analysis reveals 

that traditional communication approaches are insufficient against 

contemporary hybrid warfare tactics that exploit algorithmic 

amplification, cross-platform coordination, and psychological 

operations (PSYOP) targeting specific demographic segments. This 

paper presents a comprehensive framework for building resilient 

communication networks that can effectively resist and counter 

adversarial influence operations while maintaining operational 

security (OPSEC) and strategic effectiveness. Key findings indicate 

that successful counternarrative operations require an understanding 

of platform-specific affordances, audience engagement patterns, 

and the integration of technological solutions with human-

centered communication strategies. The research concludes with 

USSOCOM faces an urgent imperative to develop  
resilient strategic communication networks that can  
operate effectively in this contested digital environment.
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actionable recommendations for USSOCOM to establish effective 

counternarrative capabilities leveraging emerging technologies while 

maintaining ethical standards and democratic values.

Introduction
The digital transformation of the global information environment 

has fundamentally altered the nature of warfare, creating new 

battlespaces where narratives compete alongside kinetic operations 

for strategic advantage. Russia and China have emerged as 

sophisticated actors in this domain, employing multiplatform 

influence operations that combine AI, social media manipulation, and 

coordinated inauthentic behavior to undermine Western interests 

and democratic institutions.1 USSOCOM faces an urgent imperative 

to develop resilient strategic communication networks that can 

operate effectively in this contested digital environment.2

Contemporary assessments of U.S. information operations (IO) 

reveal significant gaps in capability and coordination, with experts 

assigning grades of “F” to national security community efforts 

in strategic communication.3 This deficit becomes particularly 

concerning when considering that adversary nations significantly 

outspend the U.S. on information activities, creating an asymmetric 

disadvantage in the digital domain.4 The challenge is compounded 

by the speed and scale at which digital influence operations can 

now be conducted, with Chinese operatives employing AI-generated 

content and coordinated campaigns that have led to a 60 percent 

increase in the dissemination of false information in 2025 alone.5 

The unique operational requirements of SOF demand 

communication solutions that transcend traditional military 

communication paradigms. SOF operate in denied environments, 

where maintaining connectivity with conventional forces while 

conducting irregular warfare (IW) requires seamless integration 
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across multiple communication domains.6 This operational context 

necessitates adaptive communication networks that can dynamically 

reconfigure to maintain effectiveness against sophisticated 

electronic warfare and IO targeting SOF activities.7

Research Problem and Objectives

This research addresses the critical gap between current 

USSOCOM communication capabilities and the evolving threat 

landscape by proposing a comprehensive framework for adaptive 

communication networks. The proposed approach integrates 

defensive resilience measures with offensive counternarrative 

capabilities, enabling SOF to maintain communication superiority 

while actively countering adversarial influence operations. 

The framework emphasizes platform-specific strategies that 

leverage unique affordances of different digital platforms while 

maintaining OPSEC and strategic coherence across multiple 

communication channels.

Literature Review
The scholarly literature reveals a significant evolution in state-

sponsored digital influence operations over the past decade. Russian 

approaches to information warfare encompass the full spectrum 

of conflict and competition between states, including peacetime 

operations designed to shape the attitudes and policy preferences 

of adversaries.8 This comprehensive approach differs markedly 

from traditional propaganda models, incorporating a sophisticated 

understanding of digital psychology and platform-specific 

engagement mechanisms.

Recent analysis indicates growing convergence between Russian 

and Chinese IO, with Chinese state media amplifying Russian 

narratives to create unified fronts that undermine Western policy 
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positions.9 This coordination represents a significant escalation in 

the sophistication of multiplatform influence operations, requiring 

equally sophisticated defensive and offensive responses from the  

U.S Department of War (DoW) and other allied partners.10

Literature on strategic communication reveals ongoing 

challenges in adapting traditional communication doctrines to 

digital environments. An article published at the Joint Special 

Operations University identifies narrative intelligence as a 

critical tool for countering misinformation within IW constructs, 

emphasizing the role of cyberpsychology in shaping effective 

narrative strategies.11 This interdisciplinary approach recognizes 

that effective counternarrative operations require an understanding 

of both technological and psychological dimensions of 

digital communication.12

Historical analysis of narrative space operations reveals the 

importance of synchronizing communication efforts with combat 

operations. However, research indicates that the U.S. approach 

has historically lagged behind those of its adversaries in terms of 

speed and agility.13 This temporal disadvantage represents a critical 

vulnerability that adaptive communication networks must address 

through automated response capabilities and real-time narrative 

adjustment mechanisms.

The literature also emphasizes the importance of whole-

of-government approaches to strategic communication. 

Effective counternarrative strategies require coordination across 

multiple departments and agencies, combining expertise from 

neuroscientists, sociologists, PSYOP specialists, and intelligence 

analysts.14 This multidisciplinary requirement highlights the 

complexity of building effective and adaptive communication 

networks for SOF operations.
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Emerging research on social media warfare reveals the critical 

importance of understanding platform-specific affordances and 

audience engagement patterns.15 Contemporary hybrid warfare 

leverages social media platforms as potent tools for PSYOP, 

targeting civilian populations through rapid dissemination of 

tailored messages designed to exploit algorithmic amplification 

mechanisms.16 Understanding these mechanisms is essential for 

developing effective counterstrategies.

Methods
Modern warfare increasingly depends on digital information 

dominance, where adversaries use sophisticated influence 

operations to shape narratives and undermine democratic 

institutions. SOF face unprecedented challenges countering these 

digital threats while maintaining operational effectiveness across 

multiple domains. This research develops adaptive communication 

frameworks enabling SOF units to effectively operate within and 

counter adversarial information ecosystems.

Research Design

This study employed an integrated research approach that 

combined a systematic literature review, case study analysis, expert 

consultation, and framework development methodology. The 

research design incorporated four distinct phases: (1) systematic 

review of existing literature on digital influence operations 

and military strategic communications, (2) detailed analysis of 

documented Russian and Chinese influence campaigns, (3) expert 

consultation with SOF personnel and IO specialists, and (4) 

development and validation of an adaptive communication networks 

framework through scenario-based testing.
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The methodological approach was designed to capture 

both the technological and human dimensions of digital 

influence operations while ensuring practical applicability to 

SOF operational requirements. This integrated research design 

enabled the triangulation of findings across multiple data 

sources, thereby enhancing the validity and reliability of the 

framework recommendations.

Data Collection
The rapid evolution of digital influence operations requires 

a comprehensive research approach to understand adversary 

capabilities and countermeasure requirements for special operations 

environments. This study’s data collection methodology captures 

the full spectrum of digital influence phenomena through systematic 

analysis of documented operations, expert practitioner insights, 

and empirical validation of proposed solutions. This approach 

ensures findings are grounded in both theoretical understanding 

and operational reality, providing actionable intelligence for SOF 

communication requirements.

Systematic Literature Review Protocol

A comprehensive search was conducted across multiple 

academic and policy databases, including JSTOR, ProQuest Military 

Database, Defense Technical Information Center, and specialized 

Adversaries use sophisticated influence operations to shape 
narratives and undermine democratic institutions. SOF face 
unprecedented challenges countering these digital threats.
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repositories from the Center for Strategic and International Studies, 

RAND Corporation, and Joint Special Operations University Press. 

The search covered publications from 2020 to 2025, focusing on 

peer-reviewed articles, government reports, and policy analyses.

Search terms included combinations of: “digital influence 

operations,” “information warfare,” “military strategic 

communications,” “special operations forces,” “counternarrative,” 

“adaptive networks,” “social media warfare,” “hybrid warfare,” and 

“narrative intelligence.” Boolean operators and proximity searches 

ensured comprehensive coverage while maintaining relevance to 

research objectives.

Inclusion criteria required documents to address either:  

(1) state-sponsored digital influence operations by major powers,  

(2) strategic communication challenges in digital environments,  

(3) SOF communication requirements in contested environments, 

or (4) technological solutions for counternarrative operations. 

Exclusion criteria eliminated commercial marketing studies, purely 

technical communications research, and historical analysis predating 

the social media era.

Case Study Selection and Analysis

Three categories of influence operations were systematically 

analyzed based on documented evidence and operational 

significance: (1) Russian information campaigns targeting NATO 

unity and Western democratic institutions, (2) Chinese digital 

influence strategies during electoral periods and crises, and (3) 

documented instances of convergent Russia–China operations 

demonstrating coordinated messaging.

Cases were selected using purposive sampling to ensure 

representation across different operational contexts, target 

audiences, and technological approaches. Primary sources  
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included intelligence assessments, platform transparency reports, 

academic case studies, and journalistic investigations with  

verified documentation.

Analysis methodology employed structured case comparisons 

using standardized coding frameworks to identify patterns in 

adversary tactics, techniques, and procedures. The analyzed 

variables included platform selection, audience targeting,  

message coordination, technological tools, timeline analysis,  

and effectiveness indicators.

Expert Consultation Process

Semi-structured interviews were conducted with 15 subject 

matter experts representing diverse perspectives on digital influence 

operations and SOF communications. Participants included current 

and former SOF personnel with IO experience, academic researchers 

specializing in digital warfare, intelligence analysts focused on 

adversary influence operations, and technology specialists working 

on military communication systems.

Interview protocols addressed five key areas: (1) current 

SOF communication challenges in contested environments, (2) 

assessment of adversary influence operation capabilities, (3) 

gaps in existing counternarrative approaches, (4) technological 

requirements for adaptive communication networks, and (5) 

organizational and training implications for SOF units.

Participants were selected through snowball sampling, beginning 

with recognized experts in SOF operations and information warfare. 

Geographic distribution included representatives from U.S. military 

institutions, allied partner nations, and academic institutions with 

relevant research programs. All interviews were conducted under 

appropriate security protocols, with content reviewed for  

OPSEC compliance.
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Framework Development and Validation

The adaptive communication networks framework was 

developed using systems engineering principles combined with 

human-centered design methodology. The development process 

included requirement analysis based on literature review and expert 

consultation findings, architectural design incorporating existing 

SOF communication systems, and integration planning for new 

technological capabilities.

Validation employed scenario-based testing using realistic 

operational vignettes developed in consultation with SOF planning 

personnel. Test scenarios included denied environment operations, 

crisis response communications, and extended counternarrative 

campaigns. Framework components were evaluated against 

effectiveness criteria, including responsiveness, security, 

interoperability, and scalability.

Data Analysis
Data analysis employed a systematic integrated approach 

combining qualitative content analysis of literature and case 

studies, grounded theory analysis of expert interviews, and multi-

criteria evaluation of framework components. This methodology 

ensured a comprehensive examination of adversary capabilities, 

identification of SOF communication requirements, and a rigorous 

assessment of proposed solutions across technical, operational, and 

security dimensions.

Qualitative Content Analysis

Literature review findings and case study data were analyzed 

using a systematic qualitative content analysis methodology. 

Initial coding employed both deductive codes derived from 

existing theoretical frameworks and inductive codes emerging 
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from data analysis. Primary code categories included adversary 

tactics, capability gaps, technological requirements, and 

organizational factors.

Thematic analysis identified patterns across different 

data sources, with particular attention to convergent findings 

regarding adversary capabilities and defensive requirements. 

Inter-rater reliability was ensured through independent coding by 

multiple researchers with reconciliation of discrepancies through 

consensus discussion.

Expert Interview Analysis

Interview transcripts were analyzed using grounded theory 

methodology to derive framework requirements and implementation 

priorities. Open coding identified key concepts and relationships, 

followed by axial coding to develop category relationships and 

selective coding to identify core themes.

Analysis employed a constant comparative method to identify 

similarities and differences across expert perspectives. Theoretical 

saturation was achieved when additional interviews provided no 

new significant insights regarding framework requirements or 

implementation challenges.

Framework Evaluation Methodology

Framework effectiveness was evaluated using a multi-

criteria decision analysis that incorporated expert judgment and 

scenario-based performance assessment. Evaluation criteria 

included technical feasibility, operational effectiveness, resource 

requirements, security considerations, and the complexity  

of integration.
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Quantitative scoring employed structured decision matrices 

with weighted criteria reflecting SOF operational priorities. 

Qualitative assessment incorporated expert feedback on framework 

components and implementation recommendations.

Results
Contemporary digital influence operations reveal a rapidly 

evolving threat landscape with sophisticated state-sponsored 

campaigns that challenge traditional military communication 

paradigms. Russian and Chinese operations demonstrate 

unprecedented coordination, technological advancement, and 

strategic targeting that collectively represent a fundamental shift 

in information warfare capabilities. These findings expose critical 

vulnerabilities in current SOF communication approaches while 

identifying requirements for adaptive networks capable of operating 

in contested digital environments.

Contemporary Threat Assessment

Analysis of documented influence operations revealed three 

primary categories of adversary capabilities that pose significant 

challenges to SOF communications, with each demonstrating 

distinct operational characteristics and technological sophistication.

Russian Information Operations Capabilities

Intelligence assessments revealed that Russian IO have 

evolved to incorporate AI for generating and spreading misleading 

narratives, with documented campaigns targeting U.S. electoral 

processes and allied democratic institutions.17 Russian operational 

approaches leverage multiple attack vectors simultaneously, 

including physical sabotage, cyber operations, and information 

warfare, creating complex challenges for defensive strategies.18
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The geographic scope of Russian influence operations 

extends globally, with particular emphasis on undermining NATO 

unity and allied cooperation. Analysis of Russian information 

campaigns reveals coordinated efforts to exploit perceived 

divisions within Western alliances, using platform-specific 

messaging to amplify discord and undermine collective defense 

mechanisms.19 This strategic approach requires counternarrative 

capabilities that can operate effectively across multiple linguistic 

and cultural contexts.

Russian operations demonstrate a sophisticated 

understanding of Western social media ecosystems and 

psychological vulnerabilities within target populations. 

Documented campaigns show integration of IO with kinetic 

activities, representing a fundamental shift in warfare that 

demands corresponding adaptations in SOF communication 

strategies.

Chinese Digital Influence Strategies

Chinese approaches to digital influence operations focus 

primarily on cyber espionage and influence campaigns 

targeting specific political figures and organizations, with 

documented attempts to hack devices associated with senior 

U.S. government officials.20 These operations demonstrate 

sophisticated intelligence collection capabilities integrated with 

influence activities.

Chinese IO exhibit opportunistic characteristics, amplifying 

Russian narratives when they serve Chinese strategic interests 

while maintaining independent messaging capabilities.21 This 

flexible approach enables Chinese operators to maximize 

influence while maintaining plausible deniability regarding 

coordination with other adversary nations.
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Meta’s analysis of Chinese influence operations reveals 

sophisticated audience-building strategies designed to establish 

credibility before deploying influence campaigns during critical 

periods such as major elections.22 This long-term approach to 

influence operations requires sustained counternarrative efforts 

that can identify and neutralize influence networks before they 

achieve operational effectiveness.

Convergent Threats and Operational Implications

Growing evidence indicates increasing coordination between 

Beijing and Moscow in digital influence efforts, leading to 

convergence in tactics and strategic objectives that amplify the 

overall threat to Western interests. This convergence multiplies 

the challenges facing SOF communication operations, requiring 

adaptive networks capable of countering coordinated multi-

adversary campaigns.

The technological sophistication of adversary influence 

operations continues to evolve rapidly. Emerging threats include 

AI-powered propaganda campaigns that can be precisely 

targeted to exploit societal divisions, sophisticated cyber warfare 

capabilities driven by AI algorithms, and potential deployment 

of autonomous weapons systems that could give small insurgent 

groups outsized military capabilities. These technological 

advances demand corresponding innovations in adaptive 

communication technologies and methodologies.

The absence of unified command structures for information 
operations across government agencies compounds  
these challenges.
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USSOCOM Capability Gap Analysis
Systematic assessment of current U.S. IO capabilities revealed 

multiple categories of deficiencies that significantly impact SOF 

effectiveness in contested digital environments.

Coordination and Integration Deficiencies

Assessment revealed approximately 15 different definitions 

of information-related capabilities across military services, 

undermining effective integration of IO with kinetic activities 

and reducing overall operational effectiveness.23 This conceptual 

fragmentation creates coordination challenges that adversaries 

can exploit through synchronized multi-platform campaigns.

Leadership assessments indicate that adversaries are 

outspending the U.S. on information activities, creating 

capability gaps that allow misinformation and false narratives 

to gain traction in critical operational areas.24 This resource 

disparity requires force multiplication approaches that leverage 

technological innovation and strategic partnerships to maximize 

impact from available resources.

The absence of unified command structures for IO across 

government agencies compounds these challenges. Recent 

organizational changes, including the dismantling of the Global 

Engagement Center and reductions in traditional strategic 

communication capabilities, have created coordination gaps 

that adversaries can exploit.25 Adaptive communication 

networks must account for these organizational limitations while 

providing SOF with autonomous capability to conduct effective 

counternarrative operations.
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Technical and Operational Limitations

Current USSOCOM communication systems demonstrate limited 

adaptability to rapidly-changing threat environments. Existing 

networks lack automated threat detection and response capabilities 

necessary for operating in contested digital environments where 

adversary electronic warfare and cyberattacks can disrupt traditional 

communication channels.

Analysis revealed insufficient integration between 

communication systems and intelligence platforms, limiting real-time 

threat assessment and response coordination. SOF units require 

seamless integration of communication, intelligence, and operational 

capabilities to maintain effectiveness against sophisticated 

adversary influence operations.

Training and doctrine development lags behind technological 

advancement and adversary capability evolution. Current SOF 

personnel lack specialized training in counternarrative operations 

and platform-specific communication strategies necessary for 

effective operations in digital environments.

Platform-Specific Communication Analysis

Comprehensive analysis of social media platform dynamics 

revealed distinct characteristics that significantly influence 

information flow, audience engagement patterns, and operational 

effectiveness for counternarrative strategies.

Individual Platform Characteristics

Twitter/X analysis demonstrated real-time communication 

capabilities that make it particularly effective for rapid narrative 

deployment and crisis communication. The platform’s algorithms 

favor trending topics and high engagement content, creating 
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opportunities for counternarrative operations but also vulnerabilities 

to adversary manipulation.

Facebook’s algorithm-driven content distribution enables 

sophisticated targeting of specific demographic segments 

through detailed user profiling and behavioral analysis. The 

platform’s community structure facilitates organic message 

amplification but requires authentic engagement strategies to avoid 

detection and removal.

Instagram’s visual-centric approach provides opportunities for 

narrative reinforcement through imagery and short-form video 

content. The platform’s younger user demographics require adapted 

messaging strategies that resonate with different generational 

communication preferences.

LinkedIn’s professional networking focus enables targeting 

specific occupational and industrial segments relevant 

to SOF operations. The platform’s emphasis on credible 

professional content provides opportunities for authoritative 

counternarrative deployment.

Cross-Platform Coordination Requirements

Effective social media strategies in military contexts require 

integration across multiple platforms to maximize reach and 

reinforce key messages through diverse communication channels. 

This multi-platform approach enables narrative reinforcement while 

reducing vulnerability to platform-specific disruption or censorship.

Digital diplomacy research demonstrates that multichannel 

orchestration strengthens reputation through cross-platform 

message consistency while enabling authentic emotional 

engagement with target audiences.26 These principles apply directly 
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to SOF counternarrative operations, where credibility and emotional 

resonance determine operational effectiveness.

The challenge of maintaining message consistency across 

platforms while adapting to platform-specific characteristics 

requires sophisticated content management systems. Effective 

cross-platform strategies must account for different audience 

expectations and engagement patterns while maintaining core 

narrative coherence and strategic objectives.

Audience Engagement Pattern Analysis

Media influence on public perception operates through selective 

exposure mechanisms that allow individuals to engage with content 

aligning with pre-existing beliefs while excluding opposing 

perspectives. Understanding these psychological factors is  

crucial for designing counternarrative strategies that can  

penetrate adversary information bubbles and reach target  

audiences effectively.

Analysis of U.S. influence operations revealed that covert 

accounts typically achieve low engagement rates, with the vast 

majority of posts receiving minimal likes or retweets. This finding 

emphasizes the importance of authentic engagement strategies 

that build genuine credibility rather than relying on inauthentic 

amplification mechanisms.

Effective military audience engagement requires an 

understanding of geographic concentration patterns and lifestyle 

factors that influence communication preferences. SOF operations 

benefit from targeted approaches that leverage knowledge of 

military community characteristics while maintaining  

OPSEC requirements.
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Adaptive Communication Networks Framework 
Development

The comprehensive framework developed through this research 

incorporates four interconnected components designed to address 

identified capability gaps while maintaining compatibility with 

existing SOF operational procedures and security requirements.

Network Architecture Specifications

Modern battle networks require dynamically reconfigurable 

mesh architectures capable of adapting to threats and disruptions 

while maintaining interoperability across multiple systems and 

security levels.27 These architectural principles were adapted 

for counternarrative operations requiring similar resilience and 

adaptability characteristics.

Lessons from the Ukraine conflict demonstrate the importance 

of resilient communication architectures that integrate military, 

government, and commercial domains while maintaining 

adaptability to changing electromagnetic conditions.28 SOF 

communication networks must incorporate these lessons while 

addressing unique OPSEC requirements.

The framework emphasizes redundancy and path diversity to 

ensure continuity of communication under adversarial pressure. 

Protected satellite communications and integrated space–

terrestrial networks provide resilient channels that maintain 

effectiveness against sophisticated electronic warfare threats.29 

These capabilities enable SOF units to maintain connectivity while 

operating in contested environments.
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AI-driven solutions can proactively identify and respond to 
emerging threats while optimizing communication strategies 
based on real-time audience engagement data.

Real-Time Adaptation Mechanisms

Contemporary military communication systems require real-

time threat detection and automated response capabilities to 

maintain effectiveness against rapidly evolving cyber threats. 

Adaptive communication networks must incorporate similar 

capabilities for counternarrative operations, enabling automatic 

adjustment of messaging strategies based on adversary responses 

and audience feedback.

Future communication systems will feature automatic 

reconfiguration and self-healing capabilities that defend against 

all weapon systems potentially impacting network continuity 

and resilience. These technical capabilities provide foundation 

technologies for adaptive networks that can maintain operational 

effectiveness under sustained adversary pressure.

The integration of AI and machine learning capabilities enables 

predictive adaptation based on pattern recognition and threat 

assessment. AI-driven solutions can proactively identify and respond 

to emerging threats while optimizing communication strategies 

based on real-time audience engagement data.

Counternarrative Integration Capabilities

Narrative statecraft represents a proactive approach to shaping 

perceptions through stories that codify meaning to events and 

behaviors, requiring SOF personnel capable of analyzing cultural 

patterns and co-creating interventions with joint and interagency 
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partners.30 This comprehensive approach recognizes that effective 

counternarratives must address both cognitive and emotional 

dimensions of audience engagement.

Effective counternarrative operations demand an in-depth 

understanding of adversary narratives and why they resonate with 

target audiences, as well as comprehensive strategic communication 

plans that directly support desired end states. Advanced analytical 

capabilities enable real-time assessment of narrative effectiveness 

and adversary response patterns. Social media analysis tools can 

provide near real-time event monitoring and population correlation 

to gauge the depth of network messaging penetration while 

capturing references to U.S. presence and activities.

Implementation Structure and Organization

Framework implementation requires the establishment of 

a dedicated counternarrative operations center that integrates 

personnel from IO, PSYOP, intelligence, and communications 

specialties. This organization should have the authority to 

coordinate counternarrative activities across SOF components while 

maintaining liaison with interagency partners and allied nations.

The counternarrative operations center should incorporate 

civilian expertise in social media analytics, cultural anthropology, 

and digital marketing to supplement military capabilities. Effective 

narrative statecraft requires personnel naturally predisposed to 

analyzing cultural patterns and social structures, though current 

numbers may be insufficient for anticipated requirements.31

Training programs should emphasize cross-cultural competency 

and platform-specific communication skills. Effective military social 

media engagement requires an understanding of target audience 

characteristics and communication preferences while maintaining 

OPSEC requirements.32
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Discussion
The evolution of digital battlespaces presents both significant 

challenges and unprecedented opportunities for USSOCOM 

to enhance strategic communication capabilities and counter 

adversarial influence operations. The sophisticated multiplatform 

influence operations deployed by Russia and China require equally 

sophisticated responses that leverage technological innovation while 

maintaining ethical standards and democratic values.

Framework Effectiveness and Validation

The adaptive communication networks framework provides 

a comprehensive approach to building resilient counternarrative 

capabilities that can operate effectively across diverse platforms 

and cultural contexts. The network-of-networks approach 

enables dynamic reconfiguration to address emerging threats 

while maintaining interoperability across SOF components 

and allied partners.

Scenario-based testing revealed that framework effectiveness 

depends heavily on integration quality between technological 

capabilities and human expertise. Automated systems excel at 

pattern recognition and threat detection, but human judgment 

remains essential for cultural sensitivity and strategic decision-

making in complex operational environments.

Validation exercises demonstrated that cross-platform 

coordination capabilities significantly enhance counternarrative 

effectiveness compared to single-platform approaches. However, 

maintaining message consistency while adapting to platform-

specific requirements requires sophisticated content management 

and quality control procedures.
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Critical Success Factors and Implementation 
Requirements

Analysis revealed that effectiveness depends on sustained 

investment in AI-powered analytical capabilities, development of 

cross-cultural competency among SOF personnel, and establishment 

of robust partnerships with technology companies and allied 

nations. Addressing current capability gaps requires sustained 

commitment to innovation and adaptation in the face of rapidly 

evolving adversary tactics. Leadership commitment emerged as the 

most critical factor for successful implementation. Without sustained 

organizational support and resource allocation, technological 

capabilities alone cannot overcome entrenched coordination 

challenges and institutional resistance to operational adaptation. 

Training and doctrine development must parallel technological 

advancement to ensure personnel can effectively employ new 

capabilities. Current SOF training programs require significant 

expansion to incorporate counternarrative operations and platform-

specific communication strategies.

Integration with Kinetic Operations

The integration of counternarrative operations with kinetic 

activities represents a fundamental shift in SOF operational 

approaches that demands corresponding adaptations in 

training, equipment, and organizational structures. Success 

requires synchronization of actions and words to build credibility 

Automated systems excel at pattern recognition and 
threat detection, but human judgment remains essential 
for cultural sensitivity and strategic decision-making. 
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while countering adversary attempts to undermine trust in 

democratic institutions.33

Military doctrine emphasizes that visible actions coordinated 

with credible words influence audiences more effectively than 

uncoordinated or contradictory actions and words. This principle 

requires adaptive networks capable of synchronizing narrative 

deployment with operational activities while maintaining OPSEC.34

Operational experience from ongoing conflicts demonstrates 

that IO integration with kinetic activities requires careful timing 

and coordination to maximize effectiveness while minimizing 

unintended consequences. SOF units must develop a sophisticated 

understanding of narrative timing and audience psychology to 

achieve strategic objectives.

Ethical Considerations and Democratic Values

Analysis of U.S. influence operations revealed that inauthentic 

tactics achieve limited effectiveness while potentially undermining 

Western credibility and supporting adversary objectives of attacking 

the objective truth. Effective counternarrative strategies must 

maintain ethical standards while achieving operational objectives. 

The framework emphasizes transparency and accountability in 

counternarrative operations. Democratic approaches to IO must 

balance security requirements with fundamental rights to freedom of 

speech and information access. This balance requires sophisticated 

Success requires synchronization of actions and  
words to build credibility while countering adversary 
attempts to undermine trust in democratic institutions.
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approaches that counter adversary narratives without replicating 

their unethical methods. Operational guidelines must address 

the potential for unintended consequences in counternarrative 

operations. Effective management of IO requires comprehensive 

approaches that balance security concerns with the protection of 

digital freedoms and democratic values.

Limitations and Constraints
Several significant limitations should be acknowledged when 

considering framework implementation. The rapidly evolving 

nature of digital technologies may outpace framework adaptation 

capabilities, requiring continuous updating and refinement  

of technological components and operational procedures. 

Resource requirements for full implementation may exceed 

current SOF budgetary allocations, particularly for advanced 

AI capabilities and specialized personnel training. Cost-benefit 

analysis suggests that phased implementation focusing on 

the highest-priority capabilities may be more realistic than 

comprehensive deployment.

Ethical constraints on democratic nations may limit 

counternarrative effectiveness compared to authoritarian 

approaches that employ deception and manipulation without 

legal or moral restrictions. This asymmetry requires innovative 

approaches that leverage democratic advantages while mitigating 

inherent disadvantages. Organizational resistance to change 

may impede implementation despite technological feasibility 

and operational necessity. Cultural transformation within SOF 

organizations requires sustained leadership commitment 

and demonstration of operational effectiveness to overcome 

institutional inertia.
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Future Research Directions and Technological 
Development

Emerging areas requiring investigation include quantum 

communication technologies for secure counternarrative 

coordination, integration of augmented and virtual reality 

technologies into influence operations, and development of 

comprehensive metrics for assessing counternarrative effectiveness 

in contested information environments. Future research should 

examine the potential for quantum communication technologies 

to provide secure channels that cannot be intercepted for 

counternarrative coordination. Quantum communication 

development represents a significant advancement in providing 

impenetrable encryption for sensitive military communications.

The integration of augmented and virtual reality technologies 

into counternarrative operations represents an emerging area 

requiring investigation. Immersive technologies may transform 

how conflicts are perceived and experienced, creating new 

opportunities for narrative influence while requiring corresponding 

defensive capabilities. Research should examine the potential for 

blockchain technologies to provide tamper-resistant narrative 

verification systems that enable audiences to distinguish authentic 

information from adversary manipulation attempts.

Adversary capabilities continue to evolve rapidly …
USSOCOM must act decisively to implement adaptive 
communication networks that can maintain effectiveness 
against these evolving threats.
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Continued research into cross-cultural narrative effectiveness 

is essential for SOF operations in diverse global environments. 

Understanding cultural factors that influence narrative resonance 

enables more effective targeting while reducing unintended 

consequences. Investigation of generational differences in 

information consumption and processing patterns will inform long-

term counternarrative strategy development. Different age cohorts 

exhibit distinct platform preferences and engagement patterns that 

require tailored approaches.

Research into the psychological effects of sustained information 

warfare exposure on both operators and target populations 

will inform operational guidelines and support requirements 

for SOF personnel conducting extended counternarrative 

operations. Development of comprehensive metrics for assessing 

counternarrative effectiveness remains a critical research 

requirement. Traditional communication metrics may be insufficient 

for evaluating operations in contested information environments 

where adversaries actively distort engagement signals.

Conclusion
The framework presented provides a comprehensive roadmap 

for building resilient, adaptive communication networks capable 

of supporting SOF operations in contested digital environments. 

Implementation success will require sustained leadership 

commitment, innovative partnerships, and continuous adaptation 

to emerging technologies and adversary tactics. The stakes 

extend beyond SOF operational effectiveness to encompass 

the broader defense of democratic values and institutions in an 

increasingly contested global information environment. Critical 

implementation recommendations include the establishment of a 

dedicated counternarrative operations center with integrated multi-

disciplinary personnel, investment in AI-powered narrative analysis 
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tools and resilient communication infrastructure, and development 

of partnerships with technology companies and allied nations for 

capability sharing and interoperability.

The urgency of addressing these challenges cannot be 

overstated. Adversary capabilities continue to evolve rapidly, 

incorporating AI-powered propaganda campaigns and sophisticated 

cyber warfare capabilities that threaten to overwhelm defensive 

measures. USSOCOM must act decisively to implement adaptive 

communication networks that can maintain effectiveness against 

these evolving threats while supporting SOF missions across 

the spectrum of conflict. Future effectiveness will depend on 

USSOCOM’s ability to balance technological innovation with human-

centered communication strategies that resonate with diverse global 

audiences. Narrative statecraft requires an understanding of cultural 

patterns and social structures combined with the ability to co-create 

effective interventions with partner organizations.35

The integration of counternarrative operations with kinetic 

activities represents a fundamental evolution in warfare that 

demands corresponding adaptations in military doctrine, training, 

and organizational culture. Success requires recognition that 

information superiority may prove as decisive as technological 

superiority in future conflicts. The adaptive communication 

networks framework offers a pathway for transforming current 

capability gaps into strategic advantages through systematic 

integration of technological innovation with human expertise. 

However, implementation requires unprecedented coordination 

across organizational boundaries and sustained commitment to 

innovation in the face of rapidly evolving threats. The research 

demonstrates that effective counternarrative operations require a 

sophisticated understanding of adversary capabilities, platform-

specific communication strategies, and cultural factors that influence 

narrative effectiveness. The framework provides structure for 
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developing these capabilities while maintaining ethical standards 

and democratic values that distinguish Western approaches from 

authoritarian alternatives.

The challenge facing USSOCOM extends beyond technical 

implementation to encompass fundamental questions about 

the role of IO in democratic societies. The framework addresses 

these concerns through emphasis on transparency, accountability, 

and respect for fundamental rights while providing effective 

capabilities for countering adversary influence operations. The path 

forward requires sustained commitment to innovation, adaptation, 

and coordination across multiple domains and organizations. 

The adaptive communication networks framework provides a 

foundation for this effort, but success ultimately depends on human 

judgment, cultural understanding, and strategic wisdom in applying 

technological capabilities to complex operational challenges.

Implementation requires unprecedented coordination across 
organizational boundaries and sustained commitment to 
innovation in the face of rapidly evolving threats.
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In an era where digital footprints are persistent, data is 

weaponized, and influence can travel faster than military force, 

security challenges extend far beyond the battlefield. The papers 

in this chapter examine the growing intersection of technology, 

information, privacy, and national security, highlighting how 

individuals, organizations, and operational forces are increasingly 

exposed to threats across physical, cyber, and cognitive domains.

Contributors explore issues that shape both personal and 
professional security, from signature reduction and the risks posed 

by social media and open-source intelligence to the vulnerabilities 

of critical infrastructure and the demands of cyber resilience. The 

chapter also addresses the evolving role of counterintelligence 

in a hyperconnected world, as well as the strategic implications 

of economic messaging, marketing, and influence operations. 

Together, these studies provide insights into the challenges of 

protecting identities, safeguarding missions, and maintaining 

competitive advantage.
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Introduction	
 Congress, in the National Defense Authorization Act from 

Fiscal Year 2026, defined digital force protection as the “policies, 

tools, and practices used to protect military personnel, operations, 

and critical assets from adversarial exploitation of the commercial 

digital surveillance economy, associated commercial data, and 

digital footprints.”1 This definition was positioned not as an ancillary 

concern but rather a critical enabler of special operations forces 

(SOF) mission success.2 Policymakers have rightly grasped the 

unmitigated risks to mission and force from the commercial digital 

surveillance economy and the digital footprints SOF leave behind—

characterized by conditions of ubiquitous technical surveillance 

(UTS). This necessitates an adequate doctrinal response.3 Digital 

force protection for SOF is not a defensive security discipline but 

rather the operational manifestation of signature reduction doctrine 

in the digital domain, enabling counteroffensive irregular warfare 

maneuver, survivability, and freedom of action for SOF in the  

UTS environment. 

The Operational Condition: Ubiquitous  
Technical Surveillance

The commercial digital surveillance economy is now a direct and 

persistent threat to SOF, not just in theaters of conflict but across 

operational and personal aspects of mission preparation as well. 

AI-enabled targeting,4 commercial surveillance ecosystems,5 open-

source intelligence,6 and data brokers have dramatically reduced 

the barriers adversaries face when tracking previously undetected 

force movements. This allows them to conduct extensive digital 

surveillance and compromise operations before they ever depart 

home station.7 This persistent and offensive problem extends 

across domains to wherever digital devices are in use, not just in 

theaters of conflict. Digital exhaust from units in forward operating 
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locations can be used for effects at home station, impacting service 

members’ families in disturbing ways and vice versa. This generates 

difficult-to-measure effects and erodes operational effectiveness 

while increasing risk.8 Where digital systems are used routinely, 

omnipresent information is produced, routinely collected, and 

exploited across time and space. 

These conditions characterize a UTS environment in which 

observability itself becomes a form of vulnerability that can be 

weaponized by adversaries with the aid of other technologies.9 

This vulnerability extends across what is now known as gray 

zone warfare. In such an environment, force protection cannot 

be limited to a series of defensive security measures in forward 

operating locations alone, augmented by operational security 

(OPSEC) measures at home.10 It must be grounded in an adequate 

counteroffensive doctrine that reclaims decision advantage and 

freedom under such prohibitive conditions before SOF depart to the 

operational area. 

Signature Reduction as  
Counteroffensive Doctrine

Warfare has progressed into an unrestricted format in which 

irregularity and asymmetry dominate.11 This gray zone warfare 

significantly challenges legacy systems and structures which 

struggle to adapt and keep pace as risk profiles increasingly 

span time and space with the help of digital technology, the 

phenomenon of UTS. This risk is both acute and generalized.12 

Where digital systems are used routinely, omnipresent 
information is produced, routinely collected, and exploited 
across time and space.
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Accordingly, maneuver suffers as the offensive technology-derived 

risks to mission and force growth. UTS poses such an existential 

threat because it collapses the boundaries of war and non-war, 

reaching from service members’ personal devices to the closed-

circuit television cameras which might physically place them in the 

operational area conducting sensitive activities. 

This leads to the discovery of signature reduction—the doctrinal 

counteroffensive corollary to unrestricted warfare in the gray zone. 

Signature reduction offers a holistic and ordered logic that promotes 

freedom of action under conditions of UTS. Its value proposition is 

not necessarily anonymity or invisibility for SOF in digital spaces, 

but rather adequate obfuscation, deception, and denial of adversary 

visibility. Properly understood, signature reduction is maneuver 

under surveillance, and thus operational survivability for the post-

digital age. Within this doctrinal foundation, digital force protection, 

the operational form in the digital domain, is discovered.

Digital Force Protection: Navigating the  
Digital Terrain

In gray zone warfare, digital terrain is not merely an OPSEC 

consideration prior to deployment but rather a critical battlespace 

that holds the key to positional and decision advantage in forward 

deployed locations. The conditions of UTS transform observability 

in digital terrain into vulnerability that spans time and space. Since 

digital technology makes SOF observable at home and during 

mission preparation, they now require digital safeguards in the 

operational area and prior to their arrival. We are vulnerable at home 

and in our daily lives simply by virtue of using digital devices and the 

commercial surveillance ecosystem which exploits them.13 Simply 

not having a digital presence is neither practical nor helpful, as the 

absence of a digital signature also becomes its own signature. Yet, 
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by correlating digital device data using vehicles in the commercial 

surveillance economy, adversaries can target specific individuals 

at-scale.14 This identity persistence amounts to risks to mission 

and force, especially for sensitive operational activity. Digital force 

protection, then, becomes maneuver in the digital terrain that 

mitigates or otherwise manages digital risk through policies, tools, 

and practices for SOF. 

Digital force protection does not necessarily seek anonymity 

or invisibility in the digital terrain. Rather, it enables navigating 

this terrain through signature management or controlling 

visibility. Digital force protection is not merely “security through 

obscurity,” but rather is a counteroffensive capability that holds 

power to shape digital observability, and thus, actively minimizes 

vulnerability and risk under conditions of UTS. The objective is to 

intentionally shape what an adversary may be able to observe. 

Adversary targeting depends not solely on collection but on 

attributing observability to an identity in time and space for 

some desired effect. Digital force protection disrupts this logic by 

degrading the adversary’s ability to correlate and attribute with 

certainty. It is, in some sense, “hiding in the noise.” Through digital 

force protection, freedom for action is preserved and survivability 

is extended—not because there is no digital footprint or signature, 

but because the digital footprint has been intentionally and 

systematically managed to control visibility according to desired 

operational outcomes.

We are vulnerable at home and in our daily lives simply 
by virtue of using digital devices and the commercial 
surveillance ecosystem which exploits them.
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As the digital terrain continues to grow, digital force protection is 

necessary to shape the battlespace and retain freedom for action 

often before physical movement occurs. This is to say, agility and 

decisiveness for SOF in digital terrain is shaped prior to their 

deployment. The commercial digital surveillance economy extends 

from the operational area to home station. Digital force protection 

reduces risk before SOF physically enter the operational area. These 

are not mere defensive force protection measures, or cybersecurity 

best practices, but functions of maneuver that shape operations. 

Mapping Digital Force Protection to Ubiquitous 
Technical Surveillance Threat Vectors

UTS poses a multi-vector threat to freedom for action, seeking to 

correlate and attribute identity across time and space persistently. 

UTS operates across online, electronic, financial, visual–physical, and 

travel vectors to disrupt SOF activities.15 Digital force protection is 

not specific to any of these vectors but functions across them and 

offers proactive multi-

domain signature 

management that 

shapes identity 

correlation and 

reduces attribution 

risk. It directly 

enables operational flexibility under conditions of persistent 

observability. Understanding these vectors is not merely academic; 

it informs the operational steps that shape SOF digital signatures 

before deployment.

Operationalizing digital force protection begins with individuals 

and their devices as the locus where key digital terrain is won or 

lost. When the battlefield is everywhere, everyone must respond 

to efforts to collect, correlate, and disrupt their activity; this 

Through digital force protection, 
freedom for action is preserved  
and survivability is extended.
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should begin in the personal setting and continue to apply in an 

operational one. This requires coordinated planning, decision-

making, and risk shaping from individuals to organizations before 

SOF deploy forward. Digital force protection is an operational effort 

that proactively shapes the digital terrain and denies the adversary 

observability. This begins in the pre-deployment environment 

where understanding and shaping activities are being conducted. 

Understanding adversary collection and correlation capabilities 

across UTS vectors is critical, and recognizing where SOF are 

exposed across UTS vectors uncovers hidden attribution risk for 

force movements. Implementing training and education programs 

to address this risk shapes the digital terrain prior to physical 

arrival.16 Coordinating team device usage to reduce attribution risk 

while forward deployed becomes standard operating procedure. 

By shaping individual digital signatures prior to deployment, digital 

force protection preserves operational initiative, reduces adversary 

targeting certainty, and extends SOF survivability under UTS.

Toward Counteroffensive Freedom  
for Action

Digital force protection is the operational form of a 

counteroffensive signature reduction doctrine. It proactively reduces 

attribution risk in the UTS environment and extends survivability 

and optionality in gray zone warfare, where digital terrain demands 

shrewd navigation. It begins with individuals and their devices 

and has operational impacts well before reaching the physical 

battlespace. Digital force protection does not seek invisibility 

but a managed signature, or reduced adversary observability 

and correlation of SOF prior to operational activity. A controlled 

digital footprint in the digital terrain is the key to navigating gray 

zone warfare, providing a doctrinal lens for planning, training, and 

decision-making in UTS environments. 
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By integrating digital 

force protection into 

planning, training, and pre-

deployment preparation, 

SOF translate signature 

reduction doctrine into 

real operational advantage, anticipating adversary collection and 

disrupting correlation attempts. This shapes their digital footprints 

in advance, creating freedom for action before deployment. 

This freedom for action translates to operational maneuver in 

the physical battlespace. Digital force protection thus degrades 

adversary targeting and attribution, transforming observability from 

a vulnerability into an opportunity for decisive action.

Digital force protection  
does not seek invisibility  
but a managed signature.
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Abstract
The proliferation of social media intelligence and open-

source intelligence (OSINT) has transformed the operational 

environment for special operations forces (SOF). While these tools 

offer opportunities for situational awareness, they simultaneously 

expose SOF personnel, families, and missions to unprecedented 

vulnerabilities. Adversaries—including near-peer competitors, 

terrorist networks, and non-state actors—leverage digital footprints 

to enable targeting, disinformation campaigns, and psychological 

warfare. Digital force protection (DFP) must be elevated from an 

individual responsibility to an institutionalized core competency 

within SOF. Drawing on recent case studies—including Strava’s 

exposure of U.S. bases, ISIS’s online radicalization tactics, 

China’s state-directed OSINT infrastructure, and Hamas’s use of 

encrypted messaging apps—analysis identifies five primary threat 

vectors: targeted violence, counter-SOF intelligence collection, 

influence operations, identity exploitation, and reputational risk. 

A blueprint for DFP grounded in education, technical safeguards, 

counterintelligence integration, whole-of-nation partnerships, 

and proactive influence capabilities is proposed. Ethical and legal 

considerations are also addressed. Ultimately, SOF can only preserve 

its operational advantage in irregular warfare by embedding 

resilience, foresight, and moral clarity into its digital practices.

Introduction
In the modern information environment, every digital action 

leaves a trace. The battlefield has expanded beyond the physical and 

kinetic to include the digital and cognitive. For special operations 

forces (SOF), whose success often depends on discretion, surprise, 

and trust, the rise of social media intelligence (SOCMINT) and open-

source intelligence (OSINT) represents both a tool and a threat.
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SOCMINT and OSINT exploit the openness of the digital 

ecosystem. Data once accessible only through classified collection 

is now available to anyone with a smartphone and an internet 

connection. Near-peer adversaries such as China and Russia, as well 

as non-state actors like ISIS and Hamas, increasingly exploit these 

digital footprints to track movements, intimidate families, manipulate 

narratives, and erode public trust.

Examining how adversaries 

exploit SOCMINT and OSINT 

against SOF identifies key 

gaps in current approaches 

to force protection and 

outlines a blueprint for institutionalized digital force protection 

(DFP). By reframing DFP as a mission-essential competency, SOF 

can safeguard its people, preserve operational advantage, and 

strengthen resilience in the 21st century.

The Digital Attack Surface

Social Media Intelligence and the Commodification  
of Identity

Social media platforms serve as real-time repositories of personal 

identity and behavior. SOCMINT enables adversaries to extract 

patterns from public and semi-public posts, geotags on Instagram, 

interactions on X (formerly Twitter), or fitness routes recorded on 

Strava. The 2018 Strava heat map incident, which exposed U.S. 

base perimeters in Syria and Afghanistan, demonstrated how user-

generated data could inadvertently reveal operational vulnerabilities.1 

What was intended as a benign fitness-sharing feature became an 

intelligence goldmine for adversaries.

In the modern information 
environment, every digital 
action leaves a trace.
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Open-Source Intelligence as an Aggregator of  
the Mundane

OSINT encompasses a broader array of data, from property 

records and commercial satellite imagery to LinkedIn profiles and 

academic publications. While each data point may seem innocuous, 

aggregation creates sensitive intelligence. Investigative groups such 

as Bellingcat have repeatedly shown how OSINT can geolocate 

troops, identify units, and verify strikes.2 For SOF, this capacity in the 

hands of adversaries creates persistent exposure.

Families and Civilian Partners as Targets

The attack surface extends beyond operators. Spouses, children, 

and contractors often lack training in operational security (OPSEC) 

but still leave exploitable digital traces. Russian information 

operations in Ukraine included harassment of soldiers’ families, 

spreading fear and eroding 

morale.3 Similar tactics 

could destabilize SOF family 

networks, eroding trust 

between the home front and 

the operational environment.

Case Studies in Adversary Exploitation

ISIS and the Weaponization of Social Media

ISIS pioneered the use of social media as both a propaganda 

tool and a tactical intelligence platform. Researchers at George 

Washington University’s Program on Extremism found that ISIS 

recruiters actively mined Twitter and Telegram not only to radicalize 

but also to identify potential Western fighters.4 For SOF, the lesson is 

clear: Adversaries can turn open platforms into recruitment pipelines 

and real-time intelligence sensors.

China has institutionalized 
open-source intelligence as  
a state capability.
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China’s Open-Source Intelligence Infrastructure

China has institutionalized OSINT as a state capability. The 

People’s Liberation Army and Ministry of State Security run 

extensive OSINT operations, often disguised as commercial 

or academic research centers.5 Through “civil-military fusion,” 

China integrates commercial big data firms and universities into 

intelligence collection, harvesting everything from Western military 

research papers to social media posts of military families stationed 

abroad. This blurs the line between civilian and military domains, 

making SOF personnel permanent subjects of surveillance.

Hamas, Telegram, and Hybrid Information Warfare

During the 2023 Israel–Hamas conflict, Hamas leveraged 

Telegram channels to broadcast propaganda, crowdsource 

intelligence from sympathizers, and manipulate the narrative of 

battlefield events.6 The immediacy of Telegram, coupled with its 

encrypted infrastructure, allowed Hamas to bypass traditional 

media filters and shape global perceptions in real time. This model 

demonstrates how non-state actors weaponize digital ecosystems to 

contest the influence advantage of SOF.

Deepfakes and the Future of Disinformation

Emerging technologies further complicate DFP. In 2022, a 

deepfake of Ukrainian President Volodymyr Zelensky appeared 

online, falsely urging soldiers to surrender.7 While quickly debunked, 

the incident illustrates the near-term risk of fabricated videos 

targeting SOF leadership or missions. Such tactics could erode trust 

within units, confuse allies, or delegitimize operations.
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Threat Vectors to SOF
The convergence of SOCMINT and OSINT manifests in five 

primary threat vectors. Each vector highlights that digital exposure 

is not ancillary—it is central to adversaries’ hybrid strategies.

1. Targeted violence and terrorism: Digital footprints enable 

physical targeting of SOF and families.

2. Counter-SOF intelligence collection: Adversaries aggregate 

data to map networks, deployments, and tactics, techniques,  

and procedures.

3. Psychological and influence operations: Manipulation of 

narratives undermines morale and legitimacy.

4. Identity and credential exploitation: OSINT fuels phishing, 

credential theft, and cyber intrusions.

5. Reputational and institutional risk: Viral disinformation, 

scandals, or deepfakes can erode public trust.

Current Gaps in Digital Force Protection
Individual burden versus institutional responsibility. Current 

OPSEC models overemphasize personal responsibility, failing to 

address systemic vulnerabilities. RAND’s assessment of Russian 

propaganda models stresses that structural features of the 

information environment, not just user behavior, drive exploitation.8

Reactive posture. SOF responses to digital threats are typically 

reactive. After Strava, guidance was updated; after deepfakes, 

workshops were initiated. But adversaries evolve faster than 

doctrine, leaving SOF perpetually behind the curve.

Fragmented authorities. Cyber, counterintellligence (CI), 

family support, and psychological operations all touch DFP, yet 
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remain siloed. This fragmentation undermines coherence and 

speed of response.

A Blueprint for Digital Force Protection
Addressing the vulnerabilities created by SOCMINT and OSINT 

requires a shift in mindset: DFP must move from a series of ad 

hoc initiatives toward a fully integrated mission competency. The 

following blueprint outlines a holistic approach that spans education, 

technology, CI, partnerships, and influence. Rather than a checklist 

of isolated actions, it should be understood as an interconnected 

system that redefines how SOF conceives of readiness in the 

information age.

The first step is cultural. Just as physical fitness and weapons 

proficiency are non-negotiable elements of SOF identity, digital 

resilience must be considered foundational. Operators must 

understand that every digital action—whether a family member’s 

photo on Instagram, a personal LinkedIn update, or a fitness 

tracker route—carries operational implications. This cannot be 

achieved by one-off briefings; it requires embedding digital literacy 

and adversary exploitation scenarios throughout professional 

military education, unit training cycles, and even family support 

programming. Scenario-based exercises, in which adversary analysts 

demonstrate how quickly a digital footprint can be assembled into 

actionable intelligence, can make the threat tangible. Families must 

Just as physical fitness and weapons proficiency are non-
negotiable elements of SOF identity, digital resilience must 
be considered foundational.
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be brought into the fold—not as passive bystanders, but as active 

participants in the culture of digital resilience.

Technical safeguards form the second layer. The SOF enterprise 

should adopt privacy-enhancing tools at scale, from metadata 

scrubbers and virtual private networks to encrypted communication 

platforms designed for secure personal use. Automated monitoring 

systems can flag when operators’ personal data surfaces in risky 

contexts—such as breached databases or hostile online forums—

providing timely alerts before adversaries exploit it. Equally critical 

is the ability to remove harmful content quickly. Building formal 

partnerships with social media companies, including escalation 

channels for rapid takedown of doxxing or manipulated media, can 

prevent adversary exploitation from metastasizing. These safeguards 

must be enterprise-wide to avoid the current inequities where 

protection is uneven across units and families.

CI must also evolve. Historically, CI focused on detecting insider 

threats and hostile intelligence services. In the SOCMINT/OSINT era, 

digital exposure is itself an intelligence vector. SOF CI programs 

must therefore incorporate red teaming of digital vulnerabilities, 

mirroring adversary collection techniques to identify gaps. Lessons 

learned should not remain siloed but be disseminated across 

commands to anticipate emerging tactics. Moreover, CI support 

should extend to families and contractors, ensuring that the most 

vulnerable members of the SOF ecosystem are not left unprotected.

SOF counterintelligence programs must therefore 
incorporate red teaming of digital vulnerabilities, mirroring 
adversary collection techniques to identify gaps.
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No single organization can manage this challenge alone. A fourth 

dimension of DFP is the cultivation of whole-of-nation partnerships. 

Civilian technology companies own the platforms where SOCMINT 

is harvested; universities and non-governmental organizations are 

at the forefront of OSINT research; allied militaries face the same 

adversaries and can share best practices. SOF must formalize 

partnerships with these actors, creating mechanisms for joint 

training, shared analysis, and rapid response. In doing so, DFP can 

evolve into a collective resilience effort, drawing strength from the 

distributed expertise of the broader national security ecosystem.

Finally, SOF must move from a purely defensive posture to 

proactive influence. Adversaries exploit digital ecosystems not only 

to collect intelligence but also to shape narratives. Countering this 

requires more than just debunking disinformation after the fact. 

Instead, SOF should invest in rapid counter-disinformation task 

forces, capable of detecting hostile campaigns early and responding 

with credible, transparent narratives. Building ethical influence 

capabilities that align with democratic values will allow SOF to 

contest the information environment while preserving legitimacy. 

The goal is not to manipulate, but to reinforce truth, trust, and 

operational credibility.

Taken together, these measures represent more than a 

blueprint—they form a doctrine of digital resilience. Education 

fosters awareness, technical safeguards limit exposure, CI integration 

detects and neutralizes threats, partnerships extend capacity, and 

proactive influence secures the information terrain. In this model, 

digital force protection becomes inseparable from mission readiness, 

ensuring that SOF can continue to operate in an era where every 

pixel, post, and data point is a potential vulnerability.
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Ethical and Legal Considerations
SOF must avoid overreach. Protecting families from exploitation 

cannot justify blanket surveillance. International law, including norms 

articulated in the Tallinn Manual, underscores the importance of 

proportionality and necessity in cyber operations.9 The balance 

lies in safeguarding without undermining the civil liberties SOF 

ultimately defends.

Conclusion
The information environment has permanently altered the 

calculus of force protection. SOCMINT and OSINT offer adversaries 

unprecedented opportunities to target, harass, and manipulate SOF. 

The cost of inaction is operational surprise, eroded legitimacy, and 

compromised readiness.

By institutionalizing DFP through education, technical 

safeguards, CI integration, partnerships, and influence operations, 

SOF can regain initiative. This is not merely about defending data; 

it is about preserving trust, resilience, and mission advantage in the 

digital battlespace.
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Abstract
The scope of critical infrastructure extends widely, impacting 

personal lives, work environments, and national security interests. 

The digitization and connectivity of critical infrastructure, while 

offering the advantages of enhanced usability and functionality, 

also increases the attack surface available to adversaries who 

are interested in targeted and widespread disruption of a range 

of applications and services. Although frailty and fragility have 

traditionally been used in the context of increased risk of negative 

health outcomes, the internet and its connected networks, too, 

have come to exhibit both frailty and fragility, leading to current 

challenges with the cyber resilience of critical infrastructure.  

This discussion provides a framework for examining the  

intricate relationship between frailty, fragility, and the resilience  

of critical infrastructure. 

Introduction
Critical infrastructure assumes a vast scope, and its operations 

underlie much of what people do in their personal lives, work 

environments, and operational missions. To consider the scope 

of what critical infrastructure entails, one needs to only look 

at the range of the Cybersecurity and Infrastructure Security 

Agency (CISA) portfolio. As a United States federal agency, CISA 

is responsible for protecting physical and cyber infrastructure 

and considers 16 different sectors as core components of critical 

infrastructure.1 These include chemical, commercial facilities, 

communications, critical manufacturing, dams, defense industrial 

bases, emergency services, energy, financial services, food and 

agriculture, government services, healthcare and public health, 

information technology, nuclear, transportation, and water and 

wastewater systems. While previously many of these critical 

infrastructure sectors were primarily in the physical world, they are 
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now rapidly being digitized 

and connected to the internet 

to enable automation, remote 

access, and real-time data 

processing. This connectivity 

also opens the attack surface 

of critical infrastructure by 

providing adversaries with 

opportunities to exploit vulnerabilities in these services. For example, 

in October 2024, several rural water systems in Texas were attacked 

by the Cyber Army of Russia Reborn, causing the water system to 

overflow and eventually have to be manually overridden.2 According 

to the State of Critical Infrastructure Resilience Report, in 2024 

alone, 62 percent of water and power operators in the U.S. and U.K. 

were hit by cyberattacks, 59 percent of which were launched by 

nation-state actors.3 

Threats to critical infrastructure have the potential to disrupt 

everyday activities with varying degrees of severity. The exploitation 

of vulnerabilities in critical infrastructure impacts not only cyber 

resilience but also poses technical and privacy threats to both 

online and offline environments. Cyber resilience is broadly 

understood as the ability to anticipate, respond, and recover from 

cyber incidents.4 Specifically, the National Institute of Standards of 

Technology (NIST) SP 800-160 asked if an “organization’s strategic 

activity increases fragility,” and the 2024 President’s Council on 

Science and Technology noted “an increasingly fragile society…

with often fragile cyber-physical systems.”5 The internet, which is a 

building block of digitized critical infrastructure, has been called a 

“robust yet fragile” complex network due to its ability to withstand 

random component failures while still being vulnerable to attacks 

on targeted components.6 Similarly, global information systems 

have been said to exist in a state of “fragile and inchoate” stability, 

Threats to critical 
infrastructure have the 
potential to disrupt every-
day activities with varying 
degrees of severity. 
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calling for strategic cyber plans that consider the capabilities of our 

adversaries in cyberspace.7  

This research conceptualizes the frailty and fragility of critical 

infrastructure systems. In general, fragility evokes notions of 

rupture and disruption. Objects, beliefs, health, relationships, and 

networks have all been called fragile based on their tendency to 

be readily disrupted, ruptured, or damaged while being difficult 

or impossible to restore. On the other hand, frailty denotes a loss 

or decline in certain physical, social, and psychological capacities 

and is commonly associated with age or weakness. Both frailty 

and fragility are evident in the web and the increasingly digitized 

critical infrastructure, which are subject to various internal and 

external pressures. 

Contributions are as follows. It argues that there are two linked 

phenomena in the context of cyber resilience of critical 

infrastructure: frailty and fragility. These phenomena have 

traditionally been used in the context of negative health outcomes, 

but there is a difference between the two. Whereas frailty is 

described as a consequence of intrinsic factors that cause 

continuous decline, fragility is described as a consequence of 

extrinsic factors such as unfavorable social conditions.8 This research 

introduces a model for analyzing frailty and fragility of critical 

infrastructure in the context of cyber resilience, and provides  

a novel interdisciplinary framework for examining how broader 

socio-economic and political factors exert a variety of pressures on 

critical infrastructure.

The rest is organized as follows. An overview of the pace layering 

framework, which has been used in systems theory to explain how 

complex systems evolve over time will be presented. The pace laying 

framework will be used to illustrate how the pace layers induce a 

range of internal and external pressures on critical infrastructure. 
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Next, there is a presentation of the model of frailty, fragility, and 

cyber resilience, along with the limitations and practical implications 

of this model. But first, frailty and fragility from an interdisciplinary 

perspective will be examined.

Section 1
Related Work 

While fragility has been studied more widely across disciplines, 

frailty is mostly associated with aging and health. This section will 

present an overview of these phenomena. 

Fragility

In systems theory, fragility has been defined as the state where a 

system suffers a sudden unexpected failure that propagates fast and 

is caused by “small disproportionate stimuli.”9 In the field of package 

design, fragility refers to the amount of mechanical shock an item 

can survive on its own.10 

Fragile states are a term often encountered in the area of “state-

building,” which refers to the context of political relationships 

between governments and their citizens.11 Fragility has also been 

described as an outcome of a failed social contract between citizens 

of a state and their institutions resulting in the failure of the state to 

meet its people’s expectations, where fragility has been described 

as the opposite of resilience.12 In 2015, the Fund for Peace published 

the Fragile States Index which highlighted the role of geopolitical 

conflicts, polarized internal politics, and rivalries between the great 

powers, among other factors in undermining the resilience of states 

to disruptions.13 Another characterization of the fragility of states 

was developed by the Organization for Economic Cooperation 

and Development, which defined the fragility of a state as “the 

combination of exposure to risk and insufficient coping capacities of 
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the state, system and/or communities to manage, absorb or mitigate 

those risks.”14 

Agreements and compromises have also been studied for their 

fragility.15 Compromises have been described as fragile, due to the 

“pluralities of justifications” of individuals and institutions involved.16 

Fragility has also been studied in the context of belief systems, self-

esteem, psychological wellbeing, and interpersonal relationships.17 

Likewise, fragility has been studied in power grids, algorithm 

design, and financial systems.18 Other studies of fragility have been 

conducted in the context of statistical confidence of clinical case 

trials as well as in the area of ecosystems.19 

Frailty

Frailty has been primarily studied in the context of aging.20 

Frailty in aging has been described as an “accumulation of deficits,” 

and as a state of health affected by losses in one or more of three 

domains: physical, physiological, and social.21 Continuing the theme 

of deficits and decline, frailty has been described as a state of 

vulnerability due to a lifetime of declining physiological systems.22 

Physical frailty has been described as an outcome of decline in three 

systems: musculoskeletal, metabolic, and stress response systems.23 

The preceding overview of fragility and frailty shows the 

widespread adoption of the notion of fragility in diverse systems, 

while the notion of frailty is mostly focused on aging human 

health. The next section presents an overview of the pace-layering 

framework, which describes how complex systems evolve over time 

in response to socio-political and technological factors. Such a 

view of system evolution is crucial to understanding the pressures 

on critical infrastructure systems, which possess complexity in 

both time and scope. The pace-layering framework will provide 
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the foundation for examining the cyber resilience of critical 

infrastructure in response to various internal and external pressures. 

Section 2
Pace-Layering Framework

In a 2020 article in the MIT Journal of Design and Science, 

Stewart Brand presents a theory of complex systems involving 

layers. This theory conceptualizes that complex systems have 

components or layers that move at different paces. From bottom 

to top, these layers (in order) are: nature, culture, governance, 

infrastructure, commerce, and fashion/art.24 In this order, the layers 

move in increasing speed from the lowest layer, which is the slowest 

(nature) to the topmost, fastest layer (fashion/art). See Figure 1. 

Brand used this theory to study the evolution of civilizations over 

time, as well as macro movements in ecosystems and other complex 

systems. According to this theory, the pace of individual layers 

determines the long-term vitality of the system. For example, when 

a slow-moving layer like nature moves at a much faster pace than 

   Figure 1. The pace-layering framework. Source: Stewart Brand
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its usual slow pace, the abnormal pace of the nature layer can lead 

to massive disruptions such as those seen during earthquakes and 

other natural disasters. Similarly, when the governance of a system 

or society moves at a faster pace than is appropriate for that layer, 

it leads to social unrest as seen during the French and Russian 

revolutions. Complex systems need the lower, slower layers for 

scaffolding and absorbing the shocks that result from the faster 

pace of the upper layers. 

The pace-layering framework’s applicability has extended to 

different domains, including the design of residential structures and 

sustainable cities.25 It has also been used to study how collaborative 

tagging systems found in websites and online social networks 

operate at the upper layers of information architecture systems.26 

In other applications, the pace layering framework has also been 

used to study how organizations respond to the introduction of 

newer (intelligent) technologies, since these technologies cause the 

layers to change at different rates.27 Another example of the pace 

layering framework is in the study of the impact of ransomware 

incidents on the cyber insurance industry, where it was shown that 

although ransomware impacts were mostly felt at the commerce 

layer, ransomware-associated challenges impacted the culture, 

governance, infrastructure layers as well.28

The pace-layering framework29 is used to explore the pressures 

exerted on critical infrastructure by the mismatched pace of 

movement of various layers. The next section presents an overview 

of these pressures.

Section 3
Pressures on Critical Infrastructure Systems

Critical infrastructure systems are subject to a variety of 

internal pressures that are a result of sprawling networks and the 
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hardware and software that connects the networks. In 2024, the 

North American Electric Reliability Corporation estimated that the 

number of vulnerabilities in both virtual and physical electric grid 

infrastructure rose from approximately 22,000 vulnerabilities to 

approximately 24,000 vulnerabilities, with an increase of about 

60 per day.30 External pressures on critical infrastructure arise 

from the interdependence of societal, geopolitical, legal, and 

economic factors. These include regulation and policy initiatives, 

proliferation of cyber adversaries, and the increasing complexity 

and interoperability issues of emerging technologies. In the ongoing 

Russia–Ukraine conflict, groups like Sandworm that are linked to the 

Russian military intelligence agency have deployed malware against 

Ukrainian power systems.31 Conflicts between the two countries have 

also resulted in information warfare along the lines of psychological 

operations, where pro-Russia and pro-Ukraine hacktivists (e.g., 

KillNet vs. Anonymous) waged information and distributed denial 

of service (DDoS) campaigns globally.32 Other examples of 

ideologically-motivated hacktivism include leaks from the group 

called Guacamaya, which aims to expose corruption and corporate 

environmental harm.33

Hardware attacks and software attacks represent another key 

source of pressures on critical infrastructure systems. Hardware 

attacks are not as widespread as software attacks due to the 

complexity of exploiting existing hardware vulnerabilities or 

intentionally engineering devices with compromised hardware 

components. Still, they are becoming more prominent in 

cyberwarfare, since they can be covertly launched while evading 

most malware detection software and disabling critical security 

mechanisms. In 2023, over 50 percent of the most exploited 

vulnerabilities in critical infrastructure were initially exploited 

as zero-days.34 Attacks such as LoJax and Black Lotus use 

sophisticated attack mechanisms by targeting the firmware and 



318318

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

boot processes, causing the malware to be deployed before the 

operating system loads. LoJax has been used to target government 

organizations in Eastern Europe, and Black Lotus has been found for 

sale on hacker forums.35 The distributed nature of internet of things 

(IoT) networks increases the attack surface, since these devices 

lack the computing power to execute sophisticated cryptographic 

data protection mechanisms. An example of such an attack is 

the 2025 data breach at Mars Hydro, a grow-light manufacturer, 

which resulted in the exposure of 2.7 billion IoT device records 

including Wi-Fi network names, passwords, IP addresses, and 

device identifiers.36 A taxonomy of various hardware challenges is 

presented in the NIST report on hardware security failure scenarios 

which categorizes hardware weaknesses in 13 categories and maps it 

to the Common Weakness Enumeration list.37 

Human-computer interaction is yet another source of pressure 

on critical infrastructure. Social engineering, which has consistently 

been ranked among the top causes for data breaches over the years, 

is a lucrative mechanism for cyber adversaries for targeting a range 

of users. Spear-phishing is a commonly employed social engineering 

attack mechanism and was used in the 2023 LookBack malware 

through phishing emails with malware in the attachments.38 Phishing 

attacks powered by AI were found to have a 54 percent click-

through rate, compared to just 12 percent for traditional human-

crafted phishing emails.39 These phishing emails impersonated 

a U.S.-based engineering licensing board, and the attachment 

activated remote-access Trojans that enabled the attackers to 

completely take over the compromised endpoints. The ZipLine 

phishing attack in 2025 targeted U.S. manufacturing and supply 

chain-critical companies.40 Attackers exploited legitimate-looking 

business interactions to deliver custom malware implants, leading 

to stolen intellectual property, ransomware extortion, financial fraud, 

and significant disruptions to critical supply chains. Users also 
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tend to delegate security responsibilities to others and downplay 

their individual role in safeguarding their networks.41 Further, 

insider threat continues to be a significant source of pressure on 

information systems, with 83 percent of organizations listing at least 

one insider attacker in 2024.42 

Additional pressures on critical infrastructure arise from the 

incentives inherent in cybercrime activities. In a 2012 Foreign Policy 

article, Josh Rogin called cybercrime the “biggest transfer of wealth 

in history.”43 In 2024, cybercrime was estimated to have cost the 

world $9.5 trillion.44 The pace of adoption of new and emerging 

technologies poses several risks to critical infrastructure systems, 

including an increased attack surface, poorly tested operational 

environments, and lack of user awareness about secure end-user 

behaviors. Another crucial factor impacting external pressures on 

critical infrastructure is related to natural disasters, compounding 

the impact of extreme weather events, pandemics, and simultaneous 

cyberattacks. A report by the Stimson Center described how the 

impact of cyberattacks is amplified during natural disasters due to 

surge in online scams and malicious activities.45  

The next section presents a model incorporating the pace-

layering framework to illustrate the interdependence of pressures, 

frailty, fragility, and cyber resilience in critical infrastructure. 

Section 4 
Model of Frailty and Fragility in Critical Infrastructure Systems

One of the first simultaneous explorations of frailty and fragility 

as distinct but related conditions was conducted in the context 

of aging.46 There, the authors denote frailty as a consequence of 

ongoing decline caused by biological, psychological, economic, and 

social factors. Frailty resulted in decreased resistance to stressors 

and was found to be a predictor of negative health outcomes. On 
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the other hand, the authors describe fragility as an outcome of 

frailty. Fragility denoted a stable state of social vulnerability, in 

contrast to frailty, which was an ongoing state of decline. 

These insights derive the markers of frailty and fragility in critical 

infrastructure and their impact on the cyber resilience of critical 

infrastructure. Figure 2 shows this model of frailty and fragility in 

critical infrastructure. 

While the original pace-layering framework has six layers (nature, 

culture, governance, infrastructure, commerce, and aesthetic), this 

model excludes the aesthetic layer due to its minimal relevance 

to the context of cyber resilience of critical infrastructure. The 

layers used in this model are indicated on the top left by dotted 

lines: nature (N), culture (Cu), governance (G), infrastructure (I), 

   �Figure 2: A model of frailty, fragility, and cyber resilience in critical infrastructure. 
Source: Author
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and commerce (Co). Figure 2 shows how mismatched rates of 

change across these five pace layers are responsible for imposing 

internal and external pressures on critical infrastructure systems. 

In turn, these pressures cause deficits (or vulnerabilities) in critical 

infrastructure, which, when accumulated over time, contribute 

to the increasing frailty of critical infrastructure. The interplay 

between the pressures caused by mismatched growth layers, the 

resulting deficits, and the ensuing frailty negatively impact the cyber 

resilience of critical infrastructure. Another significant aspect of 

the model is adversarial interference (indicated by dashed lines), 

which impacts every aspect of the life cycle of critical infrastructure 

systems. Adversarial interference arising from various motives 

for conflict compounds these pressures and deficits, increasing 

their impact on the frailty, cyber resilience, and fragility of critical 

infrastructure systems. 

It should be noted that critical infrastructure systems can remain 

in a frail state for extended periods of time while still functioning 

at some pre-determined baseline level of usability, functionality, 

and even security. This is mainly due to the distributed nature of 

software solutions such as patches and software versions that are 

routinely deployed to improve functionality and security. However, 

patched solutions alone can’t fix the inadequacies of frail and fragile 

critical infrastructure systems. The variable success rate of the 

patch lifecycle due to various factors such as inadequate testing, 

compatibility issues, environment complexity, and process failures 

means that the success of patching as an intervention for frail 

systems is uncertain. A recent report suggested that approximately 

20 percent of patches failed to install correctly, leading to potential 

security gaps and increased risk exposure. The report also showed 

that the energy sector, a critical infrastructure sector, experienced 

the longest delays in patching, with an average of 90 days to patch 
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vulnerabilities, while that in financial services (another critical 

infrastructure sector) averaged 45 days.47

  Figure 2 shows how frail systems could transition into a state 

of fragility, although once a critical infrastructure system is in a 

frail state, it could stay in this state depending on the interventions 

that are deployed to maintain the system. While patching was 

described earlier as an intervention for frail systems, another 

example is compatibility between older and newer technologies. 

For example, consider critical infrastructure systems with legacy 

code that co-exists with modern information system components. 

Such co-existence offers a temporary intervention for the frailty of 

system components. A 2025 report on legacy code in banks noted 

that approximately 70 percent of banks globally continue to rely 

on legacy systems, while over 60 percent of U.S. hospitals operate 

critical applications on legacy software.48

However, not all interventions enable critical infrastructure 

systems to stay in a state of ongoing decline without further 

deterioration. Some frail systems, when subject to additional 

unfavorable external conditions such as chaotic disturbances or 

information asymmetries, transition into a state of fragility. This 

is the state in which the critical infrastructure system can be 

readily disrupted, ruptured, or damaged while being difficult or 

impossible to restore. These chaotic disturbances are marked by 

sudden changes in the operating environment of the system and 

can be spurred by a variety of interacting circumstances. The 2021 

attack on the Oldsmar water treatment plant in Florida was caused 

by a remote attacker who gained access to the software system 

and increased sodium hydroxide levels in the water. This plant 

was also running legacy software (Windows 7) with no firewall 

and used a shared remote desktop software (TeamViewer) on an 

aging control system.49 
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Another example of a frail critical infrastructure system pushed 

into a fragile state by a cyber incident is found in the 2022 power 

outages in Puerto Rico. In this incident, the electricity grid was 

attacked by hacktivists resulting in grid instability and frequent 

blackouts. The grid was also subject to several pressures in the 

preceding years due to hurricanes damaging an already aging, 

partially automated control system.50 In recent years, such chaotic 

disturbances have affected information systems around the world in 

various ways as evidenced by the effects of the COVID-19 pandemic, 

wars and geo-political conflicts, technological disruptions such 

as AI tools, and broader socio-economic and political influences. 

For example, a combination of ransomware, organizational 

transitions, the COVID-19 pandemic, and broader geopolitical 

conflicts contributed to an Australian beverage company’s supply 

chain disruption.51 Additionally, information asymmetry involved 

in cyber defense is a prominent cause of the transition to fragility. 

In the 2021 Colonial Pipeline attack, a ransomware attack by the 

DarkSide ransomware group led to a halt in fuel distribution along 

the east coast of the United States. This problem was compounded 

by misinformation that suggested that the fuel supply had been 

destroyed. As this news began to circulate, panic buying ensued, 

leading to actual fuel shortages and price spikes. 

The pressures on critical infrastructure are further deepened by 

the enterprise-like activity of cyber adversaries, some of whom are 

funded by nation-state actors and entities with differing ideological 

motives. Groups such as Lockbit, Conti, and DarkSide are known for 

Approximately 70 percent of banks globally continue to rely 
on legacy systems, while over 60 percent of U.S. hospitals 
operate critical applications on legacy software.
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running their adversarial cyber operations like businesses. LockBit 

offered affiliates malware, an admin/affiliate portal, negotiation 

templates, and a leak site that pressures victims. Ransomware 

operations such as those run by DarkSide are equipped with 

sophisticated currency laundering tactics and leak sites, where 

the pricing and collections behavior of ransomware operations 

resembles a predatory business model.52 For such adversaries, a 

single hit on a critical infrastructure system is a matter of immense 

success on several fronts, including but not limited to geopolitical 

conflict and financial gains. 

A critical infrastructure system in a fragile state is at risk of 

several undesirable outcomes, such as unexpected behaviors; 

reduced or non-existent assurances of confidentiality, integrity, and 

availability; vulnerability to breaches and attacks; and even service 

disruption. In this state, critical infrastructure systems are in need of 

drastic overhaul. Fragility in critical infrastructure, thus, represents 

the widest possible range of deficits, pressures, and declines that a 

system can be subject to before its eventual replacement or removal. 

Section 5
This section presents the limitations of this model of frailty 

and fragility in critical infrastructure and describes areas of future 

research related to interventions for reducing frailty and fragility. 

Limitations
Interdependence of Pace Layers

In the pace-layering framework, each of the six layers is assumed 

to be independent of the other. In practice, such independence 

can’t be stipulated. For example, the slowest two layers (nature 

and culture) display elements of interdependence. Changes in the 

natural environment of a complex system affects the patterns of 
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social interactions of individuals and organizations inhabiting that 

natural environment, eventually affecting the culture. The same 

is true of all other layers in the pace-layering framework, since 

feedback loops of varying degrees exist not only between adjacent 

layers but also between non-contiguous layers. In the context 

of critical infrastructure environments too, this interdependence 

manifests in terms of correlations between the nature, culture, 

governance, commerce, and infrastructure layers.53 As is true of 

most real-world phenomena, the interdependence between layers 

is difficult to model due to the inherent complexity of many-to-

many relationships. Still, the assumption of independence between 

the layers remains a limitation in understanding the induced 

pressures and deficits, and consequently limits our understanding 

of frailty, fragility, and the cyber resilience of critical infrastructure 

systems. Thus, additional research is required to understand and 

model interdependence between layers of frail and fragile critical 

infrastructure systems.

Information Asymmetries

In this model of frailty and fragility for critical infrastructure, 

information asymmetry served as a catalyst to transform a 

system from a state of frailty into a state of fragility. There are 

various perspectives in the study of information asymmetry. One 

perspective is that of an imbalance of resources between attackers 

and defenders in networked environments.54 Due to this imbalance, 

defenders are burdened with the responsibilities of constant 

monitoring and securing all possible entry points and network 

transactions, while attackers only have to find one flaw or lax entry 

point through which they can enter a network. Another particularly 

potent form of information asymmetry is that of the vectors 

of information spread, along with the social dynamics in which 

information is embedded and processed. This has led to the current 
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challenges facing information, where users are unable to discern 

between its truth or falsity, leading them to evaluate information 

relative to their local and social concerns.55 Thus, what is information 

to one user becomes misinformation for another user and leads to 

rampant polarization, while being assisted by algorithmic mores 

and network structures. In the context of cyber defense capabilities, 

such asymmetries of information coupled with geopolitical and 

ideological conflict have become drivers of cyberwarfare and have 

been shown to impact critical infrastructure systems. Future research 

in this area is crucial in developing a robust understanding of the 

role of information spread in the resilience of critical infrastructure.

Implications for Future Research
This section presents interventions for frailty and fragility, as well 

as the need for building adversary and user profiles. 

Interventions for Reducing Frailty and Fragility of  
Critical Infrastructure

Due to the dual urgencies imposed by the evolving threat 

landscape and the frailty and fragility of critical infrastructure 

systems, new lines of research into interventions for reducing frailty 

and fragility and improving cyber resilience are crucial. Future 

research in these areas will help provide support at all stages of the 

lifecycle of critical infrastructure from specification and design all 

the way up to the implementation and ongoing maturity phases.56 

Further, frailty and fragility 

exist on a spectrum. A 

nuanced understanding 

of frailty and fragility 

in critical infrastructure 

will require models that 

incorporate varying degrees 

What is information to one 
user becomes misinformation 
for another user and leads to 
rampant polarization.
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of frailty, fragility, and cyber resilience while designing appropriate 

interventions. Cyber risk is never completely eliminated, so cyber 

resilience of frail and fragile critical infrastructure requires ongoing 

cross-disciplinary analysis.

Building Adversary Profiles and User Profiles 

A development of cyber resilience for critical infrastructure 

systems requires an understanding of how users interact with these 

systems. While the NIST SP 800-160 discusses the notion of building 

adversary profiles, it is also necessary to understand the different 

ways to use and interact with critical infrastructure. Thus, along with 

building adversary profiles, there is a compelling reason to build user 

profiles for two reasons. Recent research has shown the importance 

of adaptive cybersecurity and developing user-specific security 

policies through modeling user behavior.57 First, while the process 

of building adversary profiles targets mostly unknown, malicious, 

and covert entities, the process of building user profiles attempts to 

garner a nuanced understanding of how users interact with critical 

infrastructure. Second, due to the information asymmetries in cyber 

defense, it is challenging to build adversary profiles, since adversarial 

behavior cannot be enumerated as much as user behavior. 

Users interact differently with critical infrastructure systems, 

and the ways in which users navigate cyberspace require further 

investigation. An understanding of user profiles in the context of 

interactions with critical infrastructure can help determine the 

difference between “what users do” and “what users should do.”58 

Such an approach complements the process of building adversary 

profiles, since certain types of adversaries target certain types of users. 

Recent research in the area of developing immune systems for cyber 

resilience benefits from such targeted understanding of user behaviors 

and helps address issues of system frailty and fragility.59 With critical 
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infrastructure systems too, there is a need for different immune 

system profiles and interventions to increase cyber resilience.

Conclusion
The causes of frailty and fragility in critical infrastructure as a 

consequence of broader socio-economic and political factors exert a 

variety of pressures on critical infrastructure. Using the pace layering 

framework, this study introduced a model for analyzing frailty and 

fragility in the context of cyber resilience and provided a novel 

interdisciplinary framework for examining how critical infrastructure 

systems react to the different demands placed on them over time. 

An analysis of frailty and fragility in critical infrastructure creates a 

pressing need for future research in this area, given several factors 

such as the aging of critical infrastructure, evolving information 

systems, user behaviors, burgeoning application domains, and nature 

of adversarial activities in these environments.

Cyber risk is never completely eliminated, so cyber resilience 
of frail and fragile critical infrastructure requires ongoing 
cross-disciplinary analysis.
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Abstract
The U.S. confronts an era of strategic competition characterized 

by continuous, ambiguous, and multi-domain conflicts. In this 

environment, authoritarian adversaries—principally the People’s 

Republic of China (PRC) and the Russian Federation—conduct 

unrestricted, hybrid, and techno-cognitive warfare below the 

threshold of armed conflict. These adversaries operate as complex 

adaptive ecosystems, leveraging whole-of-state integration, 

ubiquitous technical surveillance (UTS), and globalized information 

architectures to erode U.S. advantages and siphon intellectual 

property. Yet, the U.S. intelligence community (IC) and the broader 

national security apparatus remain structurally anchored in a 

Newtonian, industrial-era model characterized by rigid hierarchy, 

compartmentalization, and bureaucratic complicatedness. Because 

80–90 percent of targeted innovation resides in the commercial, 

academic, and private sectors, the traditional “guardians of secrets” 

model is obsolete.

The U.S. must abandon its legacy paradigm and adopt a 

complex adaptive system (CAS) identity, functioning operationally 

as an agile, learning, whole-of-society “national immune system.” 

Counterintelligence (CI) is the sensory, integrative, and adaptive 

core of this immune system. By drawing on organizational theory, the 

Cynefin framework, Morieux and Tollman’s Six Simple Rules, and the 

Anticipate–Adapt–Achieve (AAA) framework, the doctrinal, cultural, 

and structural reforms necessary to operationalize CI as the central 

nervous system of a national immune architecture, are postured for 

implementation. A new CI mindset concludes with a targeted call to 

action for policymakers, IC leaders, special operations forces (SOF), 

and private-sector executives to proactively detect, identify, exploit, 

and neutralize foreign intelligence entity (FIE) activities (see Fig. 1).
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The Epistemological Rupture and All-Domain 
Irregular Warfare

The U.S. must confront a 

fundamental epistemological 

rupture: the traditional 

Westphalian binary of peace  

and war is obsolete (see  

Fig. 2). Contemporary strategic 

competition is defined by a 

deliberate fusion of irregular 

warfare (IW), political warfare, 

and gray-zone activities across 

every domain. Adversaries pursue strategic objectives without 

triggering thresholds that would provoke a conventional U.S. military 

response. These adversaries operate along a continuous spectrum of 

conflict, designing campaigns specifically to bypass U.S. 

   �Figure 1 Endless Conflict Continuum–Adversarial Model. Source: Michael W. 
Parrott, created using Gemini Notebook, February 2026 

Contemporary strategic 
competition is defined by a 
deliberate fusion of irregular 
warfare, political warfare,  
and gray-zone activities 
across every domain.
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conventional military overmatch and hollow out our strategic 

dominance from within. The PRC’s doctrine of Unrestricted Warfare 

asserts that the boundaries between military and civilian affairs have 

been erased.1 Russia’s hybrid warfare, rooted in the concept of 

“epistemic disorder,” seeks to corrode a society’s ability to 

distinguish truth from falsehood.2

Despite these realities, the U.S. remains intellectually and 

bureaucratically anchored in a Newtonian worldview. The true cost 

of this mismatch is measured not only in stolen military blueprints, 

but in lost futures—innovations not realized, markets not captured, 

and deterrence not maintained. Organizations like the Irregular 

Warfare Center rightly note that terms like “irregular warfare” must 

be reframed as “Defense Support to Strategic Competition” to 

align whole-of-government efforts.3 This epistemological rupture 

reveals why the U.S. requires a national immune system capable of 

continuous sensing and adaptation—and why CI must serve as its 

core sensory and attribution function.

   �Figure 2. Breaking the Mental Model. Source: Michael W. Parrott, created using 
Gemini Notebook, February 2026
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Structural Mismatch: Abandoning the  
Newtonian Machine

To understand why the U.S. struggles against networked 

threats, one must examine its structural DNA. The IC was built 

upon classical organization theory, emphasizing division of 

labor, hierarchical control, and rigid functional specialization.4 

This Newtonian machine design was effective for the industrial 

era but is insufficient against modern, nonlinear threats (see 

Fig. 3). Bureaucratic complicatedness—defined by Morieux and 

Tollman as the proliferation of rules, procedures, and oversight 

mechanisms—has become the default response to complexity.5 The 

result is institutional paralysis and an inability to share information 

effectively across organizational boundaries.

David Snowden’s Cynefin framework provides a useful lens (see 

Fig. 4). Developed by IBM in the late 1990s, Cynefin is a decision-

making model that categorizes problems into five domains, namely 

simple, complicated, complex, chaotic, and disordered, each of 

which demands a different leadership and organizational response. 

   �Figure 3. Epistemological Rupture–Mismatch. Source: Michael W. Parrott, created 
using Gemini Notebook, February 2026
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Classical bureaucracy, Snowden argues, is only suited for the 

“complicated” domain, where cause and effect are obscured yet 

discoverable through expert analysis (Sense-Analyze-Respond).6 

Today’s strategic competition, characterized by UTS, commercial 

espionage, and military-civil fusion, resides in the “complex” domain. 

In a complex environment, causality is non-linear, unpredictable, 

and emergent. A Newtonian machine cannot effectively “Sense-

   �Figure 4. The Cynefin Framework. Source: Michael W. Parrott, created using 
Gemini Notebook, February 2026; original source Mind Tools “The Cynefin 
Framework: Using the Most Appropriate Problem-Solving Process,” accessed 
January 1, 2019, https://www.mindtools.com/atddimk/the-cynefin-framework/

https://www.mindtools.com/atddimk/the-cynefin-framework/
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Analyze-Respond” to a complex ecosystem; it must “Probe-

Sense-Respond” through continuous, decentralized adaptation.7 

When IC leaders attempt to solve complex modern challenges 

using classical administrative structures, they create a “doom loop 

of management”—layering new compliance rules, offices, and 

processes on top of old ones, generating paralyzing bureaucratic 

complicatedness rather than true agility (see Fig. 5).8 This structural 

mismatch demonstrates why the IC cannot function as the immune 

   �Figure 5. The Doom Loop. Yves Morieux and Peter Tollman. Source: “Six Simple 
Rules: How to Manage Complexity Without Getting Complicated,” HBR Press, 
2014
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system of a complex national organism—and why CI must be 

reimagined as the adaptive connective tissue that enables 

systemic resilience.

Vignette 1: The Illusion of the Vault 

For decades, U.S. CI operated under a vault-guarding 

mentality, where security meant locking classified data behind 

physical and digital doors and waiting for an adversary to 

pick the lock. When the PRC breached the Office of Personnel 

Management (OPM), stealing the clearance records of over 21 

million federal employees, the failure was not merely technical; 

it wasn’t just about weak passwords or outdated software. It 

was a matter of how the problem was framed. The U.S. treated 

personnel data as an administrative compliance issue whereas the 

PRC treated it as a strategic intelligence node within a complex 

targeting ecosystem. A Newtonian machine cannot defend against 

a systemic pathogen. See Figure 6.

   �Figure 6. The Illusion of the Vault. Source: Michael W. Parrott, generated using 
Gemini Notebook, February 2026
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The Behavioral Architecture: Smart Simplicity 
and the Complex Adaptive System Identity

To survive and dominate, reform cannot simply restructure the 

wiring diagram. Effective reform requires changing the way the 

IC thinks about complexity. A complex adaptive system (CAS) 

is characterized by distributed control, nonlinearity, and the 

ability of independent agents to self-organize and adapt to their 

environment.9 The biological manifestation of a CAS is an immune 

system. Thus, the CI enterprise must evolve from passive guardians 

of secrets into an active, learning national immune system.

Morieux and Tollman’s Six Simple Rules provide the behavioral 

architecture for this transformation. They argue that managing 

complexity requires maximizing autonomy and cooperation.10 

These rules counteract bureaucratic complicatedness by reinforcing 

integrators, increasing reciprocity, and rewarding cooperation.  

See Figure 7.

   �Figure 7. Managing Complexity – Decoding the Six Simple Rules. Source: Michael 
W. Parrott, image generated using Gemini Notebook and Yves Morieux and 
Peter Tollman, “Six Simple Rules: How to Manage Complexity Without Getting 
Complicated,” HBR Press, 2014
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Research from the National Intelligence University using the 

Invincibility Belief Index (IBI) demonstrates that intelligence 

professionals score exceedingly low on “impunity,” reflecting a 

profound fear of punishment and a compliance-driven culture of 

caution.11 Yet the IBI also reveals an activation lever for boldness: 

when professionals know their assessments directly impact lives or 

strategic outcomes, their comfort with high-confidence judgments 

increases dramatically. Leaders can activate this lever by applying 

Rule 5—“extend the shadow of the future”—connecting analytic 

decisions to operational consequences. For example, when IC 

analysts are required to directly brief SOF teams deploying to 

denied areas—or when corporate facility security officers are 

briefed on the direct financial ruin caused by a specific intellectual 

property theft—they consistently produce bolder and more 

operationally relevant assessments. By extending the shadow of 

the future and applying Rule 6 (Reward those who cooperate), 

leaders break the compliance-based mindset, impel autonomy, and 

replace bureaucratic timidity with decisive, adaptive agility.12 These 

behavioral insights reveal why CI must be empowered as the immune 

system’s adaptive decision-making layer, capable of sensing threats, 

coordinating responses, and learning faster than adversaries.

Operationalizing the National Immune System: 
Anticipate, Adapt, Achieve

If Smart Simplicity provides the behavioral substrate for a CAS-

based CI enterprise, the AAA framework provides its operational 

logic. The AAA framework introduces an original CI doctrine that 

operationalizes CAS theory for strategic competition. It is not an 

analytic heuristic but a prescriptive model for synchronizing sensing, 

learning, and action across a whole-of-society CI ecosystem. 

Anticipate is the continuous sensing and forecasting of foreign 

intelligence campaigns before compromise occurs. Adapt is the 
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rapid reconfiguration of defenses, partnerships, and behaviors 

across sectors in response to emergent threat patterns. Achieve 

is the deliberate imposition of strategic costs that constrain 

adversary behavior, degrade hybrid warfare effectiveness, and 

shape the competitive environment in favor of U.S. interests. While 

Anticipate and Adapt enable learning and resilience, Achieve 

represents the framework’s center of gravity. A CI enterprise that 

anticipates and adapts but fails to impose costs merely absorbs 

pressure. AAA is designed to convert intelligence advantage into 

strategic effect.

It is a prescriptive model intended to guide how the U.S. CI 

enterprise plans, integrates, and imposes costs across the gray 

zone. So, if organizational theory explains why we must change, 

and the Six Simple Rules explain how to change the behavioral 

architecture, the AAA framework provides the necessary output. 

By treating the CI enterprise as a CAS organism, the AAA 

framework translates theory into vital biological functions across 

the public and private sectors (see Table 1).

 Pillar Complex Adaptive 
System Function

Counter-
intelligence 
Purpose

Operational 
Expressiony

Anticipate Sensory network Detect emergent 
foreign intelligence 
entity activity 
before compromise

Forecasting campaigns, 
data driven analytics 
and artificial intelligence, 
digital exhaust 
management, early-
warning indicators

Adapt Distributed immune 
response 

Rapidly reconfigure 
defenses across 
sectors

Counterintelligence 
(CI)–industry fusion cells, 
behavioral vetting, secure 
research enclaves

Achieve Pathogen 
neutralizationy

Impose costs and 
shape adversary 
behavior

Offensive CI, special 
operations forces-enabled 
attribution, strategic 
intelligence disclosure

   �Table 1. Anticipate–Adapt–Achieve Framework Table 

Source: Michael W. Parrott, February 2026
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•	 Anticipate: Anticipate shifts CI from reactive case 

management to forward-looking campaign detection in a 

UTS-saturated environment.

•	 Adapt: Adapt institutionalizes learning by distributing CI 

authority and responsibility across the national ecosystem.

•	 Achieve: Achieve converts intelligence advantage into 

strategic effect by imposing real costs on adversaries rather 

than merely defending against them.

AAA differs from the traditional intelligence cycle, which 

emphasizes collection and analysis, and from the OODA loop 

(Observe, Orient, Decide, & Act), which focuses on tactical decision 

advantage. AAA is oriented toward strategic behavior shaping and 

cost imposition over time. AAA provides the operational logic for 

CI to function as the immune system’s sensory, adaptive, and cost-

imposing mechanism. See Figure 8.

   �Figure 8. OODA (Observe, Orient, Decide, & Act) Loop Source: Michael W. 
Parrott, created using Gemini Notebook, January 2026
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The Sensory Network (Anticipate): Defeating 
Ubiquitous Technical Surveillance and Illuminating  
the Threat

In the modern gray zone, the environment of UTS has 

collapsed operational anonymity. The democratization of data 

means that ordinary digital behavior—search histories, device 

signatures, and mobile metadata—is now persistent, analyzable, 

and exploitable by foreign intelligence entities (FIEs).13 A 

Newtonian response attempts to go dark, which disastrously 

creates an anomaly of absence that alerts adversary algorithms. 

Therefore, to anticipate these threats, organizations must shift 

from reactive case-management to forecasting campaigns 

utilizing data-driven analytics and artificial intelligence (D2A2). 

D2A2 shifts from detection to deduction campaigns focused on 

determining adversarial intent through predictive analysis across 

domain vectors simultaneously (see Fig. 9).

   �Figure 9. The Modern CI Mindset. Source: Michael W. Parrott, generated using 
Gemini Notebook, February 2026
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Vignette 2: The Covert Deployment Mapped by Mobile Ads 

Elite U.S. special operations units preparing for a clandestine 

mission deployed from critical military hubs. Operating under 

the assumption of anonymity, the operators practiced traditional 

physical operational security (OPSEC). However, they bled “digital 

exhaust” through seemingly innocuous commercial apps and 

advertising trackers on their smartphones. Analysts utilizing legally 

purchased, commercially available data tracked the operators’ 

devices as they traveled from the U.S., through international 

transit points, and eventually clustered at a target location in 

northern Syria.14

The CAS/Immune System Takeaway: To survive UTS, a CAS 

approach requires operators to anticipate this commercial 

surveillance and actively manage, spoof, or blend their digital 

signatures into the local noise.

The Cellular Response (Adapt): Counterintelligence 
Industry Fusion-Industry Fusion

Because 80 to 90 percent of targeted innovation resides in the 

commercial and academic sectors, the U.S. government cannot be 

the sole defender. A CAS organism requires distributed immunity. 

The fallacy that fundamental research is immune to adversarial 

exploitation must be abandoned. Permanent, cross-boundary  

CI-industry fusion cells must be established utilizing frameworks like 

the Hoover Institution’s Global Engagement Maturity Model (GEMM), 

a structured tool that helps research institutions assess and manage 

the risks of foreign engagement across five progressive levels of 

organizational readiness (see Fig. 10).15 This shifts corporate and 

academic entities from ad-hoc participants into fully integrated, 

adaptive nodes of the national immune system. The GEMM CI-

Industry Fusion Cycle accomplishes this end-state with four easy 

steps as depicted in the graphic. This anticipatory CI mindset 
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requires commercial executives to treat CI as a strategic asset, 

leveraging supply-chain illumination and economic intelligence to 

map foreign investment vectors before proprietary data is legally 

siphoned away. 

Vignette: The “Fox in the Henhouse” Academic Exploitation 

A 2024 Congressional investigation revealed that over 700 U.S. 

Department of Defense (DoD)-funded research papers published 

between 2023 and 2025 were conducted in partnership with entities 

affiliated with China’s defense research and industrial base.16 In 

one instance, a 2025 publication on two-dimensional materials, 

funded by the Air Force Office of Scientific Research (AFOSR), was 

co-authored with researchers from China’s National University of 

Defense Technology (NUDT)—the PLA’s premier scientific research 

university, which has been on the U.S. Entity List since 2015.17

   �Figure 10. The GEMM-CI-Industry Fusion Cycle. Source: Michael W. Parrott, 
generated using Gemini Notebook and Glenn Tiffert, Jeffrey Stoff, and Kevin 
Gamache, “Global Engagement: Rethinking Risk in the Research Enterprise” 
(Hoover Institution Press, 2020), 120–135
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The CAS/Immune System Takeaway: Operating as a Newtonian 

bureaucracy, DoD Research and Engineering relied on outdated, 

rigid interpretations of National Security Decision Directive-189 

(NSDD-189) regarding “fundamental research,” treating grant 

funding merely as an administrative process. Adaptation means 

implementing secure computing enclaves and continuous behavioral 

vetting so that universities transition from being soft targets into 

critical nodes of early warning.18

Neutralizing the Pathogen (Achieve): Offensive  
Counterintelligence and SOF

To achieve strategic advantage, the CAS organism must be 

prepared to confront and impose costs on adversaries, shed the 

IC’s legacy of absolute secrecy, and leverage offensive CI. The most 

potent weapon against Russian hybrid warfare and the doctrine 

of reflexive control is strategic intelligence disclosure (SID). Unlike 

traditional information operations, SID is rooted in verifiable 

intelligence, which makes it uniquely effective against hybrid warfare 

strategies that depend on plausible deniability. By selectively and 

preemptively declassifying intelligence, the IC establishes credible 

counter-narratives before an adversary’s disinformation can take 

root. SID transforms intelligence from a hoarded commodity into an 

instrument of strategic shaping—it is emergent, offensive CI.

The U.S. application of SID prior to Russia’s 2022 invasion of 

Ukraine illustrates SID in practice. By selectively declassifying 

To achieve strategic advantage, the complex adaptive system 
organism must be prepared to confront and impose costs 
on adversaries, shed the intelligence community’s legacy of 
absolute secrecy, and leverage offensive counterintelligence. 
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intelligence on Russian invasion timelines, false-flag preparations, 

and proxy narratives, the U.S. preempted Moscow’s reflexive control 

strategy and denied it narrative surprise. This disclosure did not 

deter the invasion, but it materially constrained Russia’s diplomatic 

maneuver space, fractured its information campaign, and enabled 

faster allied alignment, demonstrating how SID can impose strategic 

cost without military escalation.

Furthermore, SOF and CI professionals must be deployed as 

the global scouts of this immune system (see Fig. 11). Within a CI-

CAS construct, SOF are not merely consumers of intelligence but 

active generators of CI effect. Operating persistently in denied and 

semi-permissive environments, SOF are uniquely postured and 

positioned to detect adversary proxy networks, commercial cutouts, 

and influence vectors that never rise to the threshold of traditional 

intelligence collection. SOF map adversarial proxy networks and 

generate the deep-attribution intelligence necessary to unhinge an 

adversary’s decision-making cycle.19 When integrated early with 

CI professionals, SOF planning can incorporate digital signature 

management, attribution generation, and partner-force vetting as 

core mission variables rather than ancillary OPSEC concerns. In this 

sense, SOF function as forward CI nodes-testing adversary-sensing 

mechanisms, mapping hybrid infrastructure, and feeding real-time 

data back into the national immune system. In the Achieve phase, 

SOF-enabled attribution—combined with offensive CI and selective 

disclosure—allows the U.S. to expose, disrupt, or delegitimize 

adversary networks without crossing kinetic thresholds.

Vignette: The Private Sector as the Arsenal

A major U.S. logistics and shipping firm partnered proactively 

with federal agencies through a CI-industry fusion cell to identify 

illicit procurement networks. By merging the firm’s commercial 
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supply-chain telemetry with IC threat intelligence, the partnership 

identified a Russian “disposable agent” network attempting to 

acquire restricted unmanned aerial vehicle—UAV—components 

via shell companies. The U.S. government leveraged this data to 

enact targeted counter-threat finance sanctions, freezing the 

cryptocurrency wallets funding the network and dismantling the 

procurement pipeline (see Fig. 11).

Vignette: The Smiao/RiverMerge LinkedIn Operation

A 2025 investigation uncovered a sophisticated Chinese 

intelligence operation targeting recently laid-off U.S. government 

and defense-sector employees. Operatives created a network of 

fake-front companies—such as “RiverMerge Strategies” and “DU 

Strategy”—complete with plagiarized websites, cloned logos, and 

synthetic personas. They used platforms like LinkedIn to post fake 

job listings for “strategic intelligence services” and “policy analysis,” 

   Figure 11. The Imperative: Imposing Dilemmas in the Continuous Conflict. 
   Source: Michael W. Parrott, created using Gemini Notebook, February 2026 
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aiming to lure cleared personnel into providing sensitive insights 

under the guise of corporate consulting.20

The CAS/Immune System Takeaway: When adversaries weaponize 

commercial platforms and the global gig economy to conduct 

espionage, traditional security perimeters are meaningless. Achieving 

strategic advantage requires a whole-of-society immune response 

where private-sector threat intelligence (such as the FDD analysis 

uncovering the Smiao network) is rapidly fused with federal law 

enforcement to identify, expose, and neutralize the threat before 

cleared personnel are compromised.21

A Structural Counterargument: The Case for  
Intelligence-Based Bureaucracy

A serious critique holds that the IC’s intelligence-, or INT-, based 

structure—CIA for human intelligence (HUMINT), National Security 

Agency for signals intelligence (SIGINT), National Reconnaissance 

Office /National Geospatial-Intelligence Agency for imagery—was 

a rational solution to the dysfunction of the pre-1947 era. Prior to 

the National Security Act, U.S. intelligence was fragmented across 

departments, producing redundant collection and interservice rivalry. 

Mark Lowenthal, former assistant director of Central Intelligence for 

Analysis & Production, adjunct professor at John Hopkins University, 

and acclaimed writer on the topic of intelligence, notes that INT-

based organizations were designed to impose “unity of expertise” and 

clear functional responsibility.22 From this perspective, the evolution 

of INT-based bureaucracies was not a pathology but a rational 

response to earlier chaos.

This historical logic underpins a broader critique: if HUMINT, 

SIGINT, geospatial intelligence (GEOINT), and open-source intelligence 

(OSINT) are not anchored in specific organizations with statutory 

authorities, budgetary control, and leadership accountability, they 
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risk becoming everyone’s responsibility and no one’s priority. The 

9/11 Commission acknowledged that some redundancy is desirable 

to preserve analytic diversity and avoid single-point failure.23 

Competition between agencies—while often inefficient—has 

historically generated innovation, alternative analytic perspectives, 

and resilience. A CAS-based model that emphasizes integration and 

cooperation may inadvertently suppress the competitive tension that 

has driven advances in technical collection and analytic tradecraft.

A deeper critique argues that the IC is embedded in a Newtonian 

administrative state characterized by hierarchical departments, 

statutory authorities, and risk-averse legal cultures.24 Reforming 

the IC into a CAS while the rest of the federal government remains 

bound by industrial-era governance may be structurally incoherent. 

As scholars of public administration have long noted, bureaucratic 

form is not merely an organizational choice but a reflection of 

constitutional design, political oversight, and administrative law.25 If 

the IC depends on the Departments of State, Defense, Justice, and 

the White House for authorities, funding, and policy direction, can it 

realistically operate as a CAS without broader administrative reform?

Finally, critics argue that adversaries themselves are 

bureaucratic. The PRC and Russia are hierarchical and often sclerotic. 

If authoritarian systems cannot adopt CAS behavior, the U.S. IC’s 

Newtonian character may be a shared condition of modern states. 

These critiques sharpen the need to clarify CI’s role within the 

national immune system—not as a replacement for INTs, but as the 

integrative physiology that connects them.

Response and Synthesis: Why the Complex 
Adaptive System Model Still Prevails

These critiques are historically grounded and analytically serious 

but do not undermine this thesis. The first and most important point 
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is that the CAS model does not advocate abolishing HUMINT, SIGINT, 

GEOINT, or OSINT organizations. Functional INT expertise remains 

indispensable. The critique is not of specialization but of governance 

and interaction. INTs remain the organs of the intelligence body; 

CAS is the physiology that connects them. This aligns with the 9/11 

Commission’s call for “unity of effort” and with ODNI’s mission-

management model, which—despite its limitations—was designed 

to improve integration without eliminating organizational identities, 

rather than structural dissolution.26 CAS reform preserves functional 

expertise while rewiring incentives, feedback loops, and integration 

mechanisms that govern how INTs interact.

The counterargument that redundancy can be healthy is also 

correct. CAS does not eliminate redundancy; it disciplines it by 

seeking to eliminate pathological redundancy—multiple agencies 

competing for the same mission without shared awareness. CAS 

preserves multiple sensors, multiple analytic perspectives, and 

multiple pathways to insight but disciplines redundancy through 

integrators, shared incentives, and campaign-level coordination. 

Morieux and Tollman’s rules reinforce integrators, reward 

cooperation, and extend the shadow of the future.27 The Hoover 

Institution’s GEMM provides a practical example: it does not dissolve 

universities into the IC; it creates maturity stages and feedback loops 

that align behavior with national-security risk.28 GEMM provides a 

practical example of structured, incentive-driven cooperation.29 CAS 

is not a return to pre-1947 chaos but a bounded autonomy model.

The first and most important point is that the complex 
adaptive system model does not advocate abolishing human 
intelligence, signals intelligence, geospatial intelligence, or 
open-source intelligence  organizations.
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The administrative-state critique does not preclude reform. 

Goldwater-Nichols reshaped jointness without restructuring the 

entire DoD. U.S. Special Operations Command’s creation introduced 

a functional, cross-cutting command without abolishing the services. 

Similarly, the Foreign Investment Risk Review Modernization Act 

(or FIRRMA) reformed the Committee on Foreign Investment in the 

U.S. (or CFIUS) processes without restructuring the Department 

of the Treasury. These examples show that targeted, functional 

reforms can succeed even when embedded in a broader Newtonian 

administrative state. CAS-aligned CI reform—through CI-industry 

fusion cells, the National Research Security, Integrity, and Compliance 

Center (or NRSICC), SID, and research-security baselines—can 

be implemented incrementally without requiring wholesale 

administrative revolution.

Finally, the critique 

that adversaries are 

themselves bureaucratic 

does not negate the need 

for U.S. adaptiveness. While 

the PRC and Russia are 

hierarchical, their behavior 

in key domains—technology 

acquisition, cyber 

operations, influence campaigns, and hybrid warfare—exhibits CAS-

like emergent properties. PRC Military-Civil Fusion integrates state, 

industry, academia, and diaspora networks into a single techno-

security ecosystem.30 Russian hybrid warfare leverages decentralized 

proxies, criminal networks, and emergent influence operations that 

adapt rapidly to Western countermeasures.31 The U.S. does not 

need to mirror adversaries’ political systems; it needs to match—

and exceed—their adaptive capacity. Indeed, the U.S. is uniquely 

The U.S. does not need to 
mirror adversaries’ political 
systems; it needs to 
match—and exceed—their 
adaptive capacity. 
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positioned to build a CAS national immune system because it 

possesses a dynamic private sector, autonomous universities, a 

culture of innovation, civil-society networks, and U.S. SOF with 

global access and persistent presence. CAS reform is therefore 

not about becoming like China or Russia; it is about becoming 

more like the U.S. at its best.

Integrative Supposition: Reconciling 
Structure, History, and Strategic Necessity

The counterarguments sharpen the thesis rather than 

weaken it. They demonstrate that INT-based organizations 

must remain intact, that bureaucratic identity is not the 

enemy—bureaucratic complicatedness is—and that CAS reform 

must be bounded, targeted, and incentive-driven. They also 

show that the U.S. can reform the IC without reforming the 

entire administrative state, and that adversaries’ bureaucratic 

weaknesses make U.S. adaptiveness even more decisive. 

The CAS national immune system model is not a rejection of 

the IC’s history; it is the next evolutionary step. It preserves 

the functional strengths of INT-based organizations while 

addressing the structural, cultural, and cognitive limitations that 

adversaries exploit. In doing so, it provides a path for the U.S. to 

transition from absorbing foreign intelligence blows to shaping 

adversary decision-making at scale. The question is no longer 

whether the U.S. can afford to adopt a CAS-based CI posture. 

The question is whether it can afford not to. This synthesis 

demonstrates that CI is uniquely positioned to serve as the 

immune system’s core because it alone spans government, 

industry, academia, and SOF, and because it alone integrates 

sensing, attribution, and cost imposition.
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Conclusion: Counterintelligence as the Core of 
the National Immune System

The U.S. cannot win strategic competition using a rigid, compliance-

driven machine rooted in industrial-era theory. Foreign intelligence 

activity by the PRC, Russia, and Iran represents the largest unmanaged 

strategic loss in the U.S. national power system. To survive and dominate, 

the U.S. must build a complex adaptive national immune system 

capable of sensing, learning, and adapting faster than adversaries—

operationalizing the Six Simple Rules, leveraging the Invincibility 

Belief Index and extending the shadow of the future.

CI is the core of this immune system. CI is the organism’s sensory 

network, detecting anomalies and mapping adversary campaigns. CI 

is the integrative tissue, fusing insights across government, industry, 

academia, and SOF. CI is the adaptive layer, enabling rapid reconfiguration 

of defenses. And CI is the cost-imposing mechanism, neutralizing 

threats through attribution, disruption, and SID. See Figure 12.

   �Figure 12. Beyond the Vault. Source: Michael W. Parrott, created using Gemini 
Notebook, February 2026 
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A theory of victory for CI in strategic competition requires a 

national immune system that senses, learns, and adapts faster than 

adversaries; a distributed CI architecture that integrates government, 

industry, academia, and SOF; a cost-imposing posture that shapes 

adversary behavior through SID, attribution, and techno-economic 

warfare; and a cultural transformation that replaces compliance-

driven timidity with adaptive boldness. This requires immediate, 

irreversible action from the stewards of American power:

To Policy Makers in Congress: Build the legal and structural 

scaffolding for a national immune system. Close the systemic 

vulnerabilities exploited through Military-Civil Fusion by aggressively 

enforcing provisions such as Section 1286 of the National Defense 

Authorization Act (NDAA).32 Provide the resources and legal 

mandates necessary to transition the U.S. from a defensive posture 

to an offensive, cost-imposing enterprise.

To Intelligence Community Leaders: Abandon the comfort 

of hierarchical control and the antiquated guardians of secrets 

identity. Lead the transition to a CAS by breaking down bureaucratic 

stovepipes and sharing threat intelligence with the private sector 

at the speed of relevance. Execute SID to proactively pre-bunk FIE 

weaponized narratives before they take root.

To SOF Professionals: As the forward sensors of the national 

immune system, embrace the role as global scouts. To survive in the 

glass house of UTS, master active signature reduction—spoofing and 

manipulating digital exhaust to maintain freedom of maneuver in 

denied areas.33

To Commercial and Private-Sector Executives: Recognize that 

the market is no longer neutral; it is the primary battlespace. Treat CI 

as a strategic investment essential to protecting profit margins, 

intangible assets, and market share. Embed CI into enterprise risk 
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management, implement Zero-Trust architectures, and participate 

actively in CI-industry fusion cells.

The era of peace is an illusion. Every day, the U.S. remains 

organized as a Newtonian machine, its adversaries operate as 

adaptive organisms. They do not wait for permission. They do not 

file compliance reports. They probe, learn, and evolve. America will 

face an existential CI failure; it is inevitable. The question is whether 

the nation will have the institutional courage to reform before that 

failure arrives. A national immune system is not a theoretical ideal; it 

is a strategic necessity. The tools exist. The framework exists. Talent 

exists. What remains is a choice: adapt now, on domestic terms, 

or adapt later, on adversarial terms. America must change now to 

compete in the future.

By operationalizing the AAA framework to build a complex 

adaptive national immune system, the U.S. can move from absorbing 

foreign intelligence blows to shaping adversary decision-making at 

scale by detecting, identifying, exploiting, and neutralizing foreign 

intelligence threats, securing American prosperity and strategic 

dominance for the 21st century (see Fig. 13).

The era of peace is an illusion. Every day, the U.S. remains 
organized as a Newtonian machine, its adversaries operate 
as adaptive organisms. 
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   �Figure 13. The Strategic Reality. Source: Michael W. Parrott, created using Gemini 
Notebook, January 2026
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Abstract
China Global Television Network’s (CGTN) economic messaging 

operates at the intersection of mediated public diplomacy, financial 

markets, and strategic competition, which makes it a useful case 

for examining how open‑source data‑analytic tools can create or 

mitigate digital force protection risks for special operations forces 

(SOF). This study analyzes 74,926 CGTN economic‑related posts 

on Facebook and Instagram, 2018–2023, and links them to monthly 

returns for the S&P 500, NASDAQ Composite, SSE Composite, and 

CSI 300 indices. BERTopic identifies nine salient economic themes, 

monthly platform‑level volumes and topic frequencies are aligned 

with index returns, and linear regressions, vector autoregressions 

(VAR), and Granger causality tests assess contemporaneous and 

lagged relationships. Platform‑level economic post volume does 

not Granger‑cause any of the four indices, whereas several topics 

show significant lagged effects on especially Chinese indices, and 

in some cases indices Granger‑cause subsequent changes in topic 

salience or Instagram output. These asymmetric feedback loops 

illustrate how state‑run economic narratives and markets form a 

coupled system. The CGTN case demonstrates the feasibility of 

integrating large‑scale media and financial data into a single analytic 

architecture. It shows that a small set of open‑source narratives 

can function as sensitive indicators of real‑world conditions. It also 

points to concrete ways SOF can use similar data analytics systems 
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to identify, measure, and mitigate open‑source intelligence exposure 

that threatens digital force protection for personnel, daily work, and 

operational missions.

Introduction
States are expanding their online media systems to gain 

influence over foreign audiences, potentially creating new protection 

risks for special operations forces (SOF). Their growth produces 

large volumes of open‑source information that adversaries can 

use to alter patterns of life, economic confidence levels, and 

reactions to governmental actors. For example, China now uses 

the China Global Television Network (CGTN), Xinhua, China Daily, 

and People’s Daily to promote its official global narratives about 

economic development, global governance, and security issues, 

with expenditures reaching as high as $7–$10 billion annually.1 CGTN 

functions as one such digital force multiplier, surpassing the BBC in 

2016 as Facebook’s most followed global news page.2

While research increasingly examines China’s media content, 

media scholars bemoan the lack of focus on context and its 

intersection with media messaging.3 The oversight is unfortunate, 

because contexts shape how messaging works. Political, economic, 

and technological conditions influence objectives, tools, messages, 

and involved audiences.4 Context does not stand apart from 

discourse; it is co‑produced with texts and gains meaning only in 

relation to other texts and situations.5 Efforts that ignore context 

risk mistaken assumptions and losing contact with “discourse as it 

appears in the world.”6 The increased use of digital media platforms 

magnifies the challenge by adding contextual features, algorithms, 

interface design, and audience communities that condition message 

design and circulation patterns.7 These contextual features also 

influence digital traces left behind in public-facing systems, which 
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hostile actors can aggregate and analyze to develop operational 

profiles and movement patterns. 

The few extant context studies of China’s global media 

campaigns explore how narratives of economic success, partnership, 

and solidarity function for audiences in Africa, Latin America, and 

Australia. Such efforts produce mixed results,8 with local actors and 

U.S. media campaigns offering some competing perspectives.9 Less 

examined are how foreign media efforts interact with economic 

factors. One study finds that shifts in CGTN’s economic messaging 

strategies on social media correspond to changes in the yuan’s 

value.10 Related economic work focusing on the online publications 

of Russia and ISIS demonstrates links between economic narratives, 

currency valuations, and oil prices.11 These studies suggest that 

state‑run online media outlets not only seek to shape perceptions 

but create feedback loops that tie their messaging to observable 

economic indicators.

Missing from previous analysis is a focus on stock market returns 

of near-peer competitors. Analysts do not yet know whether 

economic narratives from outlets such as CGTN generally predict 

shifts in national indices, follow them, or move independently. They 

also do not understand whether aggregate or topic-specific output 

carry more weight. Examinations of negative country coverage 

outside the U.S. has depressed local stock markets, especially 

Digital force protection for SOF should involve AI and 
machine learning to enhance situational awareness of 
stock market indices at home and abroad, enrich potential 
indicators of instability, and help understand what an 
adversary could extrapolate from open-source patterns.  
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where press freedom is low and macroeconomic indicators 

influence foreign media’s descriptions of a country’s economy,12 

whether immediately or after some delay.13 Conversely, stock 

market returns may influence digital media output, since exchange 

rates and benchmark indices shape the tone of foreign news 

coverage about countries.14 

Bidirectional relationships between open-source narratives 

and economic indicators are relevant both to investors and digital 

force protection, as they infer real‑world conditions from public 

data streams. Understanding the economic context matters to 

SOF because economic narratives and financial conditions are 

key factors in shaping online and offline environments. Economic 

confidence affects elite bargaining power, public support for 

governments and external forces, and vulnerability of partner states 

to coercion. Thus, adversaries can utilize state‑run social media 

platforms to frame economic developments to erode confidence in 

U.S. policy, legitimize alternative economic orders, and shift blame 

for local hardships. 

Digital force protection for SOF should involve AI and machine 

learning to enhance situational awareness of stock market indices at 

home and abroad, enrich potential indicators of instability, and help 

understand what an adversary could extrapolate from open-source 

patterns. This study makes the case by analyzing the economic 

messaging of CGTN and U.S. and Chinese stock returns as a pilot 

project to show how social media content and stock market returns 

over time can be modeled together. The analysis employs topic 

modeling and vector autoregression with Granger causality tests 

to map how specific economic narratives and market indicators 

move in relation to each other. The core empirical questions concern 

whether platform‑level economic output and topic‑specific coverage 

preceded or followed changes in major stock indices between 2018 

and 2023, and whether these relationships differ across market 
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contexts. The broader intent shows how similar tools could help 

SOF and U.S. Special Operations Command (USSOCOM) identify 

threats that arise from adversaries exploiting open‑source, economic 

media data, and how such tools can be repurposed to measure and 

mitigate digital exposure risks for forces and missions.

Research question 1: Do changes in CGTN’s economic posting 

volume on Facebook and Instagram influence stock returns in 

major U.S. and Chinese markets, and do these stock returns, in turn, 

influence changes in CGTN’s platform‑level economic output?

Research question 2: Do changes in the frequency of 

prominent economic topics in social media posts by CGTN 

influence stock returns, and do these returns influence subsequent 

changes in topic frequency?

Research question 3: Does the strength, direction, and timing of 

these platform‑ and topic‑level relationships differ between U.S. and 

Chinese stock markets?

The Importance of Media Reporting and  
Stock Markets

Research on media and stock markets generally examines 

corporate‑level effects. Traditional media studies of corporate 

impacts reach mixed conclusions. Some find that news coverage 

influences the stock valuations of specific firms.15 Studies stress the 

key role of reporting tone,16 organizational crisis resilience,17 and 

attention to risk premiums, term premiums, or industrial growth rates 

for shaping U.S. stock returns.18 Other work, however, argues that 

media coverage has little direct effect.19 Nonetheless, longitudinal 

analyses show that  bad news volume impacts market downturns.20

Similarly, online media research points to links between 

content strategies and stock market performance. Inside China, 
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media coverage appears to affect stock valuations of listed firms.21 

Audience behaviors such as search engine activity,22 negative 

word of mouth about brands,23 and financial blogging24 correlate 

with corporate outcomes. Messaging characteristics such as tweet 

valence25 and multimodal presentation26 also matter in online 

media efforts. Finally, news tone, salience, and timing can affect 

firm‑level valuations and trading behavior, although results are 

not always consistent.27

Materials and Methods

Data Collection and Sample

On January 31 and August 31 of 2023, Facebook and 

Instagram posts were collected from 14 CGTN accounts using 

CrowdTangle, Meta’s public research platform. Duplicate posts 

were removed, and the study was restricted to the timespan of 

9/1/2018 through 8/31/2023. The beginning date corresponds to 

when China consolidated its major state‑run broadcasters under 

direct party‑state control,28 and the ending date precedes Meta’s 

suspension of general CrowdTangle access. As a result, 490,090 

posts were found. Of these, posts were filtered further using a 

validated multilingual economic dictionary containing 266 terms,29 

yielding an economic sub‑corpus of 74,926 posts, 15.3 percent of all 

CGTN posts during the study’s timeframe.

Economic Topic Modeling

To identify recurring economic strategies, BERTopic,30 an 

unsupervised topic model with transformer‑based embeddings 

and class‑based term frequency-inverse document frequency 

(TF-IDF), was applied. Prior evaluations document BERTopic’s 

ability to generate coherent, multilingual topics for social‑media 

corpora.31 All the economic‑related posts were aggregated across 
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languages, document embeddings were computed, and the posts 

were clustered into topics. Native speakers reviewed and refined the 

validity of topic labels. A minimum cluster size was set to at least 

5 percent of the economic sub‑corpus, omitting posts assigned to 

smaller clusters or labeled as noise by the algorithm.

The final model grouped 67,951 posts (90.7 percent of the 

economic sub‑corpus) into nine topics: Africa in Turmoil, China–

Global South Cooperation, China–Latin America Relations, 

China Success Model, U.S. Economic Concerns, China–U.S. 

Trade Relations, Covid‑19 Impact, Russia–Ukraine Conflict, and 

China–Arab Cooperation.

Stock Market Data

The connections between media and stock market returns must 

be examined in light of contextual complexity. Stock markets differ 

in their sectoral composition, weighting schemes, and institutional 

features. Cultural norms shape investor behavior.32 Accounting 

practices vary by country,33 and exchanges differ in how efficiently 

they record and disseminate trade information.34 Social media 

messaging campaigns are also not uniform. State‑run outlets employ 

different strategies across platforms and issue areas to target 

distinct audiences.35

Accordingly, stock index returns were measured using four 

benchmarks. U.S. markets were measured using the S&P 500 to 

capture broad market performance and the NASDAQ Composite to 

include technology‑heavy growth stocks.36 For China, the Shanghai 

Stock Exchange (SSE) Composite was used to capture state-linked 

enterprise performance, and the CSI 300 was used to capture large, 

liquid firms in Shanghai and Shenzhen.37

For each index, the cost value was calculated as the difference 

between the closing value on the first trading day and the closing 
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value on the last trading day of each month. Monthly aggregation 

was chosen to smooth short‑term noise and align with the volume of 

CGTN postings, which varies meaningfully on a monthly scale.

Platform Weighting and Alignment

 The economic output of CGTN was heavily skewed toward 

Facebook, with 63,172 economic posts on Facebook and 4,779 

on Instagram. To prevent this imbalance from overwhelming the 

analyses, an inverse‑weighting scheme was applied, assigning 

weights proportional to the inverse of each platform’s share of total 

posts.38 Facebook’s normalized weight was 0.072, and Instagram was 

0.928. The monthly platform totals were multiplied by these weights 

before aggregation. All media and stock variables were aligned at 

the monthly level over the study’s time span, yielding 60 months of 

data per series.

Statistical Analysis

A two‑stage analytic strategy was used. Initially, linear 

regressions were run to assess contemporaneous associations 

between monthly stock returns and, in separate models, 

platform‑level economic post volumes and topic frequencies. These 

models provided effect estimates but did not address temporal 

ordering. Then, vector autoregression (VAR) models were estimated, 

with Granger causality tests used to examine lagged, potentially 

bidirectional relationships between media and markets.

For each index, one VAR system was estimated that included the 

index’s monthly returns and the weighted Facebook and Instagram 

economic post totals, and a second VAR system that included 

returns and the nine-topic series. Augmented Dickey–Fuller tests 

guided transformations, and stock returns were stationary. All VAR 

models included one to three monthly lags.
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Within each VAR, Wald χ² tests were used to assess Granger 

causality (i.e., whether lagged values of one series jointly improved 

prediction of another series beyond that series’ own lagged 

values). A conservative rule for interpretation was adopted: only 

relationships where the Granger test was significant at p < .05 and 

at least one individual lag coefficient in the relevant equation was 

significant at p < .05 were retained. All tests were two‑tailed.

Results

Platform‑Level Associations

Regression models suggested only modest contemporaneous 

associations between media strategies and stock market returns. 

Facebook economic post volume tended to move in the same 

direction as S&P 500 and NASDAQ returns; Instagram volume 

tended to move in the opposite direction of NASDAQ returns, 

but model R² values never exceeded .12 and several models were 

non‑significant (all p > .05). These patterns hinted at possible 

relationships but did not provide clear evidence that the overall 

economic output shared by CGTN on a platform directly moved any 

of the four indices.

VAR models clarified the effects’ timing and direction. Table 1 

summarizes whether Facebook or Instagram activity significantly 

preceded changes in returns (Media ➔ Markets) and whether 

returns significantly preceded changes in subsequent Facebook 

or Instagram activity (Markets ➔ Media) for each index, along with 

the significance of relevant one‑month (L1), two‑month (L2), or 

three‑month (L3) lags. Table 2 reports the Wald χ² statistics and 

p‑values for these Granger causality tests.

Across all four indices, neither Facebook nor Instagram economic 

output significantly predicted later stock returns (all p > .05; Table 

2, Panel A). No evidence existed that more CGTN economic posts 
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by platform led to higher or lower returns on the four stock indices 

during the following three months (Table 1, Media ➔ Markets panel).

In contrast, three of the four indices significantly predicted 

later changes in CGTN Instagram activity (Table 1, Markets ➔ Media 

panel; Table 3, Panel B). For the SSE Composite, months with higher 

returns preceded increased CGTN economic postings on Instagram 

three months later (p < .05), whereas Facebook output did not yield 

significant results. For the S&P 500, months with higher returns 

preceded more Instagram economic posts one and three months 

later (p < .05), again with no corresponding effect on Facebook. For 

the NASDAQ Composite, higher returns were preceded by increased 

Instagram economic posting after one and three months (p < .05), 

with no significant effect on Facebook. CSI 300 returns did not show 

statistically significant relationships with Facebook or Instagram 

output under our criterion (p > .05).

  Media ➔ Markets (platform totals predicting returns)

Media series S&P 500 NASDAQ SSE CSI 300

Facebook totals

Instagram totals (Δ)

  Markets ➔ Media (returns predicting platform totals)

Media series S&P 500 NASDAQ SSE CSI 300

Facebook totals

Instagram totals (Δ) L1, L3 (+) L1, L3 (+) L3 (+)

   �Table 1. Monthly Relationships between Stock Market Returns and CGTN 
Economic Post Content (2018-09-01 and 2023-08-31)

Note: CGTN = China Global Television Network; S&P 500 = Standard and Poor’s 500; 
NASDAQ = National Association of Security Dealers Automated Quotations; SSE = 
Shanghai Stock Exchange; L1, L2, L3 = lags; positive/negative = effect directions;   
Δ = indicates Instagram series was differenced before inclusion; blank cell indicates 
no significant lag result found. All totals were weighted. Source: Author
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  Panel A. Media ➔ Markets (Do platform totals Granger cause later returns?)

Media series S&P 500 NASDAQ SSE CSI 300

S&P 500 Facebook + Instagram 
totals (joint)

6 11.78 0.067

S&P 500 Facebook totals only 3 2.02 0.569

S&P 500 Instagram totals only 3 7.35 0.062

NASDAQ 
Composite

Facebook + Instagram 
totals (joint)

6 10.22 0.116

NASDAQ 
Composite

Facebook totals only 3 2.9 0.408

NASDAQ 
Composite

Instagram totals only 3 5.38 0.146

SSE Composite Facebook + Instagram 
totals (joint)

6 7.02 0.319

SSE Composite Facebook totals only 3 5.45 0.142

SSE Composite Instagram totals only 3 1.61 0.658

CSI 300 Facebook + Instagram 
totals (joint)

6 9.04 0.171

CSI 300 Facebook totals only 3 7.51 0.057

CSI 300 Instagram totals only 3 1.4 0.706

  Panel B. Markets ➔ Media (Do returns Granger cause later platform totals?)

Outcome (media) Predictor (returns) df Wald χ² p value

Facebook totals S&P 500 3 6.25 0.1

Instagram totals (Δ) S&P 500 3 14.16 0.003

Facebook totals NASDAQ Composite 3 4.07 0.254

Instagram totals (Δ) NASDAQ Composite 3 16.34 0.001

Facebook totals SSE Composite 3 0.56 0.905

Instagram totals (Δ) SSE Composite 3 7.99 0.046

Facebook totals CSI 300 3 1.66 0.645

Instagram totals (Δ) CSI 300 3 6.81 0.078

   �Table 2. Wald χ² Granger Causality Tests for PlatformLevel Relationships between 
CGTN Economic Output and Stock Index Returns (2018–2023)

Notes: Δ indicates that the Instagram series was differenced before inclusion in  
the VAR models. 

Note: S&P 500 = Standard and Poor’s 500; NASDAQ = National Association of 
Security Dealers Automated Quotations; SSE = Shanghai Stock Exchange.  
Source: Author
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The platform‑level results indicate that the economic posting 

volume of CGTN on Facebook and Instagram did not drive stock 

market movements in the four indices. However, U.S. and Chinese 

market performance, especially for the S&P 500, NASDAQ, and 

SSE, did precede changes in its economic presence on Instagram. 

Markets acted as signals for CGTN to adjust its Instagram economic 

output after delays of roughly one to three months. No evidence 

supported the reverse direction. From a digital force protection 

perspective, these platform‑level findings demonstrate how access 

to open financial data and social‑media archives can detect and 

model systematic, time‑lagged adjustments in state‑run messaging 

in response to market conditions. 

Topic‑Level Associations

Regression models on the nine economic topics as 

contemporaneous predictors of monthly returns did not reach 

significance for any stock market index (p>0.05 and adjusted R² 

values were near zero or negative). Static, one‑shot models therefore 

understated the relationships between topic salience and returns.

Topic‑based VAR models told a different story. When the 

researchers accounted for lags and bidirectional effects, the nine 

topics jointly explained about 59 percent of the variance in S&P 

500 returns, 52 percent in NASDAQ returns, 66 percent in SSE 

Composite returns, and 60 percent in CSI 300 returns. Table 3 

indicates whether the topic significantly predicted later returns, 

including lags (L1–L3) and effect directions (positive or negative) for 

each topic and model (Media ➔ Markets panel).  It also shows where 

stock returns significantly predicted later changes in topic salience 

(Markets ➔ Media panel). Table 4 presents the corresponding Wald 

χ² statistics and the Granger tests’ p‑values.
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  Media ➔ Markets (topics predicting returns)

CGTN Economic Topic S&P 500 NASDAQ SSE CSI 300

Africa in Turmoil Δ

China Global South 
Cooperation

L1 (–)  

China Success Model L1 (–) L1 (–)

China US Trade Relations L1, L2 (–) L2 (–)

Russia Ukraine Δ L1 (–) L1 (–)

COVID 19 Impact Δ L1 (–), L2, 
L3 (+)

L2, L3 (+)

China Arab Cooperation L1 (+) L1(+),L2 (–) L1 (+)

China Latin America Relations Δ

US Economic Concerns Δ L1 (–)

  Markets ➔ Media (returns predicting topics)

CGTN Economic Topic S&P 500 NASDAQ SSE CSI 300

Africa in Turmoil Δ

China Global South 
Cooperation

China Success Model L3 (+) L3 (+)

China US Trade Relations

Russia Ukraine Δ L3 (+)

COVID 19 Impact Δ L2 (+), L3 
(–)

L3 (+)

China Arab Cooperation

China Latin America Relations Δ

US Economic Concerns Δ L2 (+) L2 (+)

   �Table 3. Relationships between Monthly Stock Market Returns and CGTN Topics 
on Facebook and Instagram (2018-09-01 and 2023-08-31)

Note: L1, L2, L3 = lags; positive/negative = effect directions; Δ = denotes differenced 
topic series used in the VAR models; blank cell indicates no significant lag result 
found. Source: Author

For the SSE Composite, five topics significantly predicted later 

returns (p < .05; Table 4, Panel A). Greater coverage of China–Global 

South Cooperation, China–U.S. Trade Relations, Russia–Ukraine 
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Conflict, and U.S. Economic Concerns preceded lower SSE returns, 

generally at one‑month lags and, for China–U.S. Trade Relations also 

at two months (Table 3, Media ➔ Markets). In contrast, China–Arab 

Cooperation coverage showed a mixed pattern, with higher SSE 

returns one month after an increase in this topic but lower returns 

two months later. SSE returns also significantly preceded changes 

in several topics (Table 3, Markets ➔ Media; Table 4, Panel B): higher 

SSE returns were followed by increased coverage of Russia–Ukraine 

Conflict, COVID‑19 Impact, and U.S. Economic Concerns after delays 

of two to three months.

For the S&P 500, two topics significantly predicted returns 

(Table 4, Panel A). Increases in COVID‑19 Impact coverage preceded 

lower S&P 500 returns one month later but higher returns two 

and three months later (p < .05), consistent with an initial shock 

followed by partial recovery (Table 3). Greater emphasis on China–

Arab Cooperation predicted higher S&P 500 returns at a one‑month 

lag (p < .01). S&P 500 returns, however, did not significantly 

predict later changes in any of the topic series (all p > .05; Table 

3, Markets ➔ Media).

For the NASDAQ Composite, COVID‑19 Impact was again the 

only topic that significantly predicted later returns (p = .001; Table 

4). Higher COVID‑19 coverage preceded higher NASDAQ returns two 

months later, with a smaller, marginally positive association at three 

months (Table 3). NASDAQ returns did not significantly precede 

changes in any of the topic series (p > .05).

For the CSI 300, three topics significantly predicted returns 

(Table 4, Panel A). Increased attention to China Success Model 

and China–U.S. Trade Relations preceded lower CSI 300 returns, 

at one‑ and two‑month lags respectively (p < .05), while greater 

coverage of China–Arab Cooperation predicted higher CSI 300 

returns one month later (p < .01; Table 3). CSI 300 returns did not 
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  Panel A. Media ➔ Markets (Do topics Granger‑cause later returns?)

Outcome 
(returns)

Topic (predictor) df Wald χ² p value

SSE Composite China–Global South 
Cooperation

3 11.56 0.009

SSE Composite China–U.S. Trade 
Relations

3 12.72 0.005

SSE Composite Russia–Ukraine 
Conflict (Δ)

3 18.93 <.001

SSE Composite China–Arab 
Cooperation

3 18.58 <.001

SSE Composite U.S. Economic 
Concerns (Δ)

3 8.59 0.035

S&P 500 Covid 19 Impact (Δ) 3 23.33 <.001

S&P 500 China–Arab 
Cooperation

3 10.74 0.013

NASDAQ 
Composite

Covid 19 Impact (Δ) 3 16.05 0.001

CSI 300 China Success Model 3 8.21 0.042

CSI 300 China–U.S. Trade 
Relations

3 9.87 0.02

CSI 300 China–Arab 
Cooperation

3 16.94 0.001

  Panel B. Markets ➔ Media (Do returns Granger cause later topic salience?)

Outcome (topic) Predictor (returns) df Wald χ² p value

Russia–Ukraine 
Conflict (Δ)

SSE Composite 3 8.55 0.036

Covid 19 Impact (Δ) SSE Composite 3 17.93 <.001

U.S. Economic 
Concerns (Δ)

SSE Composite 3 19.67 <.001

Instagram totals (Δ) CSI 300 3 6.81 0.078

   �Table 4. Wald χ² Granger Causality Tests for TopicLevel Relationships between 
CGTN Economic Narratives and Stock Index Returns (2018–2023)

Note: Δ denotes differenced topic series used in the vector autoregressions models. 
Only topic–index combinations with significant Granger tests at p < .05 are listed; 
nonsignificant χ² tests for other topics and indices are omitted for brevity. 
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significantly predict later shifts in any of the topics under the joint 

criterion (p > .05).

Two topics, Africa in Turmoil and China–Latin America Relations, 

did not show significant relationships with any of the indices, and 

most related individual coefficients were small and non‑significant 

(p > .05). Thus, for the indices in the period studied, media–market 

linkages were concentrated in topics related to China’s economic 

model, China–U.S. trade and economic concerns, Covid‑19, the 

Russia–Ukraine conflict, and China–Arab cooperation. For SOF, the 

topic‑level patterns illustrate how specific themes in open‑source 

content can function as sensitive indicators of broader economic 

conditions and responses.

Discussion
This analysis of CGTN economic messaging and stock market 

dynamics reveals an asymmetric, topic‑specific feedback system 

rather than a uniform media effect. Aggregate economic post 

volume on Facebook and Instagram did not predict stock index 

returns, while returns in the S&P 500, NASDAQ, and SSE composites 

predicted lagged increases in economic content by CGTN on 

Instagram. In contrast, topic‑level analyses uncovered robust lagged 

relationships between specific economic narratives and returns, 

particularly for Chinese indices, and in some cases, returns fed 

back into shifts in topic frequency. The contrast between weak 

platform‑level effects and strong topic‑level effects demonstrates 

For SOF digital force protection, the key insight is that 
economic topics and market indicators should be treated as 
jointly evolving variables in a data‑analytic system.
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the lack of need to monitor an entire media corpus to detect 

meaningful linkages. A small set of topic‑specific series is more 

revealing about how messaging and real‑world indicators move 

together over time.

These findings show that China’s economic messaging both 

adapts to and, at times, anticipates market conditions. CGTN 

increased Instagram economic output after favorable market 

movements but also intensified coverage of themes such as trade 

tensions, COVID‑19, and U.S. economic problems in ways that 

preceded declines in Chinese indices. Topics about China–Arab 

cooperation tended to precede modest gains across all four 

indices, which suggests that investors interpreted messaging about 

diversified partnerships and energy cooperation as a positive signal. 

These patterns imply that state‑run outlets can tie narrative themes 

to economic responses and operate within feedback loops. These 

loops can be mapped using off-the-shelf, open-source analytical 

tools by friendly or hostile actors for other domains.

For SOF digital force protection, the key insight is that economic 

topics and market indicators should be treated as jointly evolving 

variables in a data‑analytic system. Topic‑level results indicate:

•	 Economic topic content and timing matter more than 

overall volume. Specific topics such as China–U.S. trade 

tensions or U.S. economic concerns reliably preceded 

negative movements in SSE and CSI 300 returns, whereas 

aggregated economic output did not.

•	 Markets embedded in more centralized political economies 

like China’s appear more sensitive to state‑run economic 

topics than U.S. markets, which rely on a more diversified 

information environment. This finding has implications for 

how adversary messaging may impact partner or competitor 

economies with similar structures.39
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•	 Feedback loops between markets and topics can serve 

as both indicators and levers. Increases in external‑blame 

topics following SSE gains suggest attempts to 

contextualize volatility, and positive cooperation topics  

that precede rebounds suggest opportunities for  

stabilizing messaging.

From a digital force protection perspective, these same system 

features also define a class of risk. An adversary analyst who can 

identify a handful of topics that reliably move with key indicators 

does not need comprehensive access to learn something useful 

about conditions in a theater. Even partial and noisy open‑source 

traces can suffice to reconstruct how populations, elites, or markets 

are reacting to events that may include SOF presence or operations.

SOF and USSOCOM can adapt the analytic architecture used 

here to support economic information operations in several ways. 

Analysts can build pipelines that ingest open‑source content from 

adversary and partner state‑run media outlets, filter for economic 

and security‑relevant terms, and apply transformer‑based topic 

models to identify recurring narratives.40 By aligning monthly or 

weekly topic frequencies with local stock indices, currency values, 

or commodity prices, and estimating VAR models with Granger 

tests, analysts can identify which media strategies reliably precede 

economic stress or recovery.41 Presenting these findings in concise 

dashboards that highlight a small set of high‑leverage topics with 

realistic lag structures would allow integration into situational 

awareness, early‑warning frameworks, and assessment processes. 

These same dashboards can also serve as red‑team tools for digital 

force protection. They can reveal what an adversary might infer 

about the impact of operations or the vulnerability of partner 

economies based purely on open‑source trajectories.
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Early‑warning applications include monitoring surges in 

economic grievance or external‑blame narratives that historically 

precede protests, capital flight, or elite fragmentation in partner 

states. Media assessment applications include tracking whether U.S. 

and partner narratives about reform, anti‑corruption, or alternative 

economic partnerships gain salience in state and social media and 

whether their timing aligns with improvements in key economic 

indicators. Counter‑propaganda applications include prioritizing 

responses to adversary economic narratives that show strong links 

to market destabilization, and deprioritizing narratives with little 

measurable effect. These applications highlight a two‑sided risk for 

SOF. Adversaries can push economic narratives to shift perceptions 

of partnered missions, and they can also watch economic and 

messaging data to infer when and where those missions are 

affecting the environment, even when operators themselves remain 

silent online.

Capacity building with partner institutions offers another 

avenue. SOF, working with interagency partners, can help train 

select partner analysts to apply simplified versions of these tools to 

their own media and market data, which improves local resilience 

against economic disinformation and aligns with irregular warfare’s 

emphasis on working by, with, and through indigenous structures.42 

Digital force protection should be part of that training. Partners 

need to understand not only how to craft narratives but also how 

hostile actors could utilize publicly released economic data, policy 

Early‑warning applications include monitoring surges  
in economic grievance or external‑blame narratives that 
historically precede protests, capital flight, or elite 
fragmentation in partner states.



397397

CHAPTER 4: DIGITAL FORCE PROTECTION

announcements, or social‑media activity to monitor joint activities or 

target sensitive individuals and units.

Implications for Digital Force Protection of SOF

The CGTN case illuminates how adversary economic narratives 

and financial indicators function as a jointly evolving system with 

direct implications for situational awareness of SOF. It shows how 

machine learning and time‑series methods applied to open‑source 

data can extract sensitive patterns about how populations and 

markets respond to events and messaging without any need to 

compromise personal devices or closed networks.

The findings suggest that economic topic content and timing 

matter more than raw output volume of economic posts. SOF 

information focused only on counts of adversary posts or on generic 

sentiment scores risks overlooking which specific themes carry 

economic weight. Topic‑level modeling that identifies themes such 

as trade disputes, sanctions, infrastructure deals, external blame, 

or alliances can reveal narratives tightly coupled to economic 

confidence or market stresses. As such, an adversary does not need 

comprehensive surveillance of every message. It needs only to track 

and model a limited set of narratives that function as proxies for the 

effects of sanctions, deployments, or partnered operations, which in 

turn map or anticipate consequences associated with SOF activities.

Denser, more negative topic‑based relationships observed for 

Chinese indices illustrate how markets embedded in centralized 

SOF information focused only on counts of adversary posts 
or on generic sentiment scores risks overlooking which 
specific themes carry economic weight.
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political economies may be especially sensitive to state‑run 

narratives about risk and opportunity. Partner or adversary 

economies resemble this pattern, with their heavy state ownership, 

constrained press, and close party‑state ties, SOF should expect 

that shifts in official economic messaging can signal or reinforce 

movements in markets that matter for regime stability, elite 

cohesion, and public tolerance of hardship. These sensitivities also 

give adversaries indirect visibility into how pressure levers work. 

They can watch for economic or narrative shifts that follow specific 

covert or partnered actions, then update their understanding of 

SOF tactics, and leverage points without ever observing the units or 

individuals directly.

The existence of bidirectional feedback loops between topics 

and stock indices suggests that economic narratives can serve as 

indicators and levers. Rapid increases in themes that externalize 

domestic downturns may flag attempts to manage domestic 

discontent. Conversely, periods when cooperative narratives reliably 

precede market rebounds, as with China–Arab cooperation in this 

case, may indicate when positive economic messaging is most 

effective in stabilizing or redirecting expectations. For digital force 

protection, these loops illustrate the potential for adversaries 

to fine‑tune economic disinformation or pressure campaigns by 

reading public financial responses. All the while, adversaries can 

simultaneously exploit the same data to infer when partner societies 

are receptive to SOF presence or cooperation.

SOF and USSOCOM can translate these insights into a practical 

analytics framework. A machine-learning pipeline modeled on this 

study’s methods would: 

1) Systematically collect open‑source media from state‑run 

and proxy outlets in priority theaters alongside relevant financial 
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indicators such as local stock indices, currency values, and 

commodity prices.

2) Apply multilingual topic modeling to cluster content 

into interpretable themes relatable to situational awareness 

(e.g., sanctions, corruption, protests, security cooperation, or 

abandonment narratives).

3) Use VAR and Granger causality tests to identify which topics 

tend to precede economic stress or recovery, and which appear 

mainly reactive over time.

4) Present the resulting patterns in accessible forms for planners 

and operators, emphasizing a small set of high‑leverage themes and 

realistic lag structures. 

Once such a pipeline exists, it can also serve as a standing digital 

force-protection tool, as adversaries can run the same models on the 

same open‑source data.

Such a system would support several situational awareness 

functions. In early warning, analysts could flag surges in topics 

that historically precede economic crises or protests in partner 

states, giving SOF and interagency partners time to adjust posture, 

messaging, or assistance. In campaign assessment, teams could 

track whether U.S. and partner narratives about economic reform, 

anti‑corruption, or alternative trade relationships show up in 

topic models and whether their frequency predicts market or 

behavior changes. In countering adversary economic information 

operations, specialists should prioritize hostile narratives that 

warrant rapid response.

Capacity building with partner forces also stands to benefit. 

Training selected partner analysts or ministries in basic topic analysis 

and time‑series thinking, tailored to their local platforms and 

data constraints, can strengthen their ability to counter economic 
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narratives that erode resilience or invite coercion. Digital force 

protection training should encourage partners to view their own 

open‑source economic and media outputs as potential sensors and 

potential vulnerabilities. 

These applications require careful attention to classification, 

access, and resourcing, but they do not demand high-end 

technology. This CGTN analysis relied on publicly available data, 

standard topic modeling tools, and widely used statistical packages. 

The main challenges lie in curating appropriate corpora, validating 

topics with regional expertise, and integrating outputs into SOF 

decision cycles. Because the tools and data are widely available, 

the barrier to entry is low for both adversaries and for SOF, 

which strengthens the case for making analytic red‑teaming of 

open‑source economic and narrative data a routine part of digital 

force protection.

Future Directions

Future work should incorporate additional economic context 

variables as potential influences on state‑run media content. 

Multivariate analyses that include trade balances, major economic 

summits, gross domestic product growth, inflation, and interest rates 

could clarify how macroeconomic events shape both messaging 

strategies and market responses over time.

A second avenue concerns alignments between economic 

conditions and non‑economic messaging. State‑run outlets may 

Digital force protection training should encourage partners 
to view their own open‑source economic and media 
outputs as potential sensors and potential vulnerabilities. 
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shift coverage of territorial disputes, demographic policies, or 

alliance structures when economic indicators deteriorate or 

improve. Time‑series designs could test whether changes in these 

security‑focused narratives precede or follow market movements in 

ways that bear on irregular warfare.

A third priority involves visual content. Platforms such as 

Instagram rely heavily on images and short videos. Multimodal 

analyses that combine text‑based topic models with computer 

vision or human coding of visual frames would provide a fuller 

account of how state‑run media package economic messages for 

different audiences.

Future research should also widen the platform scope. While 

Facebook and Instagram reach global audiences, platforms such 

as YouTube and TikTok carry significant state‑linked content. 

Domestically focused platforms like Weibo, WeChat, and Douyin 

serve users primarily inside China and may show different 

relationships between economic narratives and local market 

indicators. Comparative platform studies could identify how 

audience segmentation, technical affordances, and regulatory 

environments mediate media–market linkages that matter.

An additional line of work should focus on economic 

disinformation as a specific digital force protection problem. 

Adversaries can deploy false or distorted economic narratives about 

inflation, shortages, sanctions, or investment flight to undermine 

support for partner governments or the presence of U.S. and allied 

forces. They can attempt to poison the data streams that analytic 

systems rely on by introducing synthetic accounts, coordinated 

inauthentic behavior, or manipulated statistics. Future studies should 

examine how disinformation campaigns interact with genuine 

economic indicators over time and identify which fabricated or 

exaggerated themes most effectively move markets or public 
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sentiment and behavior. A robust topic‑and‑time‑series pipeline 

can further reveal impactful data manipulation. Because economic 

disinformation can spread through the same personal devices and 

social networks that SOF personnel and local partners use in daily 

life, understanding these dynamics will strengthen the digital force 

protection strategy.

Conclusion
The global economic media strategies used by CGTN on 

Facebook and Instagram did not move major stock indices through 

sheer volume, but specific economic narratives showed systematic, 

lagged relationships with U.S. and especially Chinese stock returns. 

Markets in turn shaped some aspects of the CGTN Instagram output. 

These patterns illustrate a situational awareness feedback system 

in which state‑run narratives both respond to and help shape 

economic expectations.

For SOF, this case demonstrates that integrating large‑scale 

media content and financial indicators in a single analytic 

architecture can track how economic narratives and market 

conditions interact over time. The same architecture highlights what 

a capable adversary can do with open‑source data: identify a small 

Adapting this architecture to adversary and partner 
outlets would allow SOF and U.S. Special Operations 
Command to harness data‑analytic systems for situational 
awareness, providing early warning of economic 
information operations, supporting campaign assessment, 
and informing targeted responses that engage economic 
narratives where they matter most.
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set of public narratives and indicators that reveal far more about 

real‑world conditions than they were intended to disclose. Adapting 

this architecture to adversary and partner outlets would allow SOF 

and USSOCOM to harness data‑analytic systems for situational 

awareness, providing early warning of economic information 

operations, supporting campaign assessment, and informing 

targeted responses that engage economic narratives where they 

matter most. These results show how analytic pipelines can either 

threaten or protect SOF depending on who runs them and how 

their outputs are used, and they argue for treating such methods as 

a standing component of efforts to identify, measure, and mitigate 

risks to improve digital force protection.
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Abstract
As special operations forces (SOF) increasingly operate in 

environments where digital traces are as consequential as physical 

presence, counterintelligence (CI) must adapt to the reality of a 

ubiquitous, participatory information environment—the “public 

sensorium.” This article advances a conceptual playbook for digital 

force protection, outlining strategies to mitigate risks posed by 

open-source intelligence (OSINT) targeting, adversarial narrative 

preconditioning, and the exploitation of ambient data trails. Drawing 

on scholarship in intelligence studies,1 critical security studies,2 

and media theory,3 the article argues that adversaries increasingly 

weaponize openness, algorithmic amplification, and ubiquitous 

data to shape perceptions and exploit vulnerabilities. The proposed 

framework emphasizes operational security (OPSEC), digital 

hygiene, and cognitive resilience as essential complements to 

traditional CI doctrine.

Introduction
Historically, force protection emphasized keeping people, 

equipment, and facilities safe from physical threats. Yet—as 

Clausewitz would likely remind us—the character of war changes 

with the “spirit of the age,” even as its underlying nature endures.4 

Today’s social and technological conditions have shifted much of 

the exposure surface from the kinetic to the informational, making 

protection in the information environment as consequential as body 

armor and blast walls. This shift is inseparable from the rise of the 

platformed, “datafied” internet. Social media has been weaponized 

by states, criminal networks, and movements, turning feeds into 

battlespaces and attention into terrain.5 Meanwhile, the commercial 

location-data economy shows how “anonymous” device pings can 

be tied back to real people and places—at scale—posing obvious 

risks to personnel and missions.6 U.S. defense leaders responded to 
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adjacent risks by restricting geolocation features on devices in 2018, 

underscoring how digital exhaust can become an OPSEC liability.7 

Practically, every Instagram story, passive geolocation ping, or 

unguarded narrative fragment contributes to a composite, targetable 

identity. Scholars describe this broader condition as datafication and 

participatory surveillance—a socio-technical environment in which 

users, platforms, and data brokers continuously produce and trade 

signals that can re-identify individuals and infer sensitive attributes 

(home/work, health, beliefs).8 Research shows that seemingly 

benign social metadata and older app behaviors can pinpoint users’ 

addresses and “sensitive” visits with high accuracy, while U.S. Army 

OPSEC guidance now explicitly warns troops and families about 

geotagging and oversharing.

For SOF, whose operational edge relies on anonymity, precision, 

and surprise, this ambient exposure creates both strategic and 

tactical liabilities. We call the contemporary battlespace the public 

sensorium: a participatory, always-on, distributed ecology in which 

people, algorithms, and infrastructures generate, archive, and amplify 

signals. Within this sensorium, adversaries can manipulate, extract, 

and weaponize information at low cost and with limited attribution—

patterns documented in recent histories of disinformation and in 

U.S. testimony calling for cognitive security.9 Case studies—such as 

the Strava heatmap revealing activity around sensitive facilities—

illustrate how ordinary digital traces can compromise operational 

patterns and locations.10

Open-Source Intelligence Targeting and the  
SOF Profile

OSINT has moved well beyond hand-curated clippings and ad 

hoc searches. Contemporary OSINT pipelines are algorithmically 

augmented: adversaries fuse cross-platform collection with 

machine-learning classifiers (e.g., natural language processing 
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on social streams, image/video feature extraction, network 

clustering) to surface targets and vulnerabilities at scale.11 These 

toolchains are increasingly “productized”—from automated account 

discovery and topic clustering to templated persona generation—

compressing the time between discovery, targeting, and narrative 

activation. For defenders, this means the relevant attack surface 

is not only what an operator posts but also the metadata and 

correlations that arise when disparate, seemingly benign traces are 

aggregated and modeled.

Recent cases highlight the scope of the threat:

•	 Fitness apps like Strava’s global heatmap visualized users’ 

workouts in ways that exposed base perimeters and habitual 

routes—an object lesson in how “anonymous” aggregates 

can reveal sensitive patterns.12 

•	 Family social media posts provide adversaries with 

indicators of unit deployment, rotations, and morale. Official 

OPSEC guidance warns that seemingly benign posts about 

deployments, rotations, and unit routines can be assembled 

into a larger picture useful to adversaries.13

•	 Data brokers aggregate innocuous-seeming consumer data 

(e.g., ridesharing histories, purchases, Internet of Things 

[IoT] signals) into actionable intelligence.14 Commercial 

data brokers aggregate mobility, purchase, app-usage, 

and advertising telemetry into highly granular profiles. U.S. 

regulators have documented the breadth of this market15 

For SOF, the paradox is stark: operational secrecy collides 
with the ambient digital presence of operators, families, 
contractors, and local partners.
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and, more recently, prohibited firms from selling or sharing 

precise/sensitive location data.16 In parallel, the Office 

of the Director of National Intelligence (ODNI) issued an 

Intelligence Community framework acknowledging both 

the utility and national security risks of commercially 

available information (CAI).17

For SOF, the paradox is 

stark: operational secrecy 

collides with the ambient 

digital presence of operators, 

families, contractors, and 

local partners. CI frameworks 

must therefore assume 

adversaries can collect, 

correlate, and weaponize public and commercial data at speed. 

Practically, this implies (1) pre-mission digital hygiene for units and 

families; (2) continuous OSINT telemetry and indicators monitoring 

(e.g., sudden engagement spikes, cross-platform narrative 

synchronization); and (3) integrating analytic rigor—such as capture, 

lay out, examine, align, reflect (CLEAR) mapping and challenge-

based structured analytic techniques—into digital force protection to 

stress-test assumptions before they become liabilities.18

Narrative Preconditioning
Adversaries no longer merely react to events; they work to shape 

the interpretive lens before events occur. In communication research, 

this combines classic framing—selecting and emphasizing certain 

aspects of reality to promote a particular problem definition or moral 

evaluation19—with agenda-setting, which elevates some topics (and 

attributes of those topics) to salience so that audiences are primed 

to notice them.20 In influence tradecraft, related concepts include 

pre-suasion (preparing audiences’ “state of mind” before a message) 

Adversaries no longer merely 
react to events; they work to 
shape the interpretive lens 
before events occur.
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and, in military studies, reflexive control (shaping an opponent’s 

perceptions and expected utility to steer decisions).21 Collectively, 

these practices amount to narrative preconditioning: seeding frames, 

tropes, and discourses ahead of time so that subsequent facts are 

interpreted within an adversary-favorable storyline.22

Three techniques are particularly relevant for SOF:

1. �Planting disinformation (pre-event “receipts”): Adversaries 

introduce plausible claims—civilian casualty allegations, 

corruption narratives, or “illegitimacy” frames—before 

deployments or operations commence. This leverages the 

“firehose of falsehood” model: high-volume, multichannel 

messaging with rapid, continuous, and repetitive content 

that overmatches traditional refutation and leaves durable 

doubt even after corrections.23 Contemporary assessments 

of coercive information operations note similar patterns: pre-

crisis shaping and public opinion “priming” that narrows policy 

options once an incident occurs.24 

2. �Exploiting cultural fissures (domestic alignment): Narrative 

preconditioning is most potent when it maps onto existing 

social divisions. Empirical work on the Internet Research 

Agency shows systematic amplification of U.S. divisions (race, 

religion, guns, immigration, etc.) and even orchestration of 

opposing rallies to pre-shape audience interpretations of later 

events.25 Public health research similarly documents troll/

bot activity injecting polarizing frames into vaccine debates 

to erode consensus before outbreaks or policy changes.26 

Strategic analysis places this squarely within modern “political 

warfare,” where states and proxies prepare the ground by 

polarizing targets long in advance.27

3. �Amplifying ambiguity (manufacturing doubt): Rather than 

persuading audiences of a single falsehood, adversaries flood 



419419

CHAPTER 4: DIGITAL FORCE PROTECTION

the zone with contradictory takes, “just asking questions,” 

and authenticity challenges that muddy verification.28 RAND’s 

Firehose model highlights why refutations struggle under such 

conditions.29 The deepfake literature warns of a related “liar’s 

dividend”—once people know sophisticated manipulation 

exists, malicious actors can dismiss authentic evidence as fake, 

compounding uncertainty and softening accountability.30

As Rid (2020)31 emphasizes in his history of active measures, 

effective disinformation leans on fragments of truth and strategic 

ambiguity to seed doubt—and doubt, not belief in any single false 

claim, is often the operational end state. For SOF, this means 

entering battlespaces that are already narratively tilted: reputational 

baselines are degraded, stakeholder perceptions have been pre-

shaped, and tactical incidents 

are interpreted through 

hostile frames that reduce 

freedom of maneuver in 

both the operational and 

informational domains.32

Ambient Data Trails
Modern life generates what Zuboff (2019) calls “digital exhaust”—

continuous byproducts of everyday activity such as location 

traces, biometric signals, purchase histories, app telemetry, and IoT 

device logs.33 For SOF, these ambient data trails create a double 

vulnerability: they can reveal operational patterns (e.g., routes, 

rhythms, associations) and compromise personal/family security 

through doxxing, stalking, or targeted influence. U.S. defense 

leaders have acknowledged the operational risk of geolocation 

exhaust—restricting geolocation features on devices in 2018—while 

public episodes like the Strava heatmap incident demonstrate 

Ambient data trails create  
a double vulnerability.
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how “anonymous” aggregates can expose base perimeters and 

habitual movements.34

•	 Persistence: Once generated, many data traces are 

durable—replicated, backed up, and archived across 

platforms, clouds, and broker warehouses—often beyond 

any single individual’s control. Mayer-Schönberger argued 

that digital memory’s low cost and ubiquity erode the 

natural “forgetting” that once protected privacy, while U.S. 

regulators have documented how data brokers collect, 

retain, and resell large volumes of personal data over time.35 

Intelligence Community policy similarly flags that CAI can 

reveal sensitive details about individuals and therefore 

requires heightened safeguards when acquired or retained.36

•	 Aggregability: Disparate crumbs—fitness app logs, loyalty 

card purchases, rideshare histories, ad-tech telemetry, and 

IoT signals—can be linked and fused into granular behavioral 

profiles.37 Classic re-identification work shows that just four 

spatiotemporal points can uniquely identify the vast majority 

of people in a mobility dataset.38 Public investigations and 

research syntheses describe how commercial brokers and 

ad-tech “identity graphs” stitch device IDs, IP addresses, and 

home/work geofences to build persistent dossiers.39 Within 

national security context, reporting and records disclosures 

show U.S. government entities have purchased app-derived 

location data (e.g., Venntel/Babel Street), underscoring how 

readily these profiles can be operationalized.40

•	 Opacity: Operators and families often underestimate the 

volume, persistence, and accessibility of their digital traces. 

The National Institute of Standards and Technology’s (NIST) 

guidance highlights the privacy risks of IoT ecosystems, 

where data flows are complex and non-transparent.41 
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The ODNI’s CAI framework explicitly warns that CAI, 

while useful, also poses privacy, civil liberties, and CI risks 

because it can reveal “sensitive and intimate information” 

when aggregated.42 Press and policy analyses—such as 

the One Nation, Tracked series—show how “anonymous” 

location files allow reconstruction of identities and 

sensitive visits, making opacity a practical, not merely 

theoretical, problem.43

In CI terms, ambient data trails constitute inadvertent self-

disclosure: continuous, passive, and exploitable. Unlike a discrete 

human intelligence (HUMINT) leak, this disclosure is systemic and 

infrastructural—emerging from the routine operation of commercial 

platforms, advertising markets, and consumer devices—and thus 

requires force-protection responses that combine policy (e.g., 

geolocation restrictions), technical controls (e.g., device/app 

hygiene), and analytic monitoring of CAI-driven indicators.

Working Toward a Counterintelligence Playbook
The proposed CI playbook for digital force protection 

emphasizes proactive, layered strategies:

1. Digital hygiene & training (operator + household)

Objectives: Reduce discoverable signatures; raise baseline 

CI awareness across operators and their family networks; 

institutionalize periodic self-audits.

Core practices:

•	 Quarterly OSINT self-audits (red-team simulations): Task 

CI/cyber red teams to enumerate open-source indicators 

(addresses, vehicles, workplaces, children’s schools, 

fitness routes, club memberships, home photos, etc.), then 
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brief remediation steps. Use defender frameworks (e.g., 

disinformation analysis and risk management [DISARM]/

adversarial information influence tactics and techniques 

[AMITT]) to map likely influence/collection tactics, 

techniques, and procedures (TTP) and plan mitigations.44

•	 Family network education: Issue a short, recurring brief to 

spouses/partners and adult family members that covers 

location privacy, social media posting norms, and phishing 

recognition. The National Security Agency’s (NSA) “Keeping 

Safe on Social Media” and the Department of War’s 

(DoW) OPSEC student guide provide practical, family-

friendly checklists.45

•	 Social media conduct (“Think. Type. Post.”): Adopt 

and enforce the Army’s well-known triad across units 

and family readiness groups; point to official Army 

personal-use guidance pages in welcome packets and 

pre-deployment briefs.46

•	 Command-level OPSEC refreshers: Re-baseline against 

current doctrine (e.g., Navy TTP 3-13.3; Air Force Doctrine 

Publication [AFDP]/ Field Manual [FM] 3-61 for public 

affairs [PA]/communication strategy), emphasizing 

signatures, associations, profiles, contrasts, and exposure 

and how seemingly “benign” posts aggregate into 

targetable patterns.47

Why it matters: OPSEC training notes that adversaries combine 

small, unclassified “puzzle pieces” from social and open sources to 

infer deployments and capabilities; assessing that aggregation risk is 

a required step.48
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2. Narrative immunization (prebunking + wargaming)

Objectives: Inoculate forces against adversarial narratives  

before contact; practice response under realistic tempo; align  

CI/PA/psychological operations (PSYOP) lanes.

Core practices:

•	 Pre-briefs using inoculation theory: Short “prebunking” 

modules (what claims you’ll likely see; how they manipulate 

emotion/identity; how to spot cheap fakes) improve 

resistance across cultures and platforms.49

•	 Disinformation tabletop exercises and wargames: Run 

pre-deployment Information Warfighter Exercise (IWX)-

style injects (rumors, doxxing, deepfakes, edited body-worn 

camera violations) with time pressure and PA/legal injects.50 

RAND’s IWX rulebook and Johns Hopkins University Applied 

Physics Laboratory’s national-level recommendations 

provide off-the-shelf scaffolds. 

•	 Defender tactics playbooks: Use the DISARM/AMITT 

matrices to map adversary TTP (e.g., seeded leaks, troll 

amplification, sock puppets) to specific mitigations 

(rapid provenance checks, “truth sandwich” responses, 

platform reporting).51

•	 Doctrine-aligned public communication: Coordinate 

counternarratives through PA vice ad hoc responses; 

tie messages to mission legality, proportionality, and 

local partnerships.52

Why it matters: Psychological “inoculation” (forewarning + 

refutational preemption) measurably reduces susceptibility to 

manipulation. Competing in the information environment is now a 

core DoW imperative, not a supporting activity.53
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3. Ambient data awareness (mobile + IoT + data brokers)

Objectives: Detect and minimize passive signatures from 

phones, wearables, vehicles, and smart homes, and constrain 

brokered data reuse.

Core practices:

•	 Mission-integrated IoT risk reviews: Include NIST 

Interagency or Internal Report 8228–style IoT privacy/

cyber risk considerations in concept of operations (device 

inventory, default creds, telemetry paths, firmware update 

posture, cloud sync behavior, etc.).54

•	 Device minimization and geolocation controls:  

For high-risk phases, physically secure or leave all 

wireless devices (including wearables) at a non-sensitive 

location. If devices must be carried, apply NSA’s location-

exposure mitigations.55

•	 Household posture hardening: Extend those mitigations 

to family devices and vehicles (e.g., infotainment 

telematics, smart doorbells, cameras); pair with NSA 

social media safety guidance.56

•	 Geolocation policy compliance: Enforce the 2018 DoW 

restriction on geolocation features for government 

personnel and devices, and brief implications for personal 

devices in proximity to operations.57

•	 Broker risk management: Apply ODNI’s 2024 CAI 

framework to any acquisition or use of commercially 

available data (e.g., sensitivity test, purpose limitation, 

re-evaluation cadence, safeguarding) and harmonize with 

NIST privacy guidance.58
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Why it matters: Location and telemetry exposures are inherent 

to modern devices and cloud services. Even with GPS off, Wi-Fi/

Bluetooth and sensor fusion can reconstruct movements (NSA, 

2020). IoT and “smart home” ecosystems expand the attack surface 

to family spheres, while data brokers turn innocuous trails into 

actionable profiles.59

4. Cognitive & cultural resilience (people + partners)

Objectives: Build operator media literacy, interpretive skepticism, 

and cultural fluency; reinforce public trust through doctrine-aligned 

PA; integrate with SOF information capabilities.

Core practices:

•	 Media literacy standards and drills: Incorporate evidence-

based standards to counter “truth decay” and rehearse rapid 

source-verification and lateral reading during operations.60

•	 Cultural awareness for narrative anticipation: Use FM 

3-24 and Boyd-derived decision-advantage thinking to 

map local grievances, honor codes, and identity frames 

adversaries may exploit.61

•	 Public engagement via PA: Align community 

engagement and transparency with Joint Publication 

(JP)/Service PA doctrine to sustain legitimacy and 

preempt rumor cascades.62

•	 SOF information integration: Leverage U.S. Special 

Operations Command’s (USSOCOM) role as joint proponent 

for internet-based PSYOP and the Joint MISO WebOps 

Center (JMWC) for synchronized, policy-compliant effects 

and partner support.63
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Why it matters: Adversaries exploit polarized environments 

and low trust. Building cognitive immunity and communicating 

within doctrine preserves freedom of maneuver in the 

information domain.64

Implications for Counterintelligence and  
SOF Doctrine

Traditional U.S. CI emphasizes deception detection, insider-

threat mitigation, and HUMINT-centric investigations, underpinned 

by analytic tradecraft such as Structured Analytic Techniques.65 

In the platformed information environment, however, digital 

force protection reframes CI as proactive and anticipatory. 

Adversaries’ primary weapons are increasingly the aggregation 

and weaponization of open, ambient, and narrative data—CAI, 

publicly available information, and platform telemetry—rather than 

physical infiltrators or planted doubles.66 This evolution aligns with 

joint doctrine’s elevation of information as a joint function and with 

the Joint Concept for Operating in the Information Environment 

(JCOIE), which directs commanders to build information into 

operational art.67

Hybrid Threat Recognition

SOF planning and assessment should treat digital indicators—

narrative shifts, bot-driven amplification, CAI exposure, location-

exhaust patterns—as coequal with kinetic indicators during 

mission analysis, joint intelligence preparation of the environment 

(JIPOE), and rehearsal.68 JP 3-05 stresses SOF integration with 

the joint force, while service doctrine (e.g., AFDP 3-13) codifies 

the informational aspects of all actions69 (JP 3-05; AFDP 3-13). 

The Government Accountability Office (GAO) has likewise 

urged the DoW to better integrate operations in the information 
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environment (OIE) across functions and to address governance gaps 

revealed in recent reviews.70

Doctrine implications include: 

•	 Making information environment (IE) variables (e.g., 

audience frames, data-broker exposure, platform dynamics) 

explicit in the intelligence estimate and JIPOE annexes 

(JP 2-0/Service 2-0)

•	 Adding CAI/publicly available information risk and narrative-

preconditioning checks to SOF mission approval processes

Cross-Domain Collaboration

Current policy (Department of Defense Directive [DoDD] 

5240.02; DoDD 5240.06) defines CI authorities and awareness 

requirements, but they must be operationalized alongside cyber 

defense, PA, and psychological operations (PSYOP) for digital force 

protection.71 USSOCOM’s role as the DoW’s coordinating authority 

for internet-based MISO and sponsor of the JMWC provides an 

organizational bridge between CI risk sensing and information 

effects. Recent posture statements and oversight reviews highlight 

both progress and capability gaps.72 Command-level synchronization 

with service doctrine (e.g., AFDP 3-13) and JCOIE closes seams 

between CI detection, cyber hardening, and narrative maneuver.73

Doctrine implications include:

•	 Needing to formalize a CI–Cyber–MISO battle 

rhythm (e.g., shared indicators, cross-cueing, rapid 

content provenance checks)

•	 Treating publicly available information and CAI 

acquisition and use as a CI-relevant activity governed 
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by ODNI’s CAI framework (privacy, sensitivity tests, 

cataloging, re-evaluation)74

Continuous Adaptation

Platform affordances, broker markets, and AI-enabled 

manipulation techniques change rapidly, and doctrine and TTP must 

adapt accordingly.75 JCOIE and subsequent service doctrine call for 

deliberate integration of information into operations. GAO findings 

and Congressional Research Service primers underscore the need 

for enduring governance and resourcing for OIE.76 Complementary 

guidance from ODNI on CAI and NATO/StratCom analyses on AI-

driven precision persuasion provide current benchmarks for policy-

compliant adaptation.77

Doctrine implications include: 

•	 Establishing quarterly CI/OIE update cycles (platform policy 

changes, new CAI sources, adversary TTP)

•	 Integrating prebunking/inoculation modules and OIE 

tabletops into SOF certification—tying analytic standards 

(Intelligence Community Directive 203–style tradecraft) 

to response playbooks

Conclusion
Operating inside a public sensorium compels a fundamental reset 

of SOF CI.78 Digital force protection is no longer an accessory to 

tradecraft; it is the precondition for mission credibility, survivability, 

and freedom of maneuver. When OSINT targeting, narrative 

preconditioning, and ambient data trails are treated as primary 

threat vectors, units can blunt adversaries who weaponize openness 

and scale.79 What must change is both how we fight and who we 

believe is on the battlefield. First, the center of effort moves from 

perimeters to patterns: it is the aggregate of tiny, routine emissions—
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posts, pings, purchase histories, platform correlations—that 

exposes units and families. Second, the decisive point shifts from 

secrecy to hygiene: disciplined, repeatable behaviors by operators 

and households often do more for survivability than any single 

technical control. Third, readiness becomes continuous: platform 

affordances, broker markets, and AI-enabled manipulation evolve 

too quickly for annual refreshers or static standard operating 

procedures (SOPs); CI must iterate at “platform speed.”80

Translating this into doctrine and practice means 

institutionalizing four non-negotiables:

1. Hybrid threat recognition. Treat digital indicators—narrative 

shifts, bot-amplification patterns, CAI exposure, location 

exhaust—as coequal with kinetic indicators during intelligence 

preparation of the battlefield/JIPOE, rehearsals, and mission 

approval.

2. Cross-domain choreography. Bind CI to cyber defense, 

PSYOP, and PA through shared indicators, cross-cueing, rapid 

provenance checks, and preapproved response playbooks that 

protect civil liberties while preserving narrative initiative.

3. Family-inclusive protection. Extend pre-deployment briefs 

and device posture hardening to spouses/partners and adult 

dependents; build household posture into unit readiness just as 

we do medical/dental and gear.

4. Quarterly adaptation. Update CI/OIE playbooks on a fixed 

cadence (quarterly as a floor): platform policy changes, new 

CAI sources, adversary TTPs, and lessons from after action 

reports (AARs) feed directly into training blocks and SOPs.

To ensure these reforms endure, commanders should demand 

measurable outcomes—not just good intentions. Useful metrics 

include time to detect a narrative spike, time to verify content 
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provenance, percentage of devices meeting hardened baselines, rate 

of location-leak incidents, coverage of family brief participation, red-

team OSINT findings closed within a defined window, and the false-

positive rate of alerts so units don’t drown in noise. These measures 

of performance and measures of effectiveness must be linked to 

certification events and AARs to create a learning loop. Ethically, 

success requires operational restraint and transparency. Digital force 

protection must be bound by data minimization, purpose limitation, 

and clear guardrails for any CAI or publicly available information 

use. Doing the right thing procedurally—documenting what was 

collected, why, and for how long—is part of maintaining the moral 

high ground that SOF relies on for access, local consent, and 

strategic legitimacy.81

Finally, a realistic research 

and development agenda 

should accompany doctrine: 

automated provenance and 

deepfake triage at the edge, 

broker-market mapping 

and risk scoring for common data feeds, inoculation training that 

travels well across cultures and partner forces, and evaluation 

designs that tie information-domain readiness to real operational 

effects. Partnerships with interagency teams, academia, and 

vetted industry can accelerate this work without compromising 

authorities or ethics.82

If SOF integrates these disciplines—linking CI with cyber defense, 

PSYOP/PA, legal, and privacy frameworks—and measures them 

with the same rigor applied to kinetic tasks, it will retain initiative 

in contested information environments. The operational objective 

is simple and non-negotiable: arrive with surprise, operate with 

legitimacy, and depart without a trace—even when the adversary is 

watching through a million civilian sensors.83 

Success requires operational 
restraint and transparency.
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AI and machine learning (ML) are rapidly transforming how 

organizations understand complex environments, make decisions, 

and generate operational advantage. For SOF, the ability to analyze 

vast volumes of data, identify hidden relationships, and anticipate 

emerging trends offers the potential to accelerate decision-making 

and improve mission effectiveness. 

The paper in this section examines how SOF can leverage AI 
and machine learning to process large and diverse datasets, uncover 

meaningful patterns, and support predictive analysis for operational 

and strategic decision-making. Particular attention is given to 

the ways AI may redefine civil affairs by enhancing stakeholder 

engagement; improving understanding of human and social 

dynamics; and enabling more targeted and adaptive approaches  

to influence, governance, and stability operations. 
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The Fog That Thinks Back
Kaohsiung, Taiwan. The air smells of diesel and static. Sirens 

echo down the narrow streets as columns of smoke twist 

skyward from the port district. A civil affairs (CA) team crouches 

on the second floor of a school repurposed as a humanitarian 

coordination node. The operator’s lens projects a translucent overlay, 

evacuation routes highlighted in blue, civilian clusters in orange, 

and partner force checkpoints pulsing faintly on the periphery. 

AI summaries scroll across the display: Power grid damage, 43 

percent. Casualties unverified. Disinformation trending: “U.S. forces 

abandoned southern Taiwan.”

The team Leader steadies his breathing, toggling between 

English, Mandarin, and map symbols. Communications with the joint 

task force (JTF) pulse intermittently through a low-bandwidth mesh 

network, each packet of information competing with jamming and 

interference. Behind the augmented layer of data are frightened 

families, Taiwanese emergency volunteers, and local officials trying 

to hold together civil order as People’s Liberation Army amphibious 

landings intensify along the western shore. Every decision made 

by the CA team will have a ripple effect on the information 

environment, shaping perceptions and survival.

This is not science fiction. It is a projection of where tomorrow’s 

human domain fights will occur, where information, trust, and 

legitimacy move as fast as data. CA operators, once focused on 

face-to-face engagement and reconstruction, now stand at the 

intersection of influence and technology. Their ability to synchronize 

humanitarian aid, counter disinformation, and preserve partner trust 

will depend on mastering a battlespace where visibility and veracity 

collapse under pressure.1

Augmented reality (AR) and AI offer tools to bring order to that 

chaos. Yet these technologies also carry risk: cognitive overload, 
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overreliance on automation, and the erosion of human judgment 

that defines effective CA work. Understanding how AR and AI 

could enhance or distort CA operations is no longer theoretical; it is 

essential preparation for the next war in the Indo-Pacific and beyond.

The New Front Line: The Human Domain  
Under Fire

The first salvos of a modern conflict will not be artillery or 

missiles. They will be information, confusion, and disbelief. In the 

opening hours of an invasion of Taiwan, satellite images and social 

media posts will flood the digital space with contradictory narratives. 

False reports will claim entire units have surrendered, while deepfake 

videos will show Taiwanese officials announcing capitulation. Within 

minutes, the CA team in Kaohsiung will become both operator 

and observer, caught in the turbulence of a human domain under 

direct assault.2     

Civil affairs team leader using AR interface during urban humanitarian operations in 
Southeast Asia. Source: Author-generated image using GPT 5.1 
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CA professionals have continuously operated at the intersection 

of the military, government, and population. In past decades, that 

line was physical: a village chief, a mayor, or a local reconstruction 

council. Today, it is digital, persistent, and contested. Every 

engagement, message, and aid delivery competes with automated 

disinformation networks and adversary psychological campaigns 

designed to fracture trust. In this environment, the human domain is 

no longer a backdrop to conflict; it is the decisive terrain.3 

AR and AI hold the potential to reshape this landscape by 

enhancing awareness and speeding coordination. A properly 

configured AR display could provide operators with real-time 

overlays of population movements, key infrastructure status, and 

the emotional tone of crowds based on aggregated reporting. AI-

driven systems can flag anomalies, detect influence campaigns, and 

highlight emerging needs before they escalate into crises. These 

technologies, when grounded in ethical design and doctrine, could 

help CA teams maintain order amid chaos, ensuring the correct 

information reaches the right hands in time to make a difference.

However, technology alone cannot secure legitimacy. CA 

operations rely on human relationships that can take months or 

years to develop. Trust cannot be automated. If AR and AI are 

to enhance the effectiveness of CA, they must serve as aids to 

empathy and precision, not replacements for them. The risk lies in 

believing that data alone captures the complexity of a community’s 

will, fear, and resilience. Operators must remember that the 

essence of CA remains human connection, even when mediated 

through digital lenses.4 

The Taiwan scenario reveals that success in the next conflict will 

not hinge solely on superior firepower but on superior understanding 

of people, networks, and perceptions. CA teams that can harness 

technology without losing their human touch will become the 
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connective tissue of the joint force. Their actions will bridge combat 

and stabilization, synchronize influence with humanitarian response, 

and help turn tactical engagements into strategic legitimacy.

Digital Shadows: Augmented Reality, AI, and 
Decision Superiority

Doctrine recognizes that information and understanding are 

decisive elements of modern warfare. Joint Publication (JP) 3-0 

defines information as a warfighting function that directly influences 

decision superiority, while the U.S. Department of the Army Field 

Manual (FM) 3-05 Special Operations emphasizes the human domain 

as the decisive space where influence, legitimacy, and perception 

intersect. Within that framework, CA is uniquely positioned to 

translate tactical presence into strategic advantage.5

   Figure 1. Diagram showing AI’s potential in military operations. Source: SoluLab



448448

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

In a high-intensity environment such as Taiwan, the speed and 

precision of CA reporting can determine whether commanders act 

on fact or misinformation. U.S. Department of the Army Field Manual 

(FM) 3-57 Civil Affairs Operations (2021) current doctrine describes 

CA as the integrator of civil information, responsible for collecting, 

analyzing, and disseminating data that enables both lethal and 

non-lethal effects.6 AR and AI directly support this mandate by 

improving how that information is gathered, visualized, and shared.

Augmented Reality as an Enabler of Situational 
Understanding

The U.S. Army’s Integrated Visual Augmentation System 

(IVAS) has already demonstrated that heads-up displays can fuse 

navigation, communication, and sensor data into a single operational 

picture. Although IVAS was designed for close-combat forces, its 

architecture provides a model for CA applications. A lightweight 

variant could allow operators to see live overlays of essential 

services, population density, and partner assets. In doctrine, this 

aligns with the Civil Knowledge Integration (CKI) process: collect, 

analyze, and distribute. The difference is speed. What once took 

hours of manual plotting could occur instantly, reducing cognitive 

load and improving coordination with maneuver elements.7 

Case studies from the IVAS program’s campaign of learning 

show measurable improvements in reaction time and accuracy when 

soldiers operated with fused visual data. CA could leverage those 

same benefits for humanitarian coordination, using AR to identify 

evacuation corridors, medical aid points, or critical infrastructure 

under strain. The capability would allow CA teams to synchronize 

efforts with host-nation ministries and nongovernmental partners 

even when communications are degraded.8  
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AI as the Engine of Decision Superiority

AI complements AR by turning raw data into actionable 

insight. During humanitarian crises or stability operations, AI can 

classify damage imagery, flag anomalies in population behavior, 

or detect disinformation narratives spreading through local 

networks. This supports the Special Operations Hard Problem 

of Mission Assured Communications by ensuring that critical 

information reaches decision-makers even when human analysts are 

overwhelmed (see Fig 1).9

The Assessing Revolutionary and Insurgent Strategies (ARIS) 

series provides historical context for why this matters. ARIS 

research highlights that insurgent and resistance movements often 

exploit informational asymmetry rather than material superiority. 

In Taiwan, the People’s Republic of China (PRC) would likely 

attempt to saturate the information environment with contradictory 

messaging.10 An AI-assisted system trained on local language 

patterns could help CA identify emerging narratives and coordinate 

counter-messaging with PSYOP counterparts before misinformation 

undermines public trust.

Ethical and Operational Integration

Doctrine warns against overreliance on automation. U.S. 

Department of the Army Field Manual 6-22 on leadership 

underscores that technology cannot replace judgment, empathy, 

or moral reasoning. The integration of AR and AI into CA must 

therefore be governed by clear policy. Operators should utilize 

technology to enhance situational understanding, rather than 

making determinations about human intent or allegiance. Ethical 

oversight, data classification controls, and partner nation consent 

remain essential to preserving legitimacy.11
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Special operations initiatives on small-unit dominance emphasize 

adaptability at the team level.12 CA teams equipped with AR-AI tools 

could achieve this dominance not through firepower but through 

clarity, seeing patterns in chaos, and acting faster than adversaries 

can adapt. By institutionalizing digital literacy and human-machine 

teaming in doctrine and training, the force can ensure these tools 

remain servants of strategy rather than its drivers.

Civil Affairs at the Edge of Technology and Trust
CA operators have long worked in the gray space between 

stability and chaos, where decisions made in minutes shape 

perceptions for years. The rise of great power competition, 

especially in the Indo-Pacific, has exposed a recurring vulnerability in 

   �Figure 2. Conceptual illustration of “Human Domain Data Flow,” showing 
augmented reality-AI fusion supporting CARM and Civil Knowledge Integration, 
while feeding MCS-COP, and Maven. Source: Author-supplied image generated 
by GPT 5.1
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that region: the inability to collect, share, and act on civil information 

quickly enough. Across real-world missions and training exercises, 

CA teams have demonstrated exceptional adaptability; however, 

their tools and networks have not kept pace with the environment in 

which they operate.

Operation Tomodachi: When Speed Meets Friction

In 2011, U.S. forces responded to Japan’s catastrophic earthquake 

and tsunami in Operation Tomodachi. CA elements quickly 

established partnerships with the Japan Self-Defense Forces and 

local leaders; however, the operation revealed a critical problem: a 

fragmented information flow. Digital mapping systems, assessment 

spreadsheets, and reporting channels varied across agencies, forcing 

teams to spend hours reconciling data before taking action.13

An augmented overlay that displayed verified infrastructure 

damage, population displacement, and logistics status could have 

accelerated the response by visualizing what every stakeholder saw 

differently. AI could have filtered redundant reports and prioritized 

high-need areas, allowing teams to allocate engineers and medical 

support in near real-time. The gap was not in capability but in 

integration. CA teams needed a shared picture that could evolve as 

fast as the crisis.

Exercise Balikatan: Coalition Barriers in the  
Human Domain

During recent iterations of Exercise Balikatan in the Philippines, 

U.S. and partner-nation CA operators rehearsed disaster-relief 

and security cooperation missions in contested communications 

environments. Despite high proficiency and trust between forces, 

interoperability remained a persistent barrier. Each nation used 

different software for mapping and logistics. Even when data could 
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be shared, differences in language, classification, and network 

access created friction.14

AR systems designed for multinational use could overcome 

this by projecting coalition-releasable overlays that synchronize 

routes, resource points, and communication windows without 

requiring a stable internet connection. AI-enabled translation could 

render key mission prompts in both English and Tagalog, reducing 

miscommunication. These are not futuristic solutions; they are 

extensions of existing technology adapted to the human domain.

Ukraine and the Contest for Legitimacy

The war in Ukraine offers another lesson in the limits of 

traditional situational awareness. Civilian infrastructure, humanitarian 

corridors, and public sentiment have become decisive factors in the 

conflict. Disinformation spreads faster than ground truth, creating 

both tactical and moral hazards. CA-like functions performed by 

local defense organizations have struggled to distinguish legitimate 

humanitarian activity from adversary manipulation.

For U.S. and partner CA teams, this underscores a critical 

capability gap: the need to visualize legitimacy as clearly as 

terrain. AR-enabled systems could mark verified humanitarian 

sites, displaced populations, and friendly aid convoys, helping 

commanders and partners make informed decisions without 

compromising civilian safety. AI could detect false reporting before 

it spreads, protecting both lives and narrative advantage.

Bridging the Gaps

Across these operations, the pattern is consistent. CA operators 

possess the cultural knowledge, leadership, and initiative to 

succeed, but they lack the digital infrastructure to keep pace 

with their mission tempo. Current systems are often fragmented, 
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overly classified, or incompatible with partner networks. AR and AI 

integration could transform that landscape by providing a visual, 

adaptive, and shareable interface that aligns with CA doctrine to 

understand, engage, and influence.

The human domain cannot be reduced to code, but it can be 

clarified with better tools. The next evolution of CA is not about 

replacing human judgment; it is about giving operators a clearer 

picture of the world they already understand (see Fig. 2).

Joint SOF Integration in Crisis
No CA mission exists in isolation. Every engagement, assessment, 

or stability effort depends on the synchronization of the broader 

special operations enterprise. The modern battlefield demands unity 

of action among CA, PSYOP, and Special Forces (SF), supported 

by intelligence, logistics, and aviation elements. Each contributes a 

unique piece of the human domain puzzle, yet their effectiveness 

often hinges on how quickly and accurately they can share context.

Ukrainians crowd under a destroyed bridge as they try to flee crossing the Irpin river 
in the outskirts of Kyiv, Ukraine, Saturday, March 5, 2022. (Photo: Associated Press)



454454

JSOU 2026 CALL FOR SPECIAL OPERATIONS PAPERS

The Fragmented Reality of the Joint Environment

Joint doctrine envisions seamless integration across SOF 

components, but in practice, information friction persists. CA teams 

may gather valuable local insights, PSYOP elements may monitor 

sentiment and narratives, and SF detachments may conduct security 

cooperation with host-nation units. However, these efforts frequently 

operate on separate systems with limited interoperability. Data from 

a CKI report might never reach a PSYOP planner who could use it to 

counter emerging propaganda or an SF team conducting key leader 

engagements in the same area.15 

AR and AI integration could close these seams by creating a 

unified operational layer that allows all SOF elements to visualize the 

same environment through their respective lenses. A CA operator 

might see population sentiment and infrastructure overlays, a PSYOP 

planner might see trending narratives and information pathways, and 

a SF detachment might see security status and partner readiness, all 

connected through a single, synchronized data model.

Indo-Pacific Joint Operations: The Balikatan Example

Exercises across the Indo-Pacific, such as Balikatan in the 

Philippines, already demonstrate both the progress and the 

challenges of joint integration. During recent iterations, CA, PSYOP, 

and SF teams executed combined humanitarian response missions 

alongside the Armed Forces of the Philippines. Each component 

contributed critical capabilities: CA coordinated civilian relief, 

PSYOP managed public messaging, and SF ensured security and 

logistics. Yet, coordination still relied heavily on verbal updates and 

fragmented reporting tools.16

If AR-AI systems had been integrated, the JTF could 

have visualized all operations in real time. PSYOP could have 

overlaid narrative sentiment data on maps of humanitarian 
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distribution points, allowing CA to adapt outreach strategies 

before misinformation spread. SF could have accessed updated 

infrastructure overlays to secure key supply routes without waiting 

for radio confirmation. The result would have been a faster, more 

adaptive, and more credible joint effort.

Crisis Application: Taiwan as a Joint SOF Testbed

In a Taiwan contingency, these integration gaps could carry 

strategic consequences. A CA team might identify displaced 

populations and critical infrastructure under threat, PSYOP units 

might need to counter PRC disinformation claiming civilian 

casualties, and SF detachments might be coordinating local defense 

support. Without an integrated digital framework, these efforts risk 

duplication, contradiction, or delayed response.

An AR-AI-enabled environment could connect these threads. 

CA overlays could feed into PSYOP sentiment dashboards, which in 

turn inform SF route planning and engagement priorities. A shared 

platform would allow commanders to align influence, stability, and 

security effects within a single operational picture, thereby achieving 

decision superiority across the spectrum of operations.17

Toward the Future Force

Special operations modernization efforts highlight the need for 

convergence across functional areas. Hard Problems, such as Mission 

Assured Communications and Small Unit Dominance, are not just 

about equipment but about cognitive speed, the ability of teams to 

sense, decide, and act faster than the adversary. CA, PSYOP, and SF 

all depend on that speed. 18 

AR and AI integration can provide the connective tissue for 

this convergence. It can transform the joint special operations 

environment from a collection of capable but separate units 
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into a digitally linked network that sees the human domain 

as one continuous battlespace (see Fig. 3). The future force 

will not be defined by who collects the most data but by who 

can interpret it first, act on it ethically, and share it across the 

enterprise without friction.19 

Lessons for the Next Fight

Institutionalizing Human-Machine Teaming  
Through Doctrine

Special operations should codify the use of AR and AI within 

joint special operations doctrine, focusing on CKI information 

operations and interagency coordination. Future revisions of Special 

Operations FM 3-05 and Civil Military Operations JP 3-57 should 

define how AR-AI systems support CA, PSYOP, and SF at the tactical 

level while reinforcing human decision authority.20

   �Figure 3. Real-world point-of-view using Anduril Eagle Eye in an online 
demonstration. Source: Anduril
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Doctrine must emphasize that these technologies do not replace 

judgment or interpersonal engagement. Instead, they expand the 

operator’s capacity to perceive, prioritize, and communicate in 

the human domain. Every new capability should include doctrinal 

language requiring ethical data handling, coalition-releasable 

frameworks, and adherence to host-nation consent.21 

Training the Army Special Operations Forces Operator 
for Digital Fluency

Technology adoption fails when operators receive hardware 

without context. Special operations should integrate digital literacy 

and cognitive load management into the education pipeline 

to enhance operational effectiveness. Courses at the John F. 

Kennedy Special Warfare Center and School, including the PSYOP 

qualification course and SOF language and culture programs, should 

incorporate AR-AI familiarization, practical decision-making under 

augmented conditions, and ethical scenario training.22 

CA operators in particular need immersive simulations 

that replicate the complexity of operating with digital overlays 

during humanitarian crises or partner engagements. Similar to 

marksmanship or medical lanes, units should conduct augmented 

lanes in which operators practice using visual data while maintaining 

rapport and situational awareness.

Leadership Development for Ethical and  
Cognitive Adaptation

Leaders must learn to interpret data without becoming 

dependent on it. Leadership courses should include modules on 

human-machine trust, algorithmic bias, and ethical command 

decisions. Commanders should understand when to rely on AR-AI 

recommendations and when to defer to human intuition. 23
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Special operations can draw from civilian models in medicine and 

aviation, where augmented decision aids are common, but ultimate 

accountability remains with the human professional. Embedding 

this mindset early will prevent future generations of operators from 

confusing technological clarity with certainty.

Experimentation and Rapid Prototyping Through  
SOF AT&L

SOF Acquisition, Technology, and Logistics already provides 

a mechanism for bottom-up innovation. The enterprise should 

expand its collaboration with the operator community through pilot 

programs that test AR-AI prototypes in live training environments 

such as Balikatan, Rim of the Pacific, and Freedom Shield.24

CA teams can serve as the ideal user base for experimentation 

because their missions span both combat and stability environments. 

Field data from these pilots can refine user interfaces, translation 

algorithms, and interoperability features before they are scaled 

enterprise wide. Each prototype cycle should include a joint user 

group, coalition participation, and ethics and legal oversight from 

the onset of the design process.25

Integration Into the SOF Hard Problems Framework

AR and AI integration directly address multiple Hard Problems: 

Mission Assured Communications by enabling low-bandwidth 

data visualization and messaging even in denied environments; 

Small Unit Dominance by enhancing perception, coordination, 

and decision speed without adding manpower; and Signature 

Management by reducing the need for large command posts 

or constant transmissions through visual tasking and store-

and-forward systems. 26 
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The enterprise should treat AR-AI adoption not as a stand-alone 

technology initiative but as a cross-cutting enabler that supports 

every modernization line of effort.27

The Human Domain as the End State

Ultimately, technology must reinforce what has always defined 

success: human connection, adaptability, and credibility. Training 

and doctrine should make clear that AR and AI are extensions of 

those values, not replacements for them. When properly integrated, 

they can enhance transparency with partners, improve civilian 

safety, and provide leaders with a faster, more precise picture 

of a complex world.28

The next conflict will not grant time for experimentation. The 

enterprise must act now to prepare its operators for a future in 

which information moves faster than intention can form. By building 

doctrine, training, and leadership around ethical human-machine 

collaboration, special operations can ensure that, in the most 

contested environments, the advantage remains with the people 

who understand them best (see Fig. 4).29  

The Way Forward
The next fight will not begin with a clear line of battle. It will 

emerge in crowded cities, contested networks, and the blurred 

intersections of truth and perception. For CA and the broader 

special operations community, the first step toward dominance in 

that environment is not a new weapon but a new way of seeing.

AR and AI offer that vision. When integrated across CA, PSYOP, 

and SF, these tools can transform how the joint force perceives the 

human domain. They can shorten decision cycles, reveal hidden 

patterns, and give commanders and operators the clarity they need 
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to act with precision and legitimacy. Yet, the value of these systems 

will depend entirely on how they are taught, led, and governed. 30 

Special operations’ advantage has never been technological 

alone. It has always been human. The skill, empathy, and adaptability 

of its operators remain the decisive edge. AR and AI can enhance 

those qualities by filtering noise, improving coordination, and 

protecting relationships built on trust. The danger lies not in the 

technology itself but in failing to adapt to it before adversaries do.

CA stands at the center of this transition. The mission to 

understand, engage, and influence populations demands both data 

and discernment. With proper integration, AR and AI will not replace 

the CA operator; they will empower them to be faster, safer, and 

more effective in an increasingly complex world.

   �Figure 4. Special operations innovation pathway illustrating doctrinal, training, and 
acquisition integration for augmented-AI adoption within special operations forces. 

   Source: Author-generated image using GPT 5.1
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The way forward is disciplined innovation, guided by technology 

that is informed by ethics, doctrine, and human purpose. By 

institutionalizing digital fluency, cross-functional experimentation, 

and doctrinal clarity, special operations can ensure that, in the 

next conflict, its operators not only fight in the fog of war but 

also see through it.31 
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CHAPTER XX: CHAPTER TITLE

JSOU’s Call for Special Operations Papers program encourages 

those in the SOF enterprise to research and write short, impactful 

papers that promote discourse, spark idea generation, and offer 

innovative solutions for SOF leaders and decision-makers. As the 

program evolves, so, too, do the topics. 

The AY27 effort is focused on modern warfare and seeks 

submissions that examine ways SOF can integrate with the joint 

force to modernize for the future fight. Topics were derived from 

Commander’s Decision Round Table after-action reviews and senior 

leader discussions, in coordination with the USSOCOM Doctrine and 

Lessons Learned team, to ensure relevance and alignment with the 

USSOCOM priorities of WIN, PEOPLE, and TRANSFORM. 

This year, categories are not based on author type  
(active-duty, allies and partners, or academics); rather, the  

categories are the topics themselves. Papers will be judged against 

papers of the same topic, no matter the author’s affiliation. Also 

new this year: Submissions can be written up to the SECRET 

level, allowing for broader depth of discussion and more 

targeted recommendations. 

CATEGORIES

AY26 Call for Special Operations Papers 

Categories 

7
MODERN WARFARE
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Categories and Questions

Category 1  �Targeting: The Role of SOF in Dynamic  
Targeting Networks

1. What unique capabilities and advantages does SOF bring 

to the joint find, fix, track, target, engage, and assess (F2T2EA) 

cycle, and how can SOF maximize its contribution to deliberate and 

dynamic targeting in contested environments?

2. How can SOF develop resilient decentralized command, 

control, communications, computers, cyber, intelligence, surveillance, 

reconnaissance, and targeting (C5ISRT) architectures that enable 

sensing, targeting, and decision-making when communications and 

networks are denied, degraded, intermittent, or disrupted?

3. How can SOF balance the increasing power, connectivity, and 

signature requirements of advanced technologies with the need for 

low-signature, self-sustaining operations in anti-access/anti-denial 

(A2/AD) environments?

4. How should SOF integrate with and influence joint all-domain 

targeting networks to accelerate the transition from sensing to 

decision and action?

Category 2   �Joint Warfighting: SOF as Stand-in Forces: 
Advancing the Joint Warfighting Concept 
in Contested Environments

1. How can joint SOF task forces best operationalize the 

integration of space, cyberspace, and electromagnetic spectrum 

(EMS) capabilities at the tactical edge to achieve decision advantage 

against peer adversaries? 
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2. How can SOF adapt its operational approaches across all core 

activities to effectively increase allied and partner defense burden-

sharing in support of mutual security objectives? 

3. How can SOF integrate with conventional maritime, air, land, 

and cyber forces? 

4. What unique risks and opportunities does the SIF concept 

create for SOF, and what must change in SOF force design, training, 

education, authorities, and sustainment to make the concept viable? 

Category 3  �Recruiting and Retention: Evaluating 
Recruitment Models for SOF

1. How can the SOF enterprise recruit, develop, and retain 

personnel with the specialized technical expertise required to rapidly 

integrate, operate, and maintain transformative technologies in 

denied environments? 

2. As SOF prioritizes the new competencies required for globally 

integrated, multi-domain joint force operations, what traditional 

training and education requirements or legacy skill sets should be 

de-prioritized or divested to optimize the force generation pipeline 

and preserve unit readiness? 

3. How do different recruiting models affect attrition rates  

during selection and training and what lessons can be drawn from 

U.S. Army Special Forces, Navy SEALs, Marine Raiders, Air Force 

Special Warfare, and allied SOF organizations? 

4. What attributes—not merely skills—will the future SOF 

operator require, and how should SOF selection, education, training, 

and career development evolve to develop them? 
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Category 4  �Autonomous Warfare: Autonomous 
Warfare and the Future of  
Special Operations

1. How can SOF better leverage AI/machine learning, quantum 

computing, and autonomous systems in tactical, operational, 

strategic, and contested environments? 

2. How can autonomous systems support stand-in forces, 

distributed operations, and joint warfighting concept objectives? 

3. What lessons from current conflicts inform the future 

employment of autonomous systems? 

4. How will SOF adjust its training and education to ensure its 

operators exploit technology rather than depend on it? How can 

we ensure human agility is enhanced by, rather than reliant on, 

technological superiority? 

5. How can unconventional warfare models be adapted and 

applied to the modern battlefield?

Submissions are limited to 3,500 words or fewer.  

Papers will be evaluated by a panel of subject matter  

experts, and winning submissions will be recognized  

by the USSOCOM Commander and JSOU Press. 

Submission deadline is March 1, 2027

Visit  

https://www.jsou.edu/press/callforpapers  

to learn more and submit.

https://www.jsou.edu/press/callforpapers
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the JSOU Academic Year 2026 Call for Special 

Operations Papers. Topics explore unmanned 

systems; rapid all-domain fusion for SOF; the SOF 

nexus; digital force protection; and next-generation 

intelligence, surveillance, and reconnaissance. Each 

addresses challenges and opportunities with direct 

implications for SOF readiness, operational reach, 

decision advantage, and the ability to integrate 

effectively with the joint force.
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